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Abstract DDOS, worm and mass mailing have a significant growth recent years, which has endangered Internet secur-
ity. Most attack like worm has the nature of aggressive, greedy and behavior pattern of self-similar. This paper pro-
posed an attack behavior analysis based model, TIR model and devised a fast algorithm based on frequent pattern min-
ing. It can effectively detect known or unknown threats with a low cost and has the ability to report the suspicious ad-
dress. This paper also puts forward an effective algorithm to improve the real-time detection performance, namely 2-
page hash table algorithm, As a result we developed a distributed system namely M-Detector based our theories.
Keywords Massive malicious activity, Frequent pattern mining, 2-page hash table algorithm
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LET A=The first levcl array (Initializc to zcro)
WHEN a new IP address W captured;
{H:=the first 11 bits of W, M;=the middle 11 bits of W,
L:=the first 11 bits of W,LET B=content in A{H]+M;
IF A[H] IS NOT null
THEN({IF B IS NOT null
THEN{IF B IS NOT null
THEN({B is Linked List head,search the List B
IF node L is exist THEN fill it
ELSE insert a new node at tail; }
ELSE new a linked list, et B«List Head pointer; }
ELSE new a array with sizc 2048, initializc to zcro,
new a linked list,l.et B«List Head pointer;

}
B 7 BRI LR HR

P IRBE G T X BT i D B A () S A o 2
W AR 2RI EBR B R 1024 K CEFRED), KAR
. 80 L]
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/ ;
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LA THEAREN TREORINEEITEMLRER.
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