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Intrusion Detection System Model Based on Mobile Agent and Dynamic Topology
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Abstract Destroying computer network of distributed attack becoming severer and severer. Topology is dynamic dur-
ing operation of computer network. How to discover and hold back attacks in this case? A model based on mobile agent
technology is presented in this paper. The model is consisted of topology discovering agents, topology computing a-
gents, attack detecting agents, attack tracing agents, and attack stopping agents. Topology is generated from topology
discovering agents and topology computing agents. Detecting, tracing and stopping attacks is respectively done by at-
tack detecting agents, attack tracing agents, and attack stopping agents. The system based on the model can adapt to
large-scale network, generates less traffic, automatically trace change of topology. It can detect and response to attacks

independent of changing of topology.
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