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Application of Network Sniffer in Network Account Based on Network Flow

CHEN Guo-Zheng
(Zhejiang Textile & Fashion College. Ningbo 315111)

Abstract The soltware can manage the valid discharge charge for the computer room with network sniffer in order to

increase management afficiency and service quantity. It adopts the method of hiberarchy, modularization and objectiza-

tion to set up a softwares platform,adopting the C/S construvtion to make system with good expanding,
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F P WinPcap™* #8353 & . WinPcap £ — MR M 5
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typedef struct FrameHeader—t {
BYTE DesMAC[6]; //W{&#
BYTE SrcMAC[6]; // B fshht
WORD FrameType; //IEsht
}FrameHeader— t;

typedef struct IPAddr {
unsigned char AddrByte [4];

5

typedef struct [IPHeader- t {
BYTE Ver—HLen;

BYTE TOS;

WORD Totalll.en;

WORD ID;

WORD Flg— Segment;
BYTE TTL;

BYTE Protocol;

WORD CheckSum;

struct IPAddr SrclP;

struct IPAddr DstIP;

}s

typedef struct Data - t{
FrameHeader—-t FrameHeader;
IPHeader—t IPHeader;
}Data— t;

OB 2 78 CapturerThread A R ¢ & B iU
AR BB F A IX

CapturerThread % CapturerThread = new Captur-

D000 http://www.cqvip.com|

erThread(true);

CapturerThread->>Resume(); //iFK[F#
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typedef struct DataPack

{int port; //% 05
unsigned..int32 FlowS; //BRE
unsigned - int32 SendS; // KL E

unsigned.—int32 ReceivS; //#EWiR &
}Portinfos;
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if (FormM->>swaps ( EtherHead-> FrameType) = =ETHER. PRO-
TOCOL-- TPy // 4347 th LK 1P B3 3

if(IPHeader. t->>Protocol==6) //TCP(6)

{
""" //HUE R 6, B TCP #8033
if(IPHeader--t->>Protocol==17) //UDP(17)

{

.) ..... J/HUE S 17, 852 UDP MR X
i{f(IPHeader, t>>Protocol==3) //ICMP M #E
.} ..... /U R 3, B ICMP (8BRS

Fi B 5% DEL, FTP U & 5 P00 21 TELNET (R
P2 5F) 23 SMTP (] B R {4 & 5 130 25  heep (WWW) 80,
POP3(#RREML110 %,

SRR AL L 10D

switch(FormM->>swaps( TCPHead->>DstPort)) {

case 21, p=FormM->>port [0]; break; //ftp(command send)
case 80; p=FormM->>port [2]; break; //http

case 6666, p=FormM->>port [4]; break; //icq

case 200; p=FormM->>port [9]; break; //ftp(send data)
case 23; p=FormM->>port [1]; break; //telnet

case 8000, p=FormM->>port [ 3]; break; //oicq

case 139, p=FormM->port [5]; break; //Neighbor

case 110, p=FormM->>port [ 6 ]; break; //pop3 (receive mail)
case 25, p=FormMain-~>port [7]; break; //smip send mail)
case 1433, p=FormMain->>port [127]; break; //sql server
default ; p=FormMain->>port [11]; break; //all # IP pack)
}
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