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A Reputation-based System Model in Peer-to-Peer Networks
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Abstract The open and anonymous nature of a Peer-to-Peer network makes an ideal medium for many applications.
However the {eathers that contribute the success also make it possible to be attacked and abused. The peers are not
willing to be responsible for their historical behavior because of lack of supervisor; and it’s not easy to set up a trust
mechanism in a traditional way to solve the problem during the transaction. In this paper, following the analyses of the
trust in social network, we set up a trust model and introduce some feathers to implement the trust in Peer-to-Peer net-
works. Later, compared with some existing models, we will find that our approach can stimulate the feedback and de-

crease the dishonest behaviors efficiently.
Keywords Trust system, Peer-to-Peer networks

1 3l8

X455 W) 2% (Peer-to-Peer) 7 3 [H{ Wt B Y 75 N e A H
HFMERKNAFEARAZ — REHANR XL W EHEN
BRI AR, BT P2P MR A AR PR 4T 8 AT
KA EF), AT AR S T %R RRIERIR, [ BN
AT B3RS AR KRER T A P s BT
B P2P M BAIH G ERE M S EMBEARERERN
W BNRGBER I ERMNE FREAZ—. BRIER
PP MG ERMFE LB/ - EXRRAEPEER
AR REMLE R A BTN, A RHRE S EE
N EBRTRAT, BT S Z AME T % REEEIRME MG 55 B I 4%
EE . RIATTUM A S PR AREROEEHBRER
K N —FE(F1THLH] X Peer-to-Peer B 1% th i [a]
PnCARITRR R

e P2P Mg i THAREE RN, G B TRA
) Emule —RE# SUH L B, FH P FE RS 5 2 BT, — X i
FRECEFETLIMN. WMERFEEERME T BR300
WRBT TREME, MRREHEMREENRE NFRER
WA, XHL, RATMFEL P2P Mg b —EFEH
B RAEY ST N EEGRE RS RS —EHER
FE.UWAHCRERTHY R AFERRE .

X F—RFI R K4 X f {5 H 8, I eBay, Ama-
zon, Yahoo! Auction %, NERA1HIZ B —FEBH T —
ZHIMA P2P B Tt X e g [ SRR

* RZHA MR TS E R GEH S F B HLH R B 5|
FEENAMEENS UM P RE S8 2 A 5 808 R
R %5, PR A ) RE R R B

* RANRE R TRERGENRENE R HME,
FERSZRUGRAER S, MERE RGN GG R X
HIEEREHMAETEX.

* REBAMHTHEERENERBAEEBRLIRTE
R, BIANFELES AT LU — A DR R BE L R AR A
A CRIRE SRR .

* BAERIERE P2P M4 P {E{E{E B AER T
B QT RE A BORARIE AR BB B0 A BBUA.

AIMEEH MG ABR SRR, @I T 44 3
B EEEE R MR Y R EE QL @ RET T
SCH LR, BUR 5d — F 5 B IOR A A5 1 BE 4 16 B 22 A Y
LGESEH.

2 HEBER

21 HENEXETR

EUTFARLMSOARERME R HELE P2P W4k
W, WA 5 Z A0 RS A ERHIN— T ERE T
HOLEMRZSER, 75— X B T R%E T HSy S
F. TRERMEHNGEEE XS, BNEER T RET
TL(Local Trust) f1#hB#E#E TR(Recommend Trust) , ff Ll —
MY EROEEEXNT .

X1 HBWAEEKRRS G S N Eval(Evaluation) ,

* )Supported by thge National Natural Science Foundation of China under Grant No. 60373021 (Bl B 284, % B B4,

B RSN EE MEEEEE.
. 52 L]


http://www.cqvip.com

$rb Eval 8BUE Y Eval € [0, 112 HB9 BB AT 0450
B 1, DB SR E) T B B s L TR
BX 2 ARHIEEE TL 1 A BRI 5 35
8 TL, =51 () » Evaly Jeh TL, 481 M¥ 4 B9
ASFAEE 1 0 TS HRFMIE £t HIEHK
BB, T LURIEE 402 5 BEAV B BB B 2 03 55 34
AT IR AR R 2 38 (2, ) =

m,ﬁqﬂt ST A W 48 B Rt 2, E(t,—t ) K B

ﬁi%ﬂ‘]ﬁﬂfﬂﬁ*ﬂ

At AR B AR B B N T IR P IR A 5 A AR T 8
KEBUE , B A AR T 07 52 AT 3, BATE AR I R
B AT 0 » S HAFT R FT DALY s Bl — B B[R] 9 B4
FAICR, B BhER AT I AT A0 R BT, 1T ELAY ] 4R oK AT Y
INARIL TEE(E R LB, R A 5 Rt (Easy-
destruction-hard-construction) “**,

EX3 RBMEENTEESE N, ®RAVME EHER
B, YN NN AR TR, BT LARIMT R 2%
AT A S (LI A AT, BT SR BB’ s(Scope) th & —4
TEZENAR BREMRBRYARERE, RITA KIS EH
YTk .

N; :{Sin(Z *n;'tm *
1 else
X BRATAT AR R MBS 22 BME iom, 0RAF R 4R
LR SR R T AR, N; B L BLBA A AT T
4%¥UE'J)§LJ1§SI§E 2R T BRSO B A W B3 45 B
REE LR TEEAR.
/:T:,)'( 4 HPEHEFE T A B EEE TR (Recommend
Trust) BT FAl Ty SO RE VRS T B 325 [ L AE4Y . TR,

=N;# 5(C % TLy ) R Cr 45 4 r WHERETIEHE,C, =

G R A B A AR ST

. WRET SZSIEN BA RN EEE BLR
TR AR B C,=1/s, K s HIRBIM BT SR .

XHERMETTROETESRETEE -BHEE,
BATAH e EHR AL S0 AR 55 09799 5 ) B L BB SR P B IE T
B R BT, T B MR ERE T AR SR, R R R
H,

EXS ’T, BHWEA T FEHELEETENE EXRE
TR AT SWEFEETNRBEMHP RS
FHEREETFME TL, . T,=(1—w) * TL; o * TR, , P o
HEE,0<o<ll,

XFRIKIMA P2P MR A REBR T E LM T8k
Vi TR S AP EREEAGEEMT S EEEE U
o (HIR B R X T —LRE 5 AW SOk, TEMEAR
7, o] LUK o fHE E 8D, — R A LIl R
0.5,

2.2 fEEEAEFRBHIN

a, X B B4 eh £ 47

TEAEREG BRSSO 3 IR &5 R AT sGEAT IR
11 # Evaluation-Local (ID,, ID;, Eval, t) , [&]f 5 #F A< HiAY
RIOEHEL, E 1L iTBEAMETE.

s) s€ [o.itm]

D000 http://www.cqvip.com|

r [
L XBh%
Bval 1 —————atz t 1
Bval 2 ——————— Bt 2 ...
2. BREHMT A AN EE

Bl WasABrEER

Algorithm 1 Evaluation-Local (ID:, IDj, Eval, t)
excuted at peer 7
Input; IDj, t Qutput: T;
Procedure ‘
Store (IDj, Eval, t);

I
f(t)<_ Ztij b
Ti<=Compute X f (t;) * Eval);
If (ID; not exists)
Store (IDj, Tj)3
Else

Update (Tj);
End
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Algorithm 2 Compute-Trust (IDi, IDj, itm, T1eTi7, 5)
excuted at peer i
Input, IDi, IDj, itm, T1+--Ti, Output; T (u)
Procedure
While ( »<Is ) do
Query (ID:, IDj, TLrj);
Return 88| KA ﬁﬂﬁﬂii&ﬁfﬁ{n fEfE TL1j, TL2j---TLsj
End While
If (r<l=3s)

N;<l= Sin(f*—T;,; *5);
Else
Nj<: 1;
End if
If (WEIEMKALS) G EA A EED

Cr<= "TL

%TL,;Z

Else
C,<=1/s

End if

TR;<<=Compute(N;,C,s TL,; 1)
Tj<<=Compute{w, TLij» TR;j)
Return (Tj);

End
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