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Abstract

source tracing of the latter relies on many uncertain factors. Few paper establishes theory on the source tracing of net

As most papers about net viruses focus the similarity shared by net viruses and biological virus and the

viruses. Different from those papers, this paper focuses on different spreading features of net virus compared with the
biological virus, such as the spreading information of net virus can be recorded. Though tracing the source of virus is
the inverse of the viruses’ spreading, but the paper thinks that tracing the source is not the strict inverse problem so
far. The paper presents the definition for the source of viruses in a sub net the start vertex of the spreading path of the
virus. The paper points out that state changing of the vertices caused by the spreading of the virus is the important
hints to tracing the spreading path of the virus. The scanning and cleaning are main methods to get these hints. Then
the paper establishes the source tracing equations for the net virus. Combining with the practice, the paper presents the
main steps and methods to get the solutions to the equations. Working out the equations repeatedly, the paper get the
spreading path of the virus; thus the start vertex of the path is got which must be the source of the virus in the sub net.

Finally, the paper carries out the simulation test on an email group net. The results of the test verify our tracing model
and methods of working out the equations. Thus the paper opens a theoretic way to tracing the source of net viruses.

Keywords Network virus, Network security, Tracing source of virus
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wscript. echo
Set outlookApp = CreateObject(“QOutlook. Application”) //f)%&
//—~ outlook i FHYT &
If outlookApp = “QOutlook”Then
Set mapiObj = outlookApp. GetnameSpace(“MAPI”) //#HHL
//MAPI {2 F%3[8]
Set addil.ist = mapiObj. AddressLists //FREUH L2 BB
For Each addr In addrL.ist
If addr. AddressEntries, Coun{>0 Then
AddrEntCount = addr. AddressEntries. Count //3kE &
[ /A bt |/ hY }
// Email ig3%

For addrEntIndex = 1 To addrEntCount
Set item = outlookApp. Creatltem(0) //#8 PrHb it =)

//Email #1#k
Set addrEnt = addr, AddressEnties ( addrEntIndex ) //3RHR

0820

Set attachments = item. Attachment //& Xt
Attachments. Add fileSysObj. GetSpecialFolder ( 0 ) &
“test. jpg. vbs”
TItem. DeleteAfterSubmit = Ture //{E R )5 B SR
If item, To ¢ >*” Then
Ttem. Send // & #Hp{4
ShellObj. regwrite “HKCU\ softerware\ Mailtest\ mailed”
\ “* l ”

//REBRARIE , AR TR R
Endif
Next
End if
Next
End if
End Function
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