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A Survey on Network Intrusion Plan Recognition
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Abstract  The detection of composed intrusion is an active topic for IDS now. The past researches have shown that in-
trusion plan recognition technology is critical to reduce false or missed alert rate, tries to construct an effective model to
accumulate the relationship among alerts in different context and promotes recognition accuracy. This paper summarizes
the advantage and the shortcoming of the known intrusion plan recognition methods. The special requirements are dis-

cussed and the most promising development is proposed.

Keywords Composed intrusion, IDS, Plan recognition, Event correlation

1 518

BEE Internet BRI REAR, Z2MBH HR T AR
R R GE(IDS) BB B8 SR iR B B . AN ] s Ay H
il 1DS i A MAEw 2 o] RIEH LR TF
KM, (118t IDS Wik 5 A 2 n] 4y Il 2
Wi R E R RR A RIS ELLRE R ER R
B, HAETRA AR AR L R L 467 IDS i —F3Y
AR . FHARRRE L 76 F DS MBS 5 A8
BRI G Z E R AR .

H i E LA 1IDS RIR B FRE AT BRI T 5 AL
4R , WX SEANFEAE R4 F ML A RS BGERFAE L 3X 5K
B ERA T — R R R GE o P A A R R B 2
BEElg BT CBR I R B E S B MR IR T E
TR SRS 2 M B B R RIS T X KBRS
Wil XHE. BRIATITTRER R 2B AR S 24
Wi SVEA R B2 H A, A RERER — D IGE 751 P &1
Wi EZ R EF M. XL RBRAEA DS B9 NIH#
BRIy BT BRGNS . ARBREIRIE AR
255 IE R E AL A R IR R Rel7e Sk g9 B0l R FE 19
WK R A — R E & B T S BCEE X  TT 3R
15 LR AT 2 MR & W Tl 8 UE B R SR I 6 vl
. S50 B EBRAGE LR TS IDS A AT RE7ENGE
SERLZ BT UL o 32 Xk » AT VT 1 3R A R R R ROR i
IDS Mgl il i) Esh B e fe. BRI BERMEREAR
A6 U U A TR 4 B9 LR

FE N BB U 1% 4 1) B R R 0 4% B gl 4 i B AL 1Y

AgentfE R G #) 1 B9 1 8. K [F 438 keyhole recognition )
intended recognition Bi#f, Bii#E | Agent BAIATE H D HIF)
YRR, 5 & i — PR Agent thIBERMNW T, N
FEABERIRGIBAR S T HTERHR, AT RRZEHH
RERE . L2 T EAMH AR E B IR G558 %
REJLEER TUEBE - EERELERNEE. B
1R (DRFMRFF BRI R E R (ORI L ERE; (D EE
AL HMMIE A 2B EENRR: (O BFRA#E
BRAE 15 (5 F AN A B W B E R s (6) TEAGEIR A
ME— B REEN T AE s 2T B R R R,

B TR, B R 5 R R & R TR 0B R
FKEZT R BN LS. DFRA A BOERRZ) 8 o
i ) TERAR EFoRA BRI B AR . B
PR FR AR 3, AT LUK B R IDS BER NI
43R 3R,

A1 ANBEAPNFES XA

i - ,
. Yook F R R
ETXEMBREH | LT X R ik TRAD
e TRE e
EF SR VLA R
1 [n] - S & /B
S AR KRR A
YT
ETNI
5 s I s 87
My B0 -5 Dt

WAL T XERRCEFRRER, TS ERIRSE

* ) EZ 973 TR RE (2003CB314804) B H #A S R H LA 20T H (105084) \ TTH 4 P8 515 B % 4 & S50 5 % (BM2003201) % 1Y,
T & A FBEHRAFIIREERRN R 6 R S0R, E B I WA A4 | R TR 45 R A A

040


http://www.cqvip.com

T HE B SHLEE TR F MR

() RAEMER I . SO R4 @ X 1DS
WEHVEMRMATE, X NG M2 AFZBXRNIR. B
XAH EHTR SRR TR, X BT R AR AT L
P AR TRERE /B EA T S G RO T
BNt P 5 v BB HR I L T IR SR O o B O B
BEFEZABUER TR GEHCH 4 1.

(3)#T Bayes MM RHRAHR,

AR RN X 3 KRBT R OB, 2 ei1s
& FATE B AR M el &, X M8 R B LR S R T )

2 BFXEHEEIRS

SCL3 3R AL T SRR SRR R Agent BRI, AT AT
FATF#E B BIPLE RS Agent 17 MBI, BRXFLM
MR B AT R BBRAEARKRITRAER, X[4]
AR TR —F R & Bol b R L S R A R R
SCH: BRI M BERAE T A 55 A LIRS AR HE BGE 77 51 e
FARIEMFZ &, B TETHS BPUR R ERR
A% CFGPRABEEZRIER O0n x n) , Horf m BAPUE
PREABER BB, AR SRS, S n R
/N, CFGPRA RBUAR 418 5, ROUGE RS HA Y+
&M EEERGIF A EE AL B s R MBI
Wity BRETRGEEERRAEMNL AR AT, 28 5
SERF—FIGEF S, SEER B TGE 7 5 KRR R AR R
J¥5. X %8 CFGPRA # n ([ 23REGIEN , RRHI55 H 5L
Fristi R .

3 WHXEGE

T KR TE M DS ik H R P A B 2 A Y 2
ERAMIRE, BFHTIEE DS HENRGEERKREIEY
% , ARIB TUR T BRBOR BBCRA A SR 1 A7 72 IR A
BRIREEOL. HATAE RO AR I T 06 DS AR
ERE AW ET RENDZGMATRK, KHER
MEFLITF 4N ER: DERRE DB T ERAR ML L
B 3) RBR B O WEBE &, RBARK K% 8
WRBREARKB AT AT 42K,

3.1 EFHEST/ BEACHERXRS

T HOEE TR &N R s b o B
(] S KA AR DU R SC . 2 RE G IR
RIEWD B LM AUR KRR R T R 4k A . (B
SRR IIETE R O T AR R A R UGB R B 1P
HuHE/ 5 O BB B IR B DRI A S A R A R
KRWBES ERRBOREB . X5 IKREL i BeE S
I A A AR E R R AT Z B R &R B R IR W
MEA BERXRAMIGE R R AR 2 S
B TR EEAE g 1 ARSI By, T HE R ML 0T SEARAIE
FrASC5 1B B S RO AR B T 2L RKFEZ G A M
AFREES, FLhr L, XM T ik AR - TR AR,
FEAE B 55 5 — W SR A0 Ao 6 FEL o B R A BD AR DLRE . B4
FEHE P 2 5 B R (L BE fl B D7 B AR R OGP R RARSE A . XX
(7,8 IR AR R 2AAN T Z MR B ME BEAT 0 28 PR LB P L
BT EEFRBR.

3.2 ETCHREEMNERXEAE

D000 http://www.cqvip.com|

T3 UM B 5 ROR AT B, XE T EIE
S GEE RS2 E) £ 82, R & Fh 3 T RIS B0y
B A ARG I AR Bl 7 e AT DG BE . X 7 I TR 45 S
[9~11], XEFIELLRGMRIT B, R AN R 28, BA
B HETAE S BB IR A B T RE B AR, (HdfFTE
KRB GBRE—— BN NRARRMNEEERE., 55—
S TET UG BB F G . 00T 707 Pk AR 1 i LAETR 2 2
. BT RBE A 2R B XA E SRR R
A MERERR 5T Cn ] 7 B HHR A IE B R R TR Y B A HE
B AR %R 25 R E X Ew AR AR BT
FHIDS, KA in th TR M A & B m e g, X
(11148 1 —ANE A R ER B AE SR , g 3 1R 30 1] R % Ak 7E
S EMEE RN A Agent 70 MR I, BIWTH AR Agent BAR
HIZMRAT . CHH Agent BEIDIERHE R E7R, K4 R
T RRKT R LARAT R, HA YT SRR B A AR AT AT
A7 o DA TR T P R 9 ] A £ PR 9 8 22 ) A RO SR
HIAT R IESI R R B E W F R MK B A ZERS
BARAT R XA BB SR AR R R BARHRG. 5
A UHFARBERIES, AR L R eIk E
K EBERSBENE. A, G FARESHELRITE.B
BT HERL A, SERPIRERE " WG THEREN
—HBCERBAOR T E R A S ALA ZEBRERE. R
AT R R, HA B R ER A BUE ., R A
B TATY AL, BE RSO BOR SR ERERE TR
WHER. BNFWEAXR—1 evaluator, i F 347 Ay A,
Xt BEASFI S5 SR B R 56 2 ARG AR 2L AL Bayes 1912 Wit 3
ARITBRAER FHEARN A, BREATINTFHAR
FEMA , evaluator BB 2 AR 3. SLEM A REUEE W
g, SCL10TE 2 KRR b (b T & 25 1 B = FA AR AR .

3.3 ETERXBHBRREXBSE

PRLSEBL ik B BRSOk Bt RS B R IZ 4
K. XFMAGMBERYF TREME L REBHHEHH A
B H, e EE RN I RPN, MEER b
—HWEH AT RS, XMFEALBLEAERDN
WMEEU I T 2 B E RN EKARFIRCR, FHHX
BP0 AR MR — DN EGE B e RILES ~
LRGSR — DM LB AR AR T
%, BT BR T LU I B R R

JIGSAW 2 R EUAR F B RGBT ik i R 4. HEH
FeBER AL HHTR T 20T R A REFFT LB, 5
AL B PR E, XERR RS HEMN AREEER S
fmEEmAkK. BTHER EAREE, (B IMKHEERES
HATYVRERTVRERENEE. VRERERELET
A MBGHEREARANENGER, BR AEERESE
HEFRHY RERES . XB Rt hEEREB S AT
VLD, Bi7F ExpConseq(hD) h HEH F/L—MHIFIF p F15
Prereq(h2) ¥ 4> 0 ., st T LAk A7 56 Bk, SC(13]h AT
2000 4F DARPA ¥ H 4 1Y 7 848 & LLDOSL. 0 #1 LL-
DOS2. 02 Xt b3 7 ¥k B9 B AT 10 , 25 R R W B R oc
FEA LT () IR RO T a8 R TEIRZ
JE) 4y R SR 3 R, 9 BT b B 1S T SR S O AL BT TE 5 (D) X
FEEWRA TR IR BB R m., oy MXEE,
—NESEHERAA S S5 E MR, AR EHRE
ZEB R BRI 5 A K0T RERF & LB A&, S B0 R TR

« 5


http://www.cqvip.com

KRR TIRIR AR (O X P AR EHRTE L Bt
Gk RIMARRIE B FF 51, TR 0 28 Mo A48 DR 6 R e Bk
ettt , A K A, SRR T LA AT R BE R B o 26 A Bk

HRFERXBE A MAEET RS (OX ML
R AR B A B B R R B B AT R, (DX
B IDS iR IRARBUR. nRE IR T — M EER GRS
BROG SRR, A4 AR O IR DR 4 43 34 A A S R
4. (XF LRI, R R BT 3o R
il g A AR, B X I S R TR 45 R A A 20 m 1R
B, HEEE R RO AR . RS, IR GEH
AR R, A PG, AR LB T ESBETAF
50, (DR R PR SRR ] L0 7 4 o 3
B rd s, AR ME T B o SRR AR T . S b B R
FIAATR] B B s, AR B A B K B S B B AR
TR ARSI R E R EKE S RAMEA, ik E
R RN AR U EE AT, X8 S 84 R W
KBRS TER PR EEE IS S%5RE, FH,
IR K F R T HFE— P SR Bk b S AR 8
SRR i SRR b 33 AR A 371 A A 5 O W R MR R

3C[10,151% TASR R EI 45 £ R TR 07 s 78 iR B R
(), Hrh C[101458 THRFHENG Ik ME R X
25, CL15 2R A R SR SE B T v + 25 F 3 M (A48 {00 B ) o ) 3R
Frek. (16,2048 T — R AHEE A ik R E 5
iR IER A & 2 B R E . AR —tE, 3
L1642 22 2K h TR 4R 4 40 B0 A B3 o i o o5 R g 1),
B b AR A 17T - A 1 S5 R A 1 2 B 2 5 BK A <
BY IR i i - o R g R SR O6 & . SCL1604R 3 T # ek
PR A KSR S S TR TE ek M R A R IR O — 2%,
TR HFER ID 5, YA R ) R B E &AM F 1D 5 M5 E
ZIREH AT I E T TRHE BHRK KN K E ., MknF B
TEMERE, (16 BB HES N 3 4. (DEEE R AR
P e vh AR 28 R W R e U T AR 2 s, 3F
TWE W T IR B 2580 8 f R M AR S A . RIS
YRR 2 L BT A R A A B AR S &
(2D R AREERIEE, (D RIEH ord B R R 1A
B BOE AR AR A B, AT LU HERR X R A e s . (3
PO B FEEMNE R, KRN R B EE E%
A& EFEARF T SCH R — By 2 R & kR B 1
T XA R B A LB E R SR,
FAHARG M FEAFHE LT REE LA, 8BS
[HESG eIV

RO H () A TG e 8 K B AN B shsbits— 4
& B R R S AR, 2 R AR B0 B A A
E, AT AR R B AR TR 9 AT . E AT SR A R
AR L EHREATRECEZRA, LB TR eL
FF XA A B it B Sy IR, SCL 14076 77 i T — s
A 22 BT B U B SR R Bk S 1 i
FHERE ., B el AW B AERS IR L E ST B
ATERES R RRE R AW, KB BRI
R B R L+ SRR 3 T — A 10 AN
AORRIBE TN, F8BETAEWERWE S Bt
HEMREEEREREGE R E Z MaoM . F®E, R
AR T ERME S RAN — MR HREEETES —1
o« 6 .

D000 http://www.cqvip.com|

Ay —HRGr . ARFTIE A 4R TR R Y () B R — 4> NP e,
AR AESCBR Peng Ning R BUE 1 3C[ 14 [T 1 i B ot SR ws
FIRAA BB 10 5 R 1 BF LIRS T anate /B S (14 )R A
FEIFEM R ATATH . 555030014 T3t it 7 B P 4 = )
BRIV 8 T R R BV E 2 € 5k A S TR TR BT
fE.

3.4 BETREMBEINOEHRXBESE

17,18 [l B M Z A AR RE BRI B (5 B G
R LI E 2 W Ch 2. st 1DS, By k5 s
EERE T IE aNE ok N WP =2 i 3l E S ke A
8o BZHET N, XM Ik BoR i i s R a5 g4
ERERIRERS ok R B R A R R — B A 5 R R BE
BT AR EIRL A B B BUEE R B B R T R
WEA B LW AR, M2D2 T 857 T — SR AR AL, 1%
BERIE LT A RS SIS e 12 B B R, LAy %
S G A R FE BB R R E I b B,
{HR X 77 e I E AR - A R IR R B A IR Ul X BA
RREN AHHEZEMEFE.

4 BT MM SR EERIRR

S ST 48 S 1 Pearl T 1986 4742 ) B9 —Fh SR AR SR 4
T I R AR R AN S IR R PO 7 5 B0 R L BB
BT 20 SER BB MBIRBRZ —. AR,
£ A% O BAR PR BLAE DL S iy R B S b P(H o) =

Ll FD X PCRD g9 om0 et Bt o 052k T

Wit H AT REYE P (H o) B A YRR . (EL2 i 4 00 n
FIIND 124 PR e B BRI T AR o S SERL S AN B R B AR 2
HIE AT EARE HRSHEHEM « #HEP (e HFK
it HRHEWERP(H, K P(e) &, Cooper #5H, B)
A TR MIBRE T » Bayes W48 AR R — 1 NP
MERR . i LA T A AR 20 DF S A0 4R o A G AT 5B A B st #) 5
Bayes [®£% . {8 1k W 45 2500 L 3K A% rTAT HEB 05

SCLLOT v R P A — % 432 140 1) SR Sfe 220 1 3¢ o 2 W 1) 5
FESRTT LAAE SR PR i F) B S0 i M R A T . BRI AR T R
TEANIGEER, &N a AR T HALETAWED
FHE N FUARRTRERWEELR. 8O TEEW
MRE N RERRHE, O REFR B, HHENEERR
I E) T e Rz ¥ Ao R, JE T SO BRIk B AR/ F H
Wik, SEMRBZRBE S M B RR QW EHE
MR AR AR . AR ERENBE RS2
FENEERRELR, BiX X 2ERBEMPHE—H 5,3
fIATFIHS RE: PIG)—F & r 85688 =, LMD
() — WFT 5 = B B 892 0 3 3% BEF (o) —— 15
Ao WA PL()—PUER N vy Bl x RT3 (H
T T LMD, (»)——MW « Bl y {35 2 158 (BT ER
Ji)sa——BR AR 1 B A bR e B B IR IRME T T4 3
NEEAR, r WG LB R, DPL (w)—— N84
W3 w Bl KA PL2O LMD, () — WB M EF v Bl x
FERA A3 c— B4 w Bl x MEITE B0, 2 X 4
SRR, HEREH SRS A 3 4.

(D x WBRIE B R BEF (2)=q * LMD(z) * PI1(z);

M BT E w BifEdHR A FEEMER LY
L)


http://www.cqvip.com

LMD, (u))=LMD, * Q % PROD()+LMD, x (1—Q,
x PROD())

LMD, x PROD(H +LMD, » (1—PROD())]
HA1:Q=1—C PROD(= I (1~ % PL ()5

(K o BB FEE Ry, Wik PHEE CH B T 815
D

PI, (x)=a* BEL(x)/LMD,, (x)

IR RS S T AR AR Ay — A R A 12
HE, M—H SR TR BRI E S
B, BRI EUR (S TR BRI AR AN T A5 B g A A TR £
Al BB .

UL R 26 B LAV sk IR R B AL B 2 B
BB LA B HE AR 7, BB R % B4 DT RE R R LA
K, BOFEETERE: D EAEE. WA WHR PR
— AN EEA E B R AR SR . AR A A R U B
e T iR P R veZ N B By W e AN R N
BEREREN R, R AR 25 A FE R G4
BLURIBN S R o B R IR S e 2 SR 5 S SUPE A T IR 3 g i
SEREN . BT L 58 8 T3 R B ) — MBS TR 7 Y TR
B BERE. RANARHRES S EFEEYAEHER
W7 RS AL, e (e R R R UL e e A ISR IR K
Me o B LA AL AR VLR B 2 . SEBR b XEE R WAt
W45 BT 4 S BOT sh S AR ST . 78R TR DLk ) 2%
T HA S| AR RBEE A REHERET LNEEA—BHUE,

BE AREERFIBAREMAREGTT R PRI
IS AE R B 1, AR BA Sk A T g iR R
HEH T AR H IR SHARBERVUIE AR LGS
BIRGIE R EINE 2. EAOME SRR T . 0 5 A 5
RGBT R —FIRE TWAT LA D HITH K
AHEC 2T LA BN I S e p B By . (R TE AR,
FRTHE T SR B TR SR HoR AR SRR
B AR A N EIL, Bl — 1 Agent {iEh A —1ER. B
RARERE TR B e A E, RIS Z A
B ANEEEE B EIMELE. BE BT IDSH:
RERERER R S BT ERRARR. A r Ak B4 58
TR AT R T S5 i 0 ) 0 L B BT A Bh Ve R R

R B ERBI A AR R R Rk s v
B BT ETHR/ BRI MR R U B A SRR, 1R B
WHBIRE A BR . A B & A RE 1 oh, Bl i3 L
RN T B RO A R, A A IR . B
ab# % B shE, ik 2 AT RE B B AR, LB
HTS#MAEMRNER TEAR, BRI RE T ER
[f] . SERRP P REAC R & A MR, B ER TEIRAA
IR B B 42 AT IR IE AR XMEMOE 2 B R LR . AR5 RS
FREF R AR K — o b BT 455 SR TR Y O 3 e At
®CEFAREE RS BERWEE SRR R EE. K
7 R Y T — SR A R R L 0 CEGPRA BT DG 22 Wik
HIT R EIRE AU AL, T A2 ERRAIE S A
RAB WL B IR BB AR T LR — RI B
FREAR 7 B F I BRSNS AR S, 2R B A R LR 6
Fo5 DU 3 B 45ty AT LA 3 4 0 SC 20 L 13 i S B AR A R
RIKF—ERR.

A H IR KRG 5 .3 T Bayes M4 KR EIN
PN REAEBEINER T, H— AR SR

D000 http://www.cqvip.com|

TR KA AR e/ AN TF b e a8 R FE TGS
{14 5 — A T A T 1 A [ A R T REE L AT M
2 H T REWREY, SEALEE P SR A R R
BERFRXRE  BEIRNARLE TAHRE EHEE, Bayes
I 248 T B N T8 BB AN 0 o HAE BB 4B R o O G ARt A AR A 2 R
MR, PO TEIE R A R B AR B E M R L SR M SRR
CERAEER) (5 S MEH R TEL BRI HEHL AR 1 A
MR EREARY A BB THRXR . B®
2 R T HAER] R E] FES B 6 R . A0SR A BT B
E #1307 Bayes [, B 52 43 B HEBE A T AT IR B K .
I 1) PR 2R B B At A T At e ] SR AT A 1) A 2 [ AR
P 1R Bayes [0 48 75 A {26 1N 4T B R e i) (] SLE FB1 5 L0, R
& Bayes M A HAWLE LM N AR BEMA Lk
HAE R B A R 4F 8, B A ATRER & B IR AT I
FHIBETIY .

2 % X W

1 #F ARBRUALEIGR S S X BERHR. HBILTREE
it,2004. 1

2 Geib C W,Goldman R . Plan Recognition in Intrusion Detection
Systems. IEEE, 2001

3 Vilain M, Getting serious about parsing plans: a grammatical a-
nalysis of plan recognition. In; Proceedings of the Eighth Nation-
al Conference on Artificial Intelligence, Cambridge, MA, MIT
Press,1990. 190~197

4 3Bl TTEIBH SRR B A ARWMAL. [ Lie ] AEX
2,2004

5 Qin Xinzhou , l.ee Wenke. Statistical Causality Analysis of IN-
FOSEC Alert Data. In; Proceedings of The 6th International
Symposium on Recent Advances in Intrusion Detection (RAID
2003), Pittsburgh, PA, Sept. 2003

6  Ye Nong. Multivariate statistical analysis of audit trails for host
based Intrusion Detection. IEEE Transactions on Computers, Oc-
tober 2001

7 Julisch K, Dacier M. Mining intrusion detection alarms for ac-
tionable knowledge. In; Proc. of ACM Conf on Knowledge Discov
and Data Mining, 2002, 366~375

8 Julisch K. Mining alarm clusters to improve alarm handling effi-
ciency. In: Proc. of the 17" Annual Computer Security Applica-
tions Conference (ACSAC). 12~21

9 Huang Yian, [Lee Wenke, Attack Analysis and Detection for Ad
Hoc Routing Protocols. In:Proc. of The 7th International Sympo-
sium on Recent Advances in Intrusion Detection (RAID 2004),
Sophia Antipolis, France, Sept. 2004

10 Qin Xinzhou, l.ee Wenke. Discovering Novel Attack Strategies
from INFOSEC Alert. In; Proceedings of The 9th European Sym-
posium on Research in Computer Security (ESORICS 2004}, So-
phia Antipolis, France, Sept. 2004

11 Kautz H. Allen ] F. Generalized plan recognition. In: Proc, of
the Fifth National Conference on Artificial Intelligence, 1992, 34
~44

12 Templeton S, Levit K. A requires/provides model for computer
attacks, In; Proc. of New Security Paradigms Workshop, Sept.
2000, 31~38

13 Ning Peng, Cui Yun, Reeves D S, Constructing Attack Scenarios
through Correlation of Intrusion Alerts. In; Proc. of the 9th
ACM Conference on Computer & Communications Security,
Washington ID. C. , November 2002, 245~ 254

(FHF 17T

o7o


http://www.cqvip.com

18

20

21

22

23

24

25

Proc. ,2001. 3409~3412

Cao J, Davis D, Wiel S V, et al. Time-varying network tomo-

graphy: Router link data. ] Amer Statist Assoc. ,2000,95:1063~
1075

Coates M J, Nowak R D. Sequential Monte Carlo Inference of In-
ternal Delays in Nonstationary Data Networks. IEEE Transac-
tions on Signal Processing, 2002,50(2): 366~376
Multicast-based inference of network-internal characteristics
(MINC). http: //gaia. cs. umass. edu/minc

Caceres R, Duffield N, Horowitz J, et al. Multicast-based infer-
ence of network-internal loss characteristics. IEEE Trans Inform
Theory, 1999,45.2462~2480

Coates M , Nowak R. Network loss inference using unicast end-
to-end measurement. In : ITC Seminar on IP Traffic, Measure-
ment and Modelling, Monterey, CA,2000, 28:1~9

Coates M , Nowak R. Network tomography for internal delay es-
timation. In: Proc . IEEE Int Conf. Acoust. Speech and Signal
Proc. , 2001. 3409~ 3412

Duffield N G, Presti F L,Paxson V,et al. Inferring link loss using
striped unicast probes. In: Proc . IEEE INFOCOM 2001, An-
chorage, Alaska,2001,(2) :915~923

Presti F L, Duffield N G, Horowitz ], et al. Multicast-based in-
ference of network-internal delay distributions. Univ. Ambherst,
MA . [ Tech Rep]. Massachusetts,1999. 99~55

Bestavros A, Harfoush K, Byers J. Robust identification of shared
losses using end-to-end unicast probes. In :Proc . IEEE Int Conf.
Network Protocols, Osaka, Japan, 2000. 22~33

Lai K, Baker M. Measuring link bandwidths using a deterministic
model of packet delay. In: Proc. ACM SIGCOMM 2000, Stock-
holm, Sweden, Aug. 2000

Ratnasamy S, McCanne S. Inference of multicast routing trees
and bottleneck bandwidths using end-to-end measurements. In:
Proc. IEEE INFOCOM 1999, New York,1999(1):353~360
Duffield N G, Horowitz H, Presti F L,et al. Multicast topology
inference from end-to-end measurements. In: ITC Seminar on IP
Traffic, Measurement and Modelling, Monterey, CA, 2000,27:1
~10

Duffield N G, Horowitz J, Lo Presti F, et al. Multicast topology
inference from measured end-to-end loss. IEEE Trans Inform
Theory,2002,48:26~45

Bestavros A, Byers ], Harfoush H. Inference and labeling of met-
ric-induced network topologies: [ Tech Rep]. Computer Boston,
MA, BUCS-2001-010. Science Department, Boston Univ. June
2001

Castro R, Coates M J,Gadhiok M, et al. Maximum likelihood net-

work topology identification from edge-based unicast measure-

ments: [ Tech Rep]. Houston, TX,Dept. Electrical and Computer
Engineering, Rice Univ, TREE0107, QOct. 2001

Castro R,Coates M, Nowak R. Maximum likelihood identification

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

D000 http://www.cqvip.com|

of network topology from end-to-end measurement:[ Tech Rep.
Rice Univ, TREE0109. Houston, TX,Feb. 2002

Tebaldi C , West M. Bayesian inference on network traffic using
link count data (with discussion). J . Amer. Statist. Assoc. , 1998,
93(442); 557~576

Cao J, Davis D, Wiel S V, et al. Time-varying network tomo-
graphy: Router link data. J. Amer. Statist. Assoc. , 2000, 95
1063~1075

Vanderbei R J, Tannone J. An EM approach to OD matrix estima-
tion: [ Tech Rep]. Princeton, NJ. Princeton University . SOR 94-
04, 1994

Feldmann A, Greenberg A, Lund C, et al. Deriving traffic de-
mands for operational IP networks: Methodology and experience.
In: Proc. ACM SIGCOMM 2000, Stockholm, Sweden, Aug.
2000. 257~270

Deming W E, Stephan F F. On a least squares adjustment of a
sampled frequency table when the expected marginal totals are
known. Ann. Math. Statist. ,1940,11; 427~444

Csiszdar L. Divergence geometry of probability distributions and
minimization problems. Ann. Prob. ,1975,3(1): 146~158
Presti F L,Duffield N G, Horowitz J, et al. Multicast-based infer-
ence of network-internal delay distributions: [ Tech Rep]. Am-
herst, MA, Univ. Massachusetts,1999. 99~55

Ratnasamy S, McCanne S. Inference of multicast routing trees
and bottleneck bandwidths using end-to-end measurements. In:
Proc. IEEE INFOCOM 1999, New York,1999, 1: 353~360
Shih M F, Hero A O, Unicast inference of network link delay dis-
tributions from edge measurements. In: Proc. IEEE Int Conl.
Acoust. Speech and Signal Processing. Salt Lake City, UT, May.
2001. 3421~3424

Ziotopolous A G, Hero A O, Wasserman K. Estimation of net-
work link loss rates via chaining in multicast trees. In: Proc. IEEE
Int Conf Acoust. Speech and Signal Proc. Salt Lake City, UT,
May 2001. 2517~2520

Coates M, Nowak R. Networks for networks: Internet analysis u-
sing Bayesian graphical models. In: Proc. 2000 IEEE Neural Net-
work for Signal Processing Workshop, vol. 2. Sydney, Austral-
ia, Dec. 2000. 755~764

Duffield N, Presti F L. Multicast inference of packet delay vari-
ance at interior network links. In: Proc. IEEE INFOCOM 2000.
vol 3. Tel Aviv, Israel, Mar. 2000. 1351~1360

Tsang Y, Coates M, Nowak R. Passive network tomography u-
sing EM algorithms. In. Proc. 2001 IEEE Int Conf. Acoust,
Speech, and Signal Processing, vol. 3, May 2001. 1469~1472
Recommendations on queue management and congestion avoidance
in the Internet. IETF Internet Request for Comments: RFC
2309, Apr. 1998

Paxson V. End-to-end Internet packet dynamics. IEEE/ACM
Trans Networking,1999, 7.:277~292

(L#EF 7 )

14

15

17

Ning Peng, Xu Dingbang . Learning Attack Strategies from Intru-
sion Alerts. In: Proceedings of the 10th ACM Conference on
Computer and Communications Security (CCS ’03), Washington
D. C. , October 2003, 200~209

Ning Peng, Xu Dingbang, Healey C G et al. Building Attack Sce-
narios through Integration of Complementary Alert Correlation
Methods. In : Proceedings of the 11th Annual Network and Dis-
tributed System Security Symposium (NDSS ’04), February,
2004.97~111

Ning Peng, Xu Dingbang. Hypothesizing and Reasoning about At-
tacks Missed by Intrusion Detection Systems. ACM Transactions
on Information and System Security (TISSEC),2004,7(4):591~
627

Morin B,Me L. M2D2; A formal data model for IDS alert correla-
tion. In: Proceedings of the 5% International Symposium on Re-
cent Advances in Intrusion Detection (RAID 2002),2002. 115~
137

18

19

20

21

22

Michel C, Me L. Adele: an Attack Description Language for
knowledge-based Intrusion Detection. In:Proc Of the 16™ Inter-
national Conference on Information Security,2001

Qin Xinzhou, L.ee Wenke. Attack Plan Recognition and Prediction
Using Causal Networks. In: Proceedings of The 20th Annual
Computer Security Applications Conference ( ACSAC 2004),
Tucson, Arizona, December 2004

Zhai Yan, Ning Peng, Iyer P, et al. Reasoning about Complementa-
ry Intrusion Evidence. In: Proceedings of 20th Annual Computer
Security Applications Conference, December 2004

Cabrera ] BD, Gosar J, Lee Wenke ,et al. On the Statistical Dis-
tribution of Processing Times in Network Intrusion Detection.
In: Proceedings of The 43rd IEEE Conference on Decision and
Control (CDC 2004), Bahamas, Dec. 2004

Valdes A, Skinner K. Probabilistic alert correlation. In:Proceed-
ings of the 4 International Symposium on Recent Advances in In-

trusion Detection. 54~68


http://www.cqvip.com

