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Research on Anomaly Detection of System Call Sequences of Process Based on Rough Set Reduction
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Abstract An anomaly detection technique of system call sequence based on rough set reduction is presented in this pa-
per. Its fundamental idea is that rough set reduction is utilized to predict the kth position of process system call trail, i.
e. , the kth position is viewed as the decision attribute and the previous(k—1) positions are viewed as conditional attrib-
utes. The method of rough set reduction gives a set of minimal rules of predicting the kth system call position, thus it
can apply to anomaly detection. The experiments based on synthetical sendmail system call sequences from UNM show
that the proposed anomaly detection algorithm in the paper is superior to tide and comparable to the data mining algo-
rithm of Wenke Lee, et al. in detection precision, moreover, achieves a lower negative positive rate when selecting a

slightly large threshold.
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