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Construct Hash Function Based on RBF Neural Network and Chaotic Map
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Abstract How to design an efficient and security keyed hash function is always the point in modern cryptography re-
searches. In this paper, A better chaotic sequence is generated by the RBF neural network through training the known
chaotic sequence generated by a piecewise non-linear, then the sequence is used to construct keyed Hash function. One
advantage of the algorithm is that the hidden-mapping model of neural network makes it difficult to get the direct map-
ping function of the ordinary chaos encryption algorithm. Simulation results show that the keyed Hash function based
on the neural network has good one-way, weak collision, better security property and it can be realized easily.
Keywords RBF neural network, Chaotic map, Hash function
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