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A New Fast Worm Source Tracing Algorithm of Multi-Constraints
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Abstract The frequent explosion of massive worm propagation becomes a huge threaten to Internet security and caused
countless losses, but endless novel worm species come one after another. Currently, worm monitoring and response are
hysteretic and mainly operated artificially. As an improvement, this paper introduces a new fast tracing algorithm for
worm infected hosts inside the object network. It uses source IP activity measure, dispersion measure and request re-
sponse measure as a joint constraint to locate the hosts which have been infected by known and unknown worms. The
three advantage of this algorithm is low cost, fast and the ability to detect unknown worm activities without any prior
knowledge about the worm. To enhance the algorithm efficiency, a fast attack tree construction algorithm based on 2-
page hash structure is proposed in this paper, and the further experiment results prove it can effectively improve the
process efficiency.
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