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Abstract Traditional intrusion detection systems(IDSs) only provide large amount of independent, low-level attack a-
lerts, though there may be logical connections between them. As a result, it is difficult for users or response systems
to understand the alerts and take appropriate actions for these attacks., So it needs to deduce high-level attack scenarios
and analysis the attack’s objective from low-level attack alerts. This paper uses Bayesian rule to filter the alarm set,
produces the believable alarm set and shows the most plausible ones among these possible scenarios based on this set,
which decrease the effect of false negative alarm and improve this correlation algorithm’ s robustness and expansibility.
This algorithm can also be used to analysis the online alarm set, which avoid the shortcomings of the existed algo-
rithms, We evaluate this model with DARPA evaluation database, which shows good performance in attack scenario
construction and alarm reduction,
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tificate, R_Certificates, “join message”)

EHMAT SHAREY SRR B EL R, Mk
ERAREHEMA. &= FHRIERMANBEES €
FRIFTFRANA N SR BT FE IR HATUR B 5 AR I 45 A6 3%
SEEEE. DREEFEMANY SE—BHEERRARIT
LB R Y KT B R PRk, IR A B s H AR
MMM AEE-TFE.

D ¥EBF Y-V EEFEEEERET REE
FHE, FRTWEIRMBRZET ARHEEER.

3 NMRASH

AR AT AT Al F g st Xt B 5 B H MY & M 51
Fl ke A R ge o 7.3 ) a7 o

3.1 R2¥MH

Ri A CBTES 8, — T A i 2 i B el W sk s B &
B $E T_Certificate, R-Certificates F1 1 Q4 G # b ik,
fFREEW R ESEaREE PR ANEEME. I
Sep (1A S R SR R B, WG R IR B X &R,
BEH B R AR F R AR

3.2 HERZN®E

- 4 B thi ik < A 7 B R Al Rakesh A Xt fRpna e,
FNEHEPHERTFELMERENAH., XBERZER
AL AARTRAERE N, ATiliEH B _REhE.

« BRI T . Tods RSN AR BB i 1 SR R Bg el R At
BhERECHE N SNEERS, XEXN A%
BHATE A B H , AT SEE R M B S, WE T A8
BEEAAHEE L, EE B R — RS ENRR.
TEAFRP, EEHANEEESERE, BEY SERNE

HORF BEUFE , MR SR R % 4

- BRI TS B AR B BRI R4 B
AR TRERRE TRRESFREANERREREN
AMFEREST A BRERE, EATRP, AR AH
FHEHRRMFBHATHRA - TRENGEEE. BIA
REA R EE T S EE A 7 8, W% T LU 36 7R A
LRI A

g ASURE T — M S H AR R RAEETER
FR WEFHEOFEIFE TR, BRTRULUBRESIA
AR PRFRFZ LR, KEXTR. B3 A HMRE
i —A1 BT LU B AR EEIE B3 A -
A S BEATIRAE VR . AT GE78 A1 G 297 LUEd — R &
M FTRMAE UMM RS Z A A E RN S HTE
&, Fo, B FREN AT EREMF B A AN
AHEWHENEEENSEREE, KKBD THEEFELE
PR BT Ae .
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