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Research of Role-Based Security in . NET Framework

TIAN Yuan
(Jingmen Vocational Technical College,Jingmen 448000)

Abstract The commercial application often provides services for accessing data or resource according to the voucher
provided by the user. The application often checks the role of user,and provides the access for resource. In . NET frame-
work, this paper studies the technology about supporting authorization based on role security according to Windows i-

dentity or self-definition identity.
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"4 4 Windowsldentity X% f—4~3C )

Dim Winldent as Windowsldentity = Windowsldentity.
GetCurrent()

'8] 8 — 4~ WindowsPrincipal X £ 3¢ #, 38 & f1 Win-

dowsldentity 4§ E 7 —ii2
Dim WinPrinc as New WindowsPrincipal(WindIdent)
'$Ji15) Windowsldentity Xf$¢ fll WindowsPrincipal # /& #
Dim PrincName As String= WinPrinc. Identity. Name
Dim IdentName As String=Winldent. Name
T Dim IdentType As String = Winldent. Authentication-
ype
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A AppDomain, CurrentDomain, SetPrincipalPolicy ( Princi-
palPolicy. Windowsprincipal)
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Dim WinPrinc As WindowsPrincipal = Ctype ( Thread.
CurrentPrincipal , Windowsprincipal)

EE— L1388 & B WindowsPrincipal 4552 Bk B
EERRUITH, RN T XEEM, L4510 SecurityPer-
mission {fR. AWM TESE EAENRIIKE L.

Thread. CurrentPrincipal= WinPrinc

A5 Windows BB, 7] L4 {# A GenericPrincipal,
B ARRFERMNA RBP4 MEN, BN AR
FHOHBNBEERRAFP ZNER, HYUR—-1THPE
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DA RIRIEA A F 7 A — 4~ Genericldentity X§ %2 .

Dim Genldent As New Genericldentity(“Userl”)

2)81& GenericPrincipal %% , 485 Genericldentity %f &
3 L, 31 GenericPrincipal A

Dim UserRoles as String ( ) = {“Rolel”, “Role2”,
“Role3”}

Dim GenPrinc As New Genricprincipal (Genldent, User-
Roles)

3)4B5E8 GenericPrincipal B8, R T E SecurityPer-
mission;
Thread. CurrentPrincipal=GenPrinc
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Dim id As String="“Tom”
Dim role As String=“Teller”

Dim principalPerm As New PrincipalPermission(id, role)
KT ABEERF KM A PrincipalPermission, B2 T
JH Principal Permission Attribute X} % .

Public Shared Function
{ PrincipalPermissiobAttribute ( SecurityAction. Deman-

’

Name: =“Userl”, Role: =“Rolel”)) Act2()
As Integer
"body of the function
End Function
( assembly: PrincipalPermissionAttribute ( SecurityAc-
tion. Demand,
Role; =' Administrator’) )
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Dim PrincPerm As New PrincipalPermission (“ Userl”,
“Rolel”)
PrincPerm. Demand()
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Dim PrincState As PermissionState= Unrestricted
Dim PrincPerm As New PrincipalPermission(PrincState)
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Dim PrincAuthenticated As Boolean=True
Dim PrincPerm As New PrincipalPermission (“Userl”,
“Rolel”, PrincAuthenticated)
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Dim PrincPerml As New PrincipalPermission(“Userl”,
“Rolel”)

Dim PrincPerm2 As New PrincipalPermission(“User2”,
“Role2”)

PrincPerml. Union(PrincPerm2). Demand()
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I{(WinPrinc. Identity. Name=“User1”)or _
WinPrinc. Identity. Name. Equals(“DOMAIN1\ Use-
rl1”) Then
End If

» £ IslnRole F ¥ B —M AR

If(WinPrinc. IsInRole(“Rolel”) ) Then
End If

» $E 4 & WindowsPrincipal. Identity. IsAuthenticated &9
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If(Winprinc. Identity. IsAuthenticated) Then
End If
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