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Abstract The frequent explosion of massive worm propagation becomes a huge threaten to Internet security and caused
countless losses. The traditional signature based IDS fails to detect new worm due the absence of the ability to detect
characteristic of unknown worms. Currently, worm monitoring mainly depends on artificial analysis on the captured
worm traffic after the early-bird system detected anomaly worm traffic and put the signature into the high speed detec-
tion system. This paper proposed an automatic worm signature extraction algorithm based on Attribution-Oriented In-
duction method. It can detect worm signature using a Hash method in the early stage of worm propagation and then

track the worm spread trend through signature correlation in the control center of system. The subsequent experiment

result shows that the algorithm is feasible and effective.
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