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Abstract Wireless network has two important members,i. e, Sensor Network & Ad hoc Network. Wireless network
- also uses multilayer protocol like TCP/IP to implement communications, which is similar with traditional wire network.
From this point of view, wireless networks not only inherit most of disadvantages of wire network, but also introduce

some new security flaws because use radio as media to communicate. This paper surveys the security problems of wire-

less network and their resolvent from the view of information security theory.
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XESHELAMEARML, B KIESETRERIMNRI
R EOHEEE. XFEERY SRR AR EEF
ETREANSGRE. ERANNL, Bl BREARLLAMER
BEE RS, — B RIRT EE ML 2BEETE
BAZH, i E i E M Tactical Internet (TI, 1997) #i& H ¥
ZE 1§ Extending Littoral Battle-Space Advanced Concept Tech-
nology Demonstration(ELB ACTD,1999)%:, Hfi# IEEES02.
11 # Bluetooth =@M ik, ERAMER A EFIH
AHETEXBE S, Wireless World Research Forum(www.
ist-wsi. org) AT HAZERE R, BT XX B FBEALENME
AP ERRHEEK 20%6~50%.

XA M AR YET EEH Sensor Network M Ad hoc
Network Ffh, EIMILFEESE . MEFRE LR ALE,
BV RERBITROTERARAIE. BRAXLHAME
AR AT TCP/IP #1428 7 Bl B AF L M4 b
#9722 41518, 4 DoS. IP Spoofing %, ZE XL P4 h JLF- X —
Blshsb g kA TR, XEAEAXLESERG XREBL
ST 2VERE . R BT S TS, KALMEEM
BESS .

AXHAGHWNT 2 VREXKRENERAN T R
G 3 LA RAMENF TR HELEBR:F4TXHE
KA P LLRERITHE TR ANBR TR BRA

gex.
2 Sensor Network 5 Ad Hoc Network

TLR 4 MR PR EBEEA A, B REHIN B
R, Ea XX PR AR K287, 48 B T Sensor
Network 1 Ad hoc Network H 226188,

2.1 MERIMENR

Sensor Network 32 T X 3 — X 3 B9 R N7 W5, I iR
ISR S Y% . 1 Sensor Network 1, & —
AN A A B R C A, AT LURR AR . — B,
T AP A 5 TR RIUR . ZE VT BEIF L T » Sensor Net-
work B H—BLSH A ERETRBEMER, XEG—NT
EHHEN BRREREN. HEHEXRZARFMELHE
sh . EELF RIS B A MR Sensor Network, 78
XHERT . BREGITEARWTAE GPS —KWEMEE,
ENEHRB IR EARTA,

AFF Sensor Network ¥ 55 #b 38 {7 B A8 X1 B 2, Ad
hoc Network R 3B sk £ A £ L8, HIlL Ad
hoc Network #1.8#% 5 Mobile Ad hoc Network(MANET),

A 1 #3827 —1~ Ad hoc Network ¥ Fh 52 By T 42
8. A,B,C,D,E REMRX MM 5 4~ A, BRI
HHEANELAFSEENE, TREEXLRZAEZRANT
HZEEEEEE. EE@P,. WA DM A BERER;
EWH . BHFDEFHBT AGSEEEEZ  Hit AfMD

» ) ER B KRB S (No. 60373069 MIVLHH H MBI E (No, BK20020O W BN H, T8 M+ .M. FEWRIANFEEELE
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BEEAEFEEER C M B 44k, Ad hoc Network B3R $h&s
Vi REET S AE s A BT AL .

(a)
B 1 Ad hoc Network $h¥MEHIEZELT

Ad hoc Network ZEEH ol T35 k- KEEEE,
WATLUH TR, KR EZHMNEG. NXEEBEN
Extending Littoral Battle-Space Advanced Concept Technolo-
gy Demonstration(ELB ACTD, 1999) , 8iJ&—~LAAZBA . K HL
BEFIBE AR 05 01 S5 M9 Ad hoc W%, HES SMEAE
20 N EERM, XAMERER L R ER AT fh 3 LR E S
W, ATIEBEEREENAR. XTREHEIER
KEARLUEPREIAR O ERRERSG. ATV
AREHUEI TR T ENEE, AMUEREE. A RETE
S ME—BgE% KRR Y TEETHES PR,
# Ad hoc SBIE =, B RIRA EPEH W S EMET
SEABY—ERHIN AT SZBHR, BN ENEE
WiEfT.

Sensor Network .7 35 {pl44: i , 1T L 5. 76 48 i ¥ HI B A
ARThEHl. AAEPEHPMERNSRABNTRIERE
B, ERERNT Sensor Network, X HEBZER T 4045 ZEBA B fif
BB A S MBI ST, X L R AT IR E
BERAEIF G BRENERHEER, XEREERE
ZE Rt a] | MR AR,

2.2 MIERA%E

EARMEP EFEAEETTB ARSI, AL Sensor
Network 1 Ad hoc Network 7 — it A XM EE. Sen-
sor Network F1 Ad hoc Network ¥7 & — gt fili FH et fit ey , 32
MR FRABHEAEERENER, LLRESARAEERR
T AT HEMZHE ¥ S B RE T HEE, Mg 81
PWEERS VSR ERALG BRI,

WEMEFHEN YN ERL AR ATIIE, XN ETLRMN
L8P FR A Flat Wireless Network, WLE 2, MEMk G AH R
S S BA B TIRE . XHEATCLR M 45 M BFR A Hierarchical
Wireless Network®), 7 Hierarchical Wireless Network &1,
W AR5 BE T A Cluster, 84 Cluster 5 — B 175
£ Cluster B8, Wl R AT LUAS B W B R AT IEE
{5 ; AR Cluster [\ £l E, R ELABH Y SHEK,
RE 3, 8MEFE KR —A Cluster, BAY SRS A,

SN

B 2 Flat Wireless Network
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& 3 Hierarchical Wireless Network

Sensor Network 1 Ad hoc Network #1584 B iV B 3
B HEA, BARSF Al e 100 AL L, T BT PR GE AR M
MR,

FEERIEAN AR TR, X ki P T LA i 5
3 4 3507, B Unicast, Multicast, Broadcast 1 Geocast, Uni-
cast REFE AR W ANERGESHE XN, Bl S 2%
— B Y B EAME—, W& Multicast 75 3, ; Broadcast &
Multicast B—FEERIE S, IEER XV AW ERFSEEX
B, BT B SRR R Geocast RIER KT A R
HEMBA BN RERFES.

Wt th R B L =, P AT BL 424 Proactive,
Reactive Fl Mixed3 flt, Proactive J5 22 F4& 09 #& B 37 £,
E PR RRetE, A E AN G EERAFESHED
BBt #. Reactive F R REMEFHBHIT T AR EHRRG
B, A IRIEEEA R I B B R, Proactive L SR
B, B RS R — B AR LB (s A TR R
4. Reactive BARAE T IRIX Eofph & , B ERTEH H Pro-
active 2, Mixed H X BT ML 1B 4 K {8 H Proactive I
Reactive i, FF LA Mixed T R H LR —FITE IR,

Sensor Network #l Ad hoc Network ## [F] 57 F: (1)
P E R P BT M 5 Bt (Scalability) , LA{E R
ST ABERBHMMER O HERTER TE. (DK
HEHERBIFHN S HENYE. 7 Sensor Network §1, 81
AN N o R R R RO RN 5 SR R A o P 4% AR 5 6 1
BBt H &4, B LLBP{E Sensor Network By R4 5 R # 30,
BEUAFERERNMEMEMNBENBHE.

AHER B HbHE Sensor Network B B2 S A B3H Ad
hoc Network, 7F Sensor Network &, i i LG BRES
BTFEMETRE,, EAY S — BB HEE, g2 K
4. BTLIFE Sensor Network 1, BB BER W KB HA —Z
FE.UREREHNEEE HKERBEK TR WEME
v fE LB 0 P 45 SR A K M IR S7BF 8] . ZE Ad hoc Network
LA S T LS — 28, B R — AR ik
AT FEH 1, BT LA AR F Sensor Network, Ad hoc Network
Bt AR EEmIE R E R,

3 R2BHKF

TRAMBEARPHLELBREESR 51 I Fitk(Availa-
bility) . {4 % # (Confidentiality) . 58 # #4 (Integrity) . & i #
( Authentication) F13; A £ (non-repudiation)®, X 5 ¥
HAAEFH L SHELXNNELBHR—BL.BRNBHEFRR
&l . :

3.1 WHH

A P R EAARIE LR P 46 7 41 T 15 5 T #BRE W] $232 47,
HEERAP RS .
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PFILAFE : OFLME D LITETTHAEN W —ERE
Fg, N DoSE XA B FRSAR. OHHFTLUAT
EHTRESHFIREEITEME T A, @TF Sensor
Network #1 Ad hoc Network 1, o] FH#EBFSE iR A — T 4F A
7 FERBEKT SAEMED.

3.2 REH

PR R PR (5 B AN M 3 45 {47 R 2 AR A 354K (Un-
authorized Entity),

BATFLRIGES 0B 5k, B0 o DL B2 o 26 B iy
(Eavesdrop) #KBUE 8., X L H & M & B LR 570 . FRBUE
BERS. EXLENBPANBERPEGFHABTWNIEE, W
HEFPBEEROOISEET . XN NE TR
ST, BRI AR PR h T s M E B, BOF OT LUB I AT e
T, /MU SR R KRR .

3.3 g

EEHRERPEEAEFHIEHRNIRDPARABIELE
.

EAKRNEPERFEN TR, —RERG MK HE
ARBRA FTREZEHE . WITE LR M b, #07 oT LUE R R 3 &
ST, HEAXLRES P E (njection) BH {5 E. Ik,
TG STEME G LB P &S F W (Propagation Impairment),
HWREHIR S BT B,

5EFEHNEREM, TRNEARANERPEREANEN
SERH, W BRI RGN,

3.4 WiFt%

BIFHEREY S IEAMRERRM S,

R A, 0T LUBIBR R4St B EH 5 1, AT
B RHITHREEMEZH . ERELRRNED, BiEE—E
ARFELHFREIHA. {HiX I L Sensor Network Hl
Ad hoc Network AR K047, JHAE Sensor Network §1, %
FELNKZH RSB BFET AT i, W B R 45 69 7T
AtE. RE—BEMEREMNE LB ERNEHB LR, BAE
Sensor Network i+ B{R BB FEKD,

Hai & Kk Carleton University # Entrust Lab, i@ i fi#f
F Signal Analyser 4387737 B L2k (5 B 095 8L (Signal Finger-
print) LB ILL M4 I A BRIEMEBUS T8 KRS,
HAEBLIEM ARAXEEHEERENESHAEACH
EEHE, B X R LTARIEEAE YRR FERE
T L% 45 o LR Bl .

RUEHEN S —IRAERER T SRIERTRA HREN
FR. XEBEABEIEMEPRENT SMEETH, EEMEN
FRE XURE 1

3.5 HE\iAE

MEANEREMBENBHEET L ABBACELS
LTI RRRAE.

HE A FEERENERETE I, ARMBIES
E—HREA BT IAT . EHAL 26BN, EFIA
HAEEET A EX G F AR E BB A, {8 Sensor Net-
work fl Ad hoc Network #2454 X B, LB B AR M
BETHEXGREERE, URNMEFEAHERE.

4 RLEEA

FrRZLRE. REZEPEE —NELBHHEBE. X
FREBRHITIERE 3.
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TE Sensor Network 1 Ad hoc Network 1, {iFEH —NE
2 BIRR2EB LT R, B %2 BiriE 2o B
THERRAKRTT. ASCHRIEL LB KM% F K, B
BT RAMBBIRFE, RSP EHARXREAMBARPHES
155

4.1 WM

B sh B &5 (Passive Attack) B @I XX EFS K
(Eavesdrop) , SkBRE 7 (& E R Bh E? . BATTKAIEE AT
SAEEBERRMCEERE”.

LRkt FEFEREME . (CHERFARN
A LA K A 3% B)3% (End to End) 890055 75 ¥ s & R ad £ T Xt
Beeb 5 B e , )2 3% A A B A (Node to Node) 8905 5.

=1

H4 wBERIE

5 SBsnE

¥R 3% (End to End) IS SRR % H{UNEEE A
AEHBEEATD . BRWFEWEAEHART LB, LA
4, AR TR MEEYE. A3 S (Node to Node) I F
BRARFEAMBEAGEE. REEAKaPE IR
WAHRERERNNEEFANERAEL, RESEa D
HE—-ITNE. BRPHE- I TARRBE, SEMERG
FEEHRABEPHT WA, REHEUSFTERR M
FERBEERE. DULkE, HIELIR BRI BT L H
XAk, RE 5, ARIBBE RS RRMEEHAR.

i1 T b A B MFR %), 7F Sensor Network & — i A BE(H
Rt E R EAMAEXFRES ik, B#7E Ad hoc Network
X R4, hE R RS B A B R,

HBANEESNMTARERTN MEEZE ENT
LRGN AEEELRBEMMEER, NEEHLF,FFPHE
ERERHTRAEEMEL T E K THRIERS BB AR
HEEN, TS B S NEARAT KRBT HETFRAK
{H45 . (BFLIHAEmn, Z£ZE A Ad hoc Network $1Bg 1 {R %
WEZH. ANBTEGANARENEEE. IREENEF
BB BT, EEREERAEET RMAE NTTAEE
WBTRE . —8H, MRUE - ZELHRA
WA TR A MG PR FTAE T EWE BN, MRS E—8
RMEBRFIEEN A, 19964F 4 H 21 B, il EEBEHZE
REFHDERFEHERES RIER, BHEERREE,
BEF LA RRERB TSN H/R 767 5RIlE
FEIRHE K 1 A4 b IR » 24 K68 A T e i AT, S i
SRR E SRR IEHALE HBEN B, REIFILXK.
XM FRMBETEXLREE P WEHEERPHEE
.

4.2 W&

Baig et S REREUE R T A RB S BB M4 &
Repi. FEhTdE (Active Attack) B35 o 6 BB F B &K
BEOT BURBAE R BO MG AR BT,
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FEBE T USRS INB R AR BE. S
TIOR8 S B T A 4R 1 2 1 A T I 45 IR IF ( Authen-
tication) , IS BH AR S A MG PHRE TR EERMN
HHAEEA. SHHEE, AR RERHREESEN
HPBE TR,

REEMBEREABRERER, BRI REX,
HEBEERHBERRENRZ LM, B558BEE, AH
WHERABREECGELULZIBE T O MR (REREN
B 2 R R BT Y F R .

4,2.1 3L E

BRI E M i FE A Radio Injection, Wormhole Hl
Hello Attack =#f,

(D) Radio Injection, R4 ARMEHEBRITER N
EEGESHPEABBAS, UEKRGE AN TR AN
i HAR. Radio Injection 7 A M E] LI R BELEE A, 1]
EBEEAES.

TEXLR Mg, (i Fl BI04 B iV 0 15 SUGE (S BT IS #ERY
BERKAR SEERMEEMN 10, M AE FREGEENT A
B, H I B3k 509607, EHEH 7E Sensor Network 3 Ad
hoc Network FiE ATER B B {5 B, FEME R BE th L A7 A8k
20 g W 5% % {55 T AL HE R e b R o 4% . XAt EL
FRBE BRRA R TR, R T A, SRR
=Y, RRESHEBEWE S RER R 3 500,

$&Hi Radio Injection M B FEREMFENE R . HHH
FHEBHRELZFER HEEEABRNALEEFES. X
4.1 WRAIM“ WA S B S E X, X HET Radio
Injection [FHEA . BMFRKXEEAEMNHEEHMNE, &
BARHIEEE S R AR EBEE. UL ENTFERPGEETE
HHMR T, AENEEFN TR MEBGHAEREA
MAC(Message Authentication Code), MAC Rl {5 AEM
HBYER, . SiE ARG IR HE RN HXEET MACK
JE, TAEIAREE T MAC BiFER{5 S S ER T E5.
WHTZE Sensor Network il Ad hoc Network =, — 38 i fo
Hash Chain 8¢ Hash Tree 34 8 MAC {5 &€, MAC @ X
EER—FEBEY.

(2)Wormhole, I i 45 &7 il 3 7E L& P28+ B4
AR RN &R »ﬁﬁ—%ﬁﬁﬁﬁiﬁ%mﬁﬁﬁﬁﬁ )
483X B s M5 © 712 (Bl RB 8% B 3238 {5 (Communication
within one hop) Bt A a0,

& 5 Wormhole iy

& 5 B LD FA Wormbhole, ERFEM FRARGEE
BR{ENT S A BZ RIS HE#ES. BT Wormhole 77
7E,A 5 BRIAYRE AR S T4, B A, B Ja] #4938 {548 A F4K ¥
FR & T3 S5 & (Multi hop), 3 H A, B I E*T
FALTE B C RS S WM % X2 A (One hop)'?, Worm-
hole fFfE WL C 5 B Z (B il {5 % th 8 PR 4k , B R {UE B
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AME R ,CRREXH S Bilif5, 7 Wormhole AEFTERY B
18, C.B [a] i) ifl f5 7E B hop Z W R AR BB 52 1L 1Y, BT L
Wormbhole RUEH T A.BRIAEG, HEHT A I TR
5 BHHI W S ZEEHETE.

8 it Wormhole A Z/PGE R 3 AR T AMHH T,
Bl Eavesdropping, Sinkhole #1 Selective Forwarding,

Ee6 Ho6MFEEHHRL

Eavesdropping 1§ Wormhole 7£ ¥ & 15 & ) A &t 55 Bt
FRERNNE. —EIMEN T ERENXFEEG, 2R
A3 4.1 P k. Sinkhole B35 7F Wormhole B 2 5
B —mt %), Wormhole i 2 E 1R B &M T W, X EH
)5 1 B B 37 2 Bl » K #E Wormbole 58 15 69 57 o (] X B 4%
LY. A 9T Sinkhole ZF W £ # {5 8., Selective For-
warding J& 4 P #HL B B2 Wormbhole f{5 8. , INFF M P 4%
FPREEFEMAGT XX EENGLS, A R FB TN
ET B BB F , BT LA Selective Forwarding b Sinkhole #E %
.

H A P b X4, Wormhole i) F B . —Fh £ L. Hu
1 D. Evans" 2 2 (A M R 5T/ 8RR LM &, HE
LB BRIEHBE T, A WEMRAERRE, XEEHT
HMRHEAMRNERERNES BABKR T A REEARN
FHRZEWDEIEA . MRERFTRESENREN
m EERIGES . AFERIRTEHNE =N RIEL XM
B EN A LGS EEXKEA, LB 6, LRE
HRE—ARHL, W E 55 24 Wormhole #5356, X
P LM RER . O MEMNN% K, A TRIEMAI{EE=
FEA BRI @ T HERBES I T 5/ , 8 i % Al &
R RE R BIR M 4E AT Rl

B —F XL Wormhole Bt £ Y. Hu, A. Perrig
F1D. Johnson"Sl i it EIB ik, HEOBRBRELSH
EEESNFRNESESNERHE, BRT SRERFSE
FlntEIFTLRAF B WEERE , B UGS R EBER.
MRFEEAR T RN SESTRARMER, HAKEZE
S&Eid Wormhole B8 H FLLEFR . IR LM ME
B . (D7EM A e M4t #3149 Sensor Network 1 Ad hoc Network
L SR HERE —RRIERHRIBEXD, MELES
RLDEHAEIEE , BT LUE S5 B BT I FE R BT R] Ar BR—NER
NME . HUXH R ERSRERER FERENK
BAEBEAERORBIRL, REZERERT Ar, X 7E 45T
EBREUEBKANTHAN., OXRGESAAREAE P&
%, EEYHY . S REMRENT MRS RGSEEE
AL, TR/ RE U R TR BA R A S
R {55 B #i 42 Wormbole i), TR XA £,

Wormhole Wi B T EZ 2 AT EE NG DS
S84 RERSHTHERENET, _ARAAERG
B S AR RMEED, Wormhole T 7 A A9 3L,
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BXEHANEARNZ2EZR T Ead.

(3)Hello Attack., RFE{HFTiZE KR ILE & 55
B EHF LM S B CRAEKT 5% Hello 580
Wk HE,

7E Sensor Network #1 Ad hoc Network 1, 7 &0i@ it/ 4%
BEM Hello 5 S@ Mg HE. WP Hello EE MW &
HA¥RK Hello 55, MEH —EHAEE Helo 5. &
XA, PN ARSAERLE SATFHECHE
S MAEXEN. MRBOFEeED T HEBRMN g h—A
A Hello (55 , AR HEATEB AN L H KB R ML S
HEW RS #%, %38 Hello 55 MR B B EEHINY
FEEEX Hello 55, BB ATERAN M4 b & HE H—350
BiiZ Hello {5 5 ) X 8 (Flooding), A @GR EHE R
Hello Attack, MYBE G FIE LM BN HRER, MAEAR
THEETT SRR, M BEIR B P 45 A9 o B4 .

B AT ¥ G LM% {4 Hello Attack BB k. —B¥#
FTRTRGMESFER, IR LRGP EGET SER, UM
FHFET R EEN Hello MR ES, B AT/, AR
BB ERAENT S, ERNEIEREDNREHEE
Rt 2, MG b ER S EHESEEMBE AN A5
TERMBEHT H &% Hello MEL{E S, L Hello Attack 18
B R —F #m B Wormhole™ . [ i 88 A Z Xt 1 Worm-
hole {7 i — M ERBE B BT HT Hello Attack, #55 A] 2 [{] &
X Wormhole MK Z .

4.2.2 A%k

Rk S Gl s W B R A L e €
TEERRBT . SHMRAEHL, AFRE B RN,

— AT AR FBREXLNETREBEEG60.— R
R4 -G S = B M 4% 89 K 3E (Authentica-
tiom)HL§l. EF B IE-& 3 SR, MW AR
PIE, ARTEAR LR E Z . XK 5 P 2% 56 GE HLFI 9 B
i, & %7 R H Challenge-Responsel 1 #E % Authentication J5
B MAER b F Userid F1 Password 3 Wi P & 67
WA RTEMLE R FHE YA R FE, B ARA M TL
M2 AR MPLH A LA,

AR E—BEMSETRIGEES 6, BEHIERTTE
RETNE XN T EREENZEEATASRETR
Hl. ACRIERDIN— oo FEWMRAERNT L, HfaE
AR AR i A, BF M th & . LA Hello Attack &
B, PR EHEH SENE P HEEGE G 6, B4 LR Hello At-
tack T EEAIEK 5 HRI, BB RERS| HFEH
B Sl e kEE . 7E Hello Attack 37 8% 5] T A 698
ERBRG, LiEH %4 4 & Eavesdropping, Sinkhole £ Se-
lective Forwarding 2B (B WA 4. 2.1 %), HLA Eaves-
dropping R, B HF VWS ENEFTREEEH 2K
R AR SNE,EERBRNE, 5 SRR E R
.

Baruch Awerbuch Z£U 38 i — f ik, BESE & BL R £ b
FHRERY . Tieg A3 Sinkhole 1 Selective For-
warding B i , (B R ATBA R S ALK A Eavesdropping, B
B0 B A A R Xk .

F it Sybil Attack #il Acknowledgement Attack iX B4
B REETE AT R E RN k.

(DSybil Attack, B —MABRT R, BBTEM S HHIH
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B SRR AR e ki,

7E Sensor Network F1 Ad hoc Network #1, i F—4%5 &
HEAR, Rtk T8 itk — A4~ SRR mE R4
FHURGE R, — AR 44 2 ARG SRS, B K R
B S b AR EA R R By Airb . i1t Sybil Attack, —
MARTEBRBEL — AR BN R ANERR, X
IR T RGN

AB

®)

& 8 Sybil Attack FHMLEIRTMEH

Sybil Attack iF B8 38 & 4 09 & B th 1% 8 (Multipath
Routing)'J 1 I #% $f $h 45 ) 69 % 2 ¥ (Topology Mainte-
nance)®? , 7E XL , % 18 P B h AR E U RIE S
ERNTTREEEFME, BT EAREFARNSEEE S
155, B8 7 #R T R AB HAYE {F 7R AE BT AR ST B el 3
BB THEMTEER 0.7, 84 R P &1 7 B @
ERMTRERSEBER 1—(1—0.7)2=0.91, 7EE 7 H, %
.5 C.D BR— P AR LT Sybil Attack 7EFLE 1 RH
O RFE S84 A.BHEMERFER EE ST ERN, X
BRI RE L AZ B ERTIRR.

HECHRIELL M EMBESRR EE TSN BERE
BRIFBEAMERINEH, MARY LB RE Sybil Attack
BEASUbBIR X — K. A8HART —ITARYWSET
Sybil Attack 7£®%% FERBBHNG LGB AB XX —RREHY
B, B8R TMEERREFAMNAREHEH, E 8
(bW EBRAG IR NS .

Chris Karlof 18 i@ i BR #8117 B8 54
BOE4E Sybil Attack WM ZRIEK. BRA XAFE TR
A @k Sybil Attack BRI .

(2)Acknowledgement Attack, 24§, ABW HEM%H
BEX—BEL“Fr &kl ANm .

XEFET-HEME TS, MGG AT Y
BhAAECSHKE FR - BB ENERALECLBE.
X ABRNTEERS T—ENEEHES RESHEET
& Eavesdropping, Sinkhole Fl Selective Forwarding %F B
i

EA R % R A LTI Acknowledgement Attack
B8, XL Acknowledgement Attack @] AR A il F Xt 41
W e 8, BR3R B Bk, REBRHIE T WSAELEN
BHBR ARG

BRI ENELRYHNEARRESHEER L, LABR
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B To Lk M 4% Sensor Network F1 Ad hoc Network i, R4
#Hitie TEPHEZ2EE. ZXMITEARNERBRE.—
EEEMEPHH ABENEN. BEEMAEPEHESE: =
B %P S RAE AR AT, Bk AE BRY
EEWEETEEN . WML BRKEARFEEHWERZEER
. MEREEWEIFN&KME, HEPEEH —LHFNE
2,

— B 5L MG T L2MHENLLEE, I Reply attack
1 1P spoofing 25, 0P R MITie . A NBHIEETLETLL
BEHXHIHER. H b, R Imrich Chlamtac %M g% 43,
A SCETTE B % £ B (PR T Transport & Network Layer
B . ETHNABRMEERNRZLEE, FAERSCHFRTER
ZW. :

— R, ARNEEN AR RANE2RE, TR
BHRNAE—HA . WRENASRESE. F5 EXLNE
o, E G FETE N R R R AN S MBI HLE (Incentive) , LA 58
RREPHBL T EAERAENERABBE MAREEEC
EXRESHNE. FREELTESEHELYHTIRY
FLORAKIIRZ ST B £ 0 5052 (0] X P 4% o B TR 15 3
TR TSRS, Lﬁﬁ%ﬁ%lﬂg»ﬂ%*ﬁﬁﬂﬁmﬂ
FH L BB TR . A SOB AR A w2 B A O AR .

TR 4 [ £ A £ L3 Ubiquitous Computing #5 B i) 2
B, EARAEEWRTERER, LA NBELEARERH
TSR .

g &t s $ X Carleton University it I L% 5 69
Evangelos Kranakis # Michel Barbeau #3% , i£. 2 £ iX #1248
BHFT,L£E8204 Entrust Lab 488, A ET L4
AR KFELFMYFRE, HORK S BE4 3 F4EH Ad
Hoc AR ERLNGAR TR ARLE, Rl E XA RH
£ P (NRO# C. Yong # K, EMENKALRBIEZAR
FEHRBLEETEER, AMERARAFEREH ] Hall ¥
+, A SR A AR — R R AT AR,

XXM

1 Chlamtac I,Conti M, Liu J J N. Mobile ad hoc networking: imper-
atives and challenges, Ad Hoc Networks,2003,1:13~64

2 Karlof C,Wagner D. Sensor Network Protocols and Applications.
In: Proceedings of the First IEEE International Workshop on,11
May 2003. 113~127

3 Beraldi R,Baldoni R. Unicast routing techniques for mobile ad hoc
networks. In; Ilyas M, ed. Handbook of Ad Hoc Networks. CRC

£ 000 http://www.cqvip.com|

Press, New York, 2003

4 Belding-Royer E. Routing approaches in mobile adhoc networks.
In, Basagni S, Conti M, Giordanos, et al. eds. Ad Hoc Networking.
New York: IEEE Press Wiley, 2003

5 Belding-Royer E M, Toh C K. A review of current routing proto-
cols for ad-hoc mobile wireless networks. IEEE Personal Commu-
nications Magazine, 1999, 46~55

6 Zhou Lidong, Haas Z J. Securing ad hoc networks. Network,
IEEE,1999,13(6):24~30

7  Karpijoki V. Security in Ad Hoc Networks. In; HUT TML. 2000
Seminar Security, 2000. 1~16

8 Hall J,Barbeau M, Kranakis E. Enhancing Intrusion Detection in
Wireless Networks Using Radio Frequency Fingerprinting. Com-
munications, Internet and Information Technology (CIIT), St.
Thomas, US Virgin Islands, November 2004

9 Kravets R,Krishnan P. Power management techniques for mobile
communication. In: Proceedings of the Fourth Annual ACM/IEEE
International Conference on Mobile Computing and Networking
(MOBICOM 98), Dallas, TX, October, 1998, 157~168

10 Karlof C, Wagner D. Secure Routing in Wireless Sensor Net-
works: Attacks and Countermeasures. In: Sensor Network Proto-
cols and Applications. Proceedings of the First IEEE. 2003 IEEE
International Workshop on,May 2003. 113~127

11 Hu Y, Perrig A, Johnson D, Packet Leashes; A Defense against
Wormhole Attacks in Wireless Ad Hoc Networks. INFOCOM
2003, April 2003

12 Hu Lingxuan, Evans D. Using Directional Antennas to Prevent
Wormhole Attacks. Network and Distributed System Security
Symposium, San Diego, February 2004

13 Hu Y, Perrig A, Johnson D. Wormhole detection in wireless ad
hoc networks: [ Tech RepTr01-384 ]. Department of Computer
Science, Rice University, June 2002

14 Bishop M. Computer Security: Art and Science. Addison Wesley,
2002

15 Dreef D, Ahari S, Wu Kui, et al, Utilizing the Uncertainty of In-
trution Detection to Strengthen Security for Ad hoc Networks, In;
Ad-Hoc, Mobile,and Wireless Networks, LNCS, 2004. 82~95

16 Awerbuch B, Holmer D, Nita-Rotaru C, et al. An On-demand Se-
cure Routing Protocol Resilient to Byzantine Failures, In; Proceed-
ings of the ACM Workshop on Wireless Security, 2002, 21~30

17 Douceur J R. The Sybil Attack. In:1st International Workshop on
Peer-to-Peer Systems(IPTPS ’02) ,March 2002

18 Castro L. Practical Byzantine Fault Tolerance, Symposium on Op-
erating Systems Design and Implementation. USENIX Associa-
tion, Co-sponsored by IEEE TCOS and ACM SIGOPS, 1999

19 Ishida K,Kakuda Y,Kikuno T. A routing protocol for finding two
node-disjoint paths in computer networks. In: Internation Confer-
ence on Network Protocols, November 1992, 340~347

20 Xu Y, Heidemann J, Estrin D. Geography-informed Energy Con-
servation for Ad hoc Routing. In;: Proceedings of the Seventh An-
nual ACM/IEEE International Conference on Mobile Computing
and Networking, 2001

21 Chen B,Jamieson K, Balakrishnan H, et al. Span; An Energy-effi-
cient Coordination Algorithm for Topology Maintenance in Ad hoc
Wireless Networks. ACM Wireless Networks Journal, 2002,8(5)

(L% 83 W)

FIRSAT AL E . AR & R R #0802, 11b
EREH A NE, A TFREMY L ad hoc M4,
BT REBLANAIISEE. S0FH NS2 AR E, &3t
TAFRGER A RREKEFRET WEHIR, X F i
REWERAEH PO RIFAT T X LA, BERERER
FH EBETRAAERHTRWN 802. 11b FEAERKY . HEE
BRI ERRE - ERERES I TIRE TR E T
EAUERAEL. TRERASTRA. WERFASLHBEE
FHFERR . BRKESHE I MERZEMEEEH, EF
LETHREBUANCRE. B, YHESER I ARBEEX
BEREaILH, T EEA MR EEAR LA X B ER

» 126 -

fIREHARES.
$ X X W
1 Bluetooth Specifications Version 1. 1 [S]). http://www. blue-
tooth, org

2 The Working Group for Wireless LANs. IEEE standards 802.
11b-1999 [S]. http://grouper. ieee, org/groups/802/11/

3 Frodigh M, Johansson P, Larsson P, Wireless ad hoc networking:
the art of networking without a network [J]. Ericsson Review,
2000(4) :248~263

4 Wi-Fi(802. 11b) and Bluetooth: An Examination of Coexistence
Approaches (2001 ) ; [Online document], Mobilian Corporation,
2001. http://citeseer. nj. nec. com/461904. html

5 http://www, isi. edu/nsnam/ns/

6 http://www. ececs. uc. edu/~cdmc/ucbt/ucbt, html


http://www.cqvip.com

