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Elliptic Curve Cryptosystem Based Scheme of Hierarchical Access Controlling for Secure Multicast
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Abstract Multi-layer services group communications need function of hierarchical access controlling. Existing methods
have disadvantages of high cost and long delay, which makes they not assure the quality of service(QoS)of multicast.
An inclined tree-group key management scheme based on elliptic curve cryptosystem is presented in this paper, which
needs to renew only several node keys to provide perfect secrecy. It is more efficient than previous works.

Keywords Secure multicast, Hierarchical access control, Elliptic curve cryptosystem, Mmulti-layer services

RAZERFEHNEREABAT SHOMNAHNR, X
MABERRAZEEALEG, A MARNSRAR, FFE
ARBRFORR, SRBNHAPEA A SEEAOREN.
IETF £ XL 258D, B A F A ReEwE i
ARRABRE(SRES); BTN AP AR EBERNA
FHGRED), MTZLBIWEFHEEP (SK: ses-
sion key) ~EHRHIRAMEE., HiiWTERRGBERTES
B #54# (LKH. Logical Key Hierarchy)[) 1 & [ i& #c##%
FR(OFT; OneWay Function Tree)!, LKH X Z£ETF
Diffe-Hallman, F B #H T KB EHEKEHE. OFT M A
Hash sR¥LAB/NEE T BFERBERF R LA E.
HRBEERENAELZERF LB, TEX T
HARVER, REMFHEITE  EHFAEBMA, R LA
B R A .

OELUH . R ARPEESTEITH (90104033). $heFE BIFFR A, LA HFRFAHRNER L HAEHE HRAN

T i, A% SUHR HH T R ot 2 5 3 K ) B A R
TR, MUEERIT. SRR ELE, FMERRE
HATH TR .

1 ETFHEsEHALEEH

E4 BB I 20, 1% 1B ih 28 % 55 4k $) (Elliptic Curve
Crypto system, i Bk ECC), (a8 Ar Rl L M B ¥ dh R 5F, H
R AR L), BE AR/ TP TR Y
o e

1.1 WEME E, (a,b) R HRE

B B GF(p)R—AEE p7#2,3 BHRIL Ja,b
EDF(PWHR 4a° +278 #0,p€E (24,24, H p I—IPKE
B, WHB:E: ¥ =2+ax+b,0 E,(a,0)={(x,y) | ¥ =2
+az+b(mod p)} UO HBIL[5]E XHFTC. T ik +

o€, 2% S-S

SHIW BRI L A BAUE B RS RS R AR BT F SRR, WiER o B BFFT 7 1 o T34 R RS

R HRRRE SN T I BT E RS W EHREAHFEW,
MABRIES 5 IR RERYE., KM, G F5IR
B K, ARTERENRSEMRE. 4551
EEESHELARTE, FERLH ARSI ERRRA
T PR , 25| % BB 4 45 48 AR I BERY SR RS P L BRAG 1S
BXRBEMELETAMNAR, XHBATLUE—EBRE L#R
EARBRHOAEF LB RE. T8, RILRMZK
LR AR THEL, HZRIEAR LR ARARRK
R 1R 90 RAE 3, A B K B ) R BT 45 B SR PR LR JE SR
B8, X LB AT 5 R AR R A i .

$EF X W
1 BRAE, BREIR. 25X 302 SR 069 BE A — il IR , 1998
. 118 -

2 Baker S, Moon B. Distributed Cooperative WebServers. In: Proc.
of the 8th Intl. WorldWide Web Conf. 1999
Farrell R. Distributing the Web load. Network World, 1997
838, —Ah3EH THUBR RN F SIS RBE T ik ,1999
Ferrari Dy Zhou S. A load index for dynamic load balancing. In:
1986 Proc. of Fall Joint Computer Conf. Dallas, Texas, Nov. 1986

6 Milojicic D S, Pjevac M. LoadBalacing Survey. In;Proc. of the Au-
tumn 1991 EurOpen Conf.

7 WestBrook J. Load Balancing for Response Time. Journal of Al-
gorithm, 2000,35:1~16

8 Barbara D,Mehrotra S. INCAs: managing dynamic workflows in
distributed environments. Journal of Database Management, Spe-
cial Issue on Multidatabases,1996


http://www.cqvip.com

T * , AR —4 Abel E, (a,6) .

EE % E,(a,.b) LEEE—K MF0,H:Q=k x ME
E,(a,6),k€(0,p), M THEMSEMAME, ATLUESITHE N
Q.AAF QMM HRAMETEE kb, X FE R 2 #O PO (EC-
DLP: Elliptic Curve Discrete Logarithm Problem)™3,

§IE 1 Xt P2=m *n *G, Eﬁ] Py ymy Fa G"H'ﬁ m
YLIES ™

XELFRET ECCHEHAXRMBILU HLH P =
nGELHU,,U, s B PrL.=mP £ U . #KEHELU #d
P kK i n, BT ECDLP i,

1.2 A#EFH

#5403 (GC; Group Controller) S L #FEHLEL n 1E A F
$.4 n 5GF (o) WAERIT GEFBAH P, FHRBRAFU
FERMEGX (1, P) .

EN 2 #HBmEHE SK=1In * Glmod p),i€[1,¢t],
BBASERHFRFABRCHERFED.

B LA E AR, V] 18 .

‘L1 € S.,pnGGE[x,y], S, =In,GGE [z,
y1H j#&), B&I S, M St it e RATFT. EHIINF

D&M E Er(a,0)F— &, B8 M=mG =& (me[1, p—
1D, YkEZ,, IQ=FME E, (a,b),E, (a,0) W B RIEGHBE,
W Ar,s€ Z,s>r ff sM—rM=(G—r)M=0, E X 2 nuM
=0 MR/ nv AW, BRIOUM : i€ [1,nm ]} IR
T E, (a,)F—MEHFBE 1K B (a,0) M A FEEME
BT,

D®E n HAKEY, Ve,mE[1,n—1],ged(mk,n) =1,
Bi{mk : k€ Z,} 2} Z, 85T, BN F 2 E}f (a,0)—~F,(a,6) 2
—ANs, A BRI, M h— T, 88 EY (a,0) 5
E,(a,0) AR FIEREEHE.

DU WA Pe tEREFT, AIMRS E,(a, ) RH
BB, ICH EP.., WMV n€(1,n—1]GE[x,y])) A In (mod
) €[1,n—1],[In,GE EP:, MBI S.., 1 S5, , i+ e ATT
17.

#it2 BENWEAS.,=UnGGE€[x,y],.S.. F
S AN WELAFESFH. ERAS... M S..., . i1H Sy
RATF7,

WEH: % n, =1, GE [z, 3D ynre=n.,, =IIn; GE [,
v oterr,=nGEz+1,y]). W.S..,=n,,=n., x G=
Moo *1err,y * GBI S,y =ne1, % S, BSIEE 1AL S, . F
Sy AT E 1 A4, NTTHHE S, RAT4T,

2 ATBHEEMYL

FYWR M ET ECC HANABREHABTET R, KN
HEGKM,

2.1 ERWEM

APERBESSBENTFH, BN THRBENELZHE
W& TRERTHN RS ESBAHEFHARE BRI
REEEEHBRIL. HESARAPES. B1A=ZATH 12
AMRPREE, TH | ORAENER, AN THEY
{SK1,SK:,SK;}, i T4 3 BB R EHBRAE, HHAH (SK: ),
A 1R b5 R H B R B AL B & T HEN S,
AT R ROV

£ 000 http://www.cqvip.com|

SK;
SK,
SK,

\Ul U, Us UJ4 (\/5 Ug Uy Ug UgUyo Uy Uyp

F42

T4 F43

FHR LEBEXESNEBEHEINTFESNZHRLH
EHEXHBRAEEED, E 1 h,SK, =11n »GGEL],
47),SK,=TIn; » SK, GE[5,8]),

THAERAHAFHEFERNEELE,

2.2 BRAPMARE

MHAU, HRMA, & L, GC #EL X R mA
PRk TAN , M ER mEL, R TARHLUTH SK £
FEEH. MU, MATH1,GCBEH{SK,,SK;,SK;},
FELRINTF -

DGCHBE—-NMRKER n e AFBHEHE 7, AN
TS MTEHME

2)%5‘2#25%{j0in,sg1 »ID(Uy ) E, () Vo

NFEAFH SK; MEBAEFAT.HHSK =nx
SK EF A N FHSEEH.

O¥ U, BARZEAESM ID BEA U,

2.3 BRARBHNZE

HP U AN ERE S ,IEHN F., S RMSBE SR S
(F). JU, KRB, MREERRES, F. NEHRESS
. TESBTUOT .

DGCHEBAFBHEHRETF n.

O I HIEBIE A { leave, sgl, IDU.) , Exs (1) ¢ KS
€{SI(FHUSWUD}}.

DA ERAPLTURE(SEHIUSU) I MEBIE
FRF.HH KF=nx KFEHPF..

RITEMBASSELFENER, FERAMBER
MBS, BT AS R3(6], R THE, ZCREATE.

3 EFNENREMSN

BT LA 'S

DXHERMAR P, BHE T » HESESHMEE A,
HORBEMRY Ex (). B ECC (2 A, in A B P A gl it
SK=1/nx SK'hE X ELEFH . RIET EREL. .

)mHEe 1 B 2 A, B REs U, AATRBAE (S
(FOUSWH I ME S FH, M AEMRE Exs () UHRBE
FHF  AMARREFSEES RIETHRESL.

4 HMESWESHNXR

1€ N \Cr Ne Ne, FHI A EF A EH B ABLE .M
FERBANEENERS T, XUTWIERT UL W BRR
GRREIERE. BT WS B]E m A FH. AR RS
RASTHL APFRBETAIEZEAERZERFBRO T, M
B RAENEHIFHRK.

4.1 HMESHW

OFT 5£5 LKH F R &L, BRHR mBHH Ce.
Ni N., ZIERE/N— ¥, ERAKETE, IEIF4A
ByEHN, RENTFHAHAEHERFHERA. 5N

¢« 119 -


http://www.cqvip.com

AX(1IMGREH,. TURSRKERFE. £ 1 oFEx(1]
#EZT OFT,LKH f#RE. i1 HEGKM o, X4 A &I s im
ANHAEFHREF-ITEHBEN—KRER SRRSO EH G
g,

A1 RYUEHATEIEHEILE

BRIPEF HRFMA

£ 2
" Nr | Cr | NE | Nuep | Nr | Cr | N | Nuep

LKH k—1 (2k—3|2k—3|2k—3]| & 2k 2k 2k
LFT k=2 k—1|k—1]|k—1 k k k k

HEGKM |m+1| 1 |k—1 1 m 1 1

¥ :h=log(t/myk=h~+m)

4.2 (iNER

TP HPSECH 2", FHER 2. KERARHER
LKHSH OF T 5 R, xR AL B P B s BT
AT HE.

1 3 5 7 9 11 13 15 17 19

B2 FPsEgs

1 3 6 7 9 11 13 15 17 19

B3 EHEFE R

£ 000 http://www.cqvip.com|

A2 st AP 3R R RLE, TR B mMA R
FTEITE /5 BT BB E , AR . BT OFT
BMAR P E—BE EEEmA, B S mA RS TR
¥nt,OFT WLEEAE . {EHE 3.4 28 HEGKM H 3k i 8]
FFE A I H B, HIBH RITH S MAR P BULEERX.

250 [

200

150

100

1 3 5 7 9 11 13 15 17 19

B4 WRITHEE

gt FAXHMAAEZERALFNR2AR EHE
FHE ML EFAEHO MR EATELT R BT RERNE
PRI ABER NI R, BRI AL RS REY
B ERA AN T RABRKER.

$ F XMW

1 SunY,Liu K] R. Scalable hierarchical access control in secure
group communications{ A]. INFOCOM 2004. Twenty-third An-
nual Joint Conference of the IEEE Computer and Communications
Societies[ C],2004,2(7-11) ;1296~1306

2  Wallner D, Harder E, Agee R. Key Management for Multicast:
Issues and Architectures. RFC 2627,1999

3 Pegueroles ], Rico-Novella F, Hernandez-Serrano J. Improved
LKH for batch rekeying in multicast groups [A]. In: International
Conference on Information Technology [C]. New York (USA).
IEEE, 2003. 269~273

4 Sherman A T,McGrew D A. Key establishment in large dynamic
groups using one-way function trees [J]. IEEE Trans. on Soft-
ware Engineering,2003,29(5) :444~458

5 HAE,FEFR. BEHmEERENOMRSHRI]. aTFE
##,2002,30(1):126~131

6 Yang Zongkai, Xu Shouzhi, Tan Yunmeng. An efficient key upda-
ting scheme for multicast key management [A]. Proceedings of
the SPIE - The International Society for Optical Engineering [C],
2005,5626(2):1096~1104

(L8% 86 1)

3 Jensen C S,Pedersen T B. Mobile E-Services and Their Challen-
ges to Data Warehousing. Datenbank Rundbrief,2001,27.8~16

4 Jensen C S. Research Challenges in Location-Enabled M-Serv-
ices. In: Proceedings of the Third International Conference on
Mobile Data Management. Singapore: IEEE Computer Society
Press, 2002. 3~7

5 Jensen C S,Kligys A,Pedersen T B,et al. Multidimensional Data
Modeling for Location-Based Services, The International Journal
on Very Large Data Bases,2004,13(1): 1~21

6 ZEEP,HE —HIECENSHPIERE. KH¥H, 2000,
11(7).908~917

7 Pedersen T B, Jensen C S. Multidimensional Data Modeling for
Complex Data. In:Proc. of 15th ICDE, IEEE Computer Society,
pp. Sydney, Australia, 1999. 336~345

8 Franconi E, Kamble A. The GMD Data Model for Multidimen-
sional Information: A Brief Introduction. Data Warehousing and
Knowledge Discovery, 5th International Conference, DaWaK
2003, Prague, Czech Republic,2003

9  Trujillo J. The GOLD model: An Object Oriented multidimen-
sional data model for multidimensional databases. In: Proceedings

« 120 -

of the 16th International Conference on Advanced Information
Systems Engineering(CAiSE-04) ,Riga, Latvia, 2004

10 Tsois A, Karayannidis N. MAC: Conceptual Data Modeling for
OLAP. In: Proc. of the International Workshop on Design and
Management of Data Warehouses ( DMDW' 2001 ) Interlaken,
Switzerland, 2001

11 LechtenbOrger J, Vossen G. Multidimensional Normal Forms for
Data Warehouse Design. Information System, 2003,28(5) : 415~
434

12 BREA, RESC AL, FECEMSHRMNWRH. ARBRHR
BLA Bt ,2002,23(12) :1453~1458

13 Tryfona N,Busborg F,Borch Christiansen J G. starER: A Con-
ceptual Model for Data Warehouse Design. In: Proc. of the ACM
2nd Intl. Workshop on Data warehousing and OLAP (DOLAP’
99)

14 Blaschka M. FIESTA: A Framework for Schema Evolution in
Multidimensional Databases:[ PhD thesis, Technische]. Universi-
tat Murchen,Germany, 2000

15 RiE#. B, % T UML {BABIERSRETERNHER.
AZETRS5MFHAR,2004,26(4):522~525


http://www.cqvip.com

