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Abstract
Various solutions have been developed to address the buffer overflow vulnerability problem in both research and com-

Buffer overflow attack is the most common and the most dangerous attack method used in network attacks,

mercial communities, First, detection and prevention technologies of buffer overflow vulnerability are classified as nine

groups. Then, each group’s rationale, characteristics, applicable field, merits and limits are researched. Finally, the

whole detection and prevention technologies of buffer overflow vulnerability are analyzed and discussed.

Keywords Buffer overflow, Vulnerability, Buffer overflow vulnerability, Detection, Prevention

1 5187

ot R R T T M S M SRR AR B R AR,
IBITRERF ) RE RE LB, 1988 15 B AT &
RE—UWH AR X HEHEs . ARG, FIRZ
MXEHREFEEN RS ARES, RAE DR RARE RER
BEKKIMEIE

Grp X R B TR SRS A SRR TR
RESHWN. RRCIHEEHNMERN THERERSR, FX
BB, RBTRACERE R RSN RN RRRF
RBEREFNRBES REMLBGHRMER CES
. B CHET RS R LH, X B M A ML 78
B, HHERRESR X LR . RE RO kR
R PR i LR X R AT 2 (E SRR R AR WA,
e R PR FEUN BT Bl = iR T B iR b
X, & FREEFHRTREQBMAMBBT AR . A30GKHE
XX SR Y R R S T R R R R S R AT — R
.

2 WRFFBBEAR

2.1 ETRWOMWEIHR

ETRBHIAEMT EEAL AR S Tl
TR REFERR T R A B RS I FIB 1E 22 v X 38 ) B 14

201 ks

Ak A TR TTS4 58 F o8 7 A5 0 45 4 3000 P SR I ¢
LR, REBFRABITEEH ML grep 1S #E

RAERMERIAR. 1T WiRitEMENRZREEL grep E
B TR, AR B R A0 o BOR A s, 1T B R EH A
MZeBI, KM ITS Kif 0 TREH Cqual, Flex-
eLint, Flawfinder, RATS fl Pscan %, &4 B0 40 2 1R
FERA,BREERBFNIENL, 2T AR ZAMEE A
REFEHIR .

2.1.2 AL

AT UK 28 1o X 348 3 A T 2K 10 S 8 R o oK s e R
C Sl 24/ R ST 1 ) B — 1 3 2 AR S Y, 4 o X A
RUAE g —f 2 /NN 25 BT BE 00 B 4R, PR ol ORI B AL AR
MAER BN A NRKE. EARCEARERRNEE,
RKBENINBFTEAFENTER. BOON 2 %A K —1
BRRL. RERLTERNIEFRABNEMXEL.

2.1.3 ARitIR#

SPLintP1 BB R AE C IRFS 5 1% 18 [ 2 B R as =L/
LRI @ » /INASRIE , X HARICH HERM R M, RS F
FIRREA A RN REREF MR, HERICES
PRI SRR R S R (F R M RIEREESH L
W R TR BT AR R A R R — R '
R FHBIEFRICHRH K4 SBFRF -, Lelin™ £
FERIMAESOER, MER AR R TR, IR ARE
R R RERIT A IR MBS .

2.1.4 HEoH4

ARCHER ¥4 0 25 88 5 i B4 % . 2 F 30 G 88
B BIE R AR R R ERAARHLRS . ARCH-
ER & %M B BT M C 5% 8815 I i AR i Ul i B i

A XHRBAERAANS"HHARTR R R R E T (2003AA146010), HRBE WL, BELHAE.HRTOAMEESBAT
Bet, i, W AR S, EEBFFR T (0 WAL AR EL R AF R I TRy .

+ 143 »


http://www.cqvip.com

AST. R4 AST 83 A 3R . 48 I 4y 15 8 &1 i A
CFG MimimA XA E. B8R, ME CFC REHEHX R
I, B m L, XSS BEE CFG & FREYLA IR L MR
B, RATfe st a2, i B AR F
FEERIRAEBAT N

2.2 ETFHITENS RS

HEARREABIEBA ST » B B N JME LR X 7] $h 4T
BHAT M S8, SR M TR, B v X 8 .

2,21 RiedHAF

3 3o B T 4R AR R 1 104 033 JF R 77 7T LA X o BAT B 2 o)
EHEGA R, KUEREARBRNE - N FYFHREANFEY
S, EELB R IE RS k38 7R T main @EFFEE, 47
g M, R ER eSS EAEEIRANS . A
T AR Ta5 G, mANZ & B BN A
R R N E R R B E . EREHA
WER, LA FHEHALTSRERBP A UERL 2
BERBY IMP 4, £ RBH A, R 8 —46 1% B ik Y
B4, 7E SR ¥R 5] B K M 4% o A9 58 51 s it 5 4R £ 1 B A #E 4T
P, BRARRETE B XE LU B HAARRR I IA
B,

2.2.2 RAyEEii :

RAD BB R AREE IR  EEA FA#S s i ok
RYBEF A B R R ik BGEREART . b B A
HERRET . K B BGR [ bk B 4 (R A 35K Bl i £ RAR 1,
1 PREE [B] B K 25 Bl A= F R ] bk B — 30 . RAD 3 RAR
RULT HFAMRP TR — R RAR B G MBI B B 2 i
B 7 —Fp RAE BHOR [ bk B A K P RAR 5. LI &R
SRR REZR AN FIEE . AT SR E RS
WA RERME RAR 84, Ja & MR B3P B
Rk, RAD MRS BRABUERRNAR,RIETREFZ
HEHIFRE SRR BB TR 2 T IR N IR 4 M &R vh X ik
HHE .

2.2.3 A A%AR

FIHS rh R 8 M BESatEBUE B SR R KR
WX EFFSRERRS . BT AT B HT WA
B, EMTERERA RS REFARBE &6 1AL
FERCE SR PR R [ bE , X 2o b bk Bl A< B 4R 7 B — 451
P BETEER BRI RHE AT Wi E AR AER
AR 2 HE AR P IR B M bk 5 (R AE TR S R P A Bl A 2 5 — B,
WRA—-B AR HFFRESIEABTHFPLERF. BAES
ERTRGEABEAERRERANE REHAEA &
HAaEHERFR .

2.2.4 RIL%

sprintf OFREL LN RMERER BT E X
B AR A R T R S RIER T . 3T HATHRRICH,
FEHERR L E ST B b X A TR, IR BRE R SR E R
AEVREFES PR . SRARXTTEER LB B X At
WA LR IERIEF PR AR

2.3 ¥R&RIFF/INAE

WIFREWAERTHTHABR, AREERRKES
AES5 YA M AN IR AR AR o B R E L YRR S 1E 28, 1 fin
ZWXNRERFBANREERBEREIAY.

2.3.1 H i bR h ik

Stackguard"® %} 45 1E S AT R, VA R B AR AR Y

. 144 o

£ 000 http://www.cqvip.com|

JRy AR BRI BV bk =2 1] 48 B — AN A2 3 AT A AL A Y 4
AT canary™ 5 , £5 6 $UIR BT & “canary” B ST BEHE .
NS canary” BRI, M RHF B X85 =4, BFE#+
1. SREBRFEREM AERPRPSE AT ER B
T BEIRHERR P B DT R R R T G H 2
.

Pointguard" %} Stackguard # 47 T 4 B, #§“ canary” B
TR MRS S E R 2R ERME, £ REE
FAFIRT F AR 2R BT IR 0 #8448 2 “canary” {8, PointGuard
A AFIBE B B X Bk, AR GE BBy i B b R ke . @ ad 3
PREIEEHE WA P IR I L 76 51 PR AR 95, BT AR BRAX A
IR,

ProPolice!™ , #%.(> F A IR F StackGuard, BEFH AR/ T
R R R R, (L F R X SR RE HER R
REFRZENRKBHHALEFRFRECRBER. 5
Stackguard ££ 4R 1% FHHHC S A0 A BT $h4T 3044 A [, ProP-
olice BH HFHBEHIBH RTL EIMA L2, AT EA
¥ ETEBFFNE.

2.3.2 ¥FRIBAET

X RARETHATY R N R R, AT R4 A I &
2B, ZEBRIET Lisp 15 MirCHEs. XRRM%E
ARSI AL E /MR, S BT LA
B REA AN EREN LB RERALRE
PMARKE. AWMY BRHK TS R REERHE TR
TR0 R R SR CARA; R Y BREER
R E T TRARE , MR ST e M R P RIS .

2.3.3 HAABHEBE

DIRAM B GCC iR MY 8. EHFHHEAG YK
WFREE H EA, 85 & BrE M BUR SRS | e A
BB, BEERF P HA RS S5 F e E R &
¥, MREHSFAAEBBBEEMEBEIRN, REHRET
Witi. AR, H R AR BE AR, R HTESR.

2.3.4 i kR

Cyclone ZE{R 8 C il F WA ANE LM RTHR T X C #47
O I T R RE], RS SR ME T eHE AR AR
WEEEE R, KRS H IR, Cyclone X LG
TR, — I REREE KB HBERWANFE,
Bl in—A~ R AGR AT BT B R AR | E F — 4~ X, Cy-
clone SCHE ML HR - O ZE T IR 38, R i s 4 fe i E Bk X
. Cyclong fFTTHK KIS AN AFRITE KK EE
BH, Cyclone A T 4%, Al 5 C AHE

CCured" # et C IR LR EZ 21 C PRIEE
CIL. 54 Az fT At i &AM, 7 CIL fh#fn T SAFE,
SEQ #1 DYNAMIC & Ffg 4t 28 . SAFE £isk C 8, H
FREHITHRHUAARBE, RS GE R R TR 4 ; SEQ R
TRV, S BB R, FEITH A AR E,
DYNAMIC %045 i . CCured ¥ %538 it 1% 4T K B BR %I 45
REPERIERTHERWRE S, RIGEBTHRHEM N SEQ
M DYNAMIC 24841 s Ui B Tl AR A, SR E
A ERAFFUR IR B NTF A TR A TR, BB
R RERTT.

2.4 EITHRERHRE

BT E8E R B #H T E R BRI IR R AR
NIRRT .


http://www.cqvip.com

2.4.1 EEARHRK

Libsafe " EHiE C FEF AR LHRE, X TArm CE
T, AEAEEREFAENEARPR RGN ER
B RERARE AR RE DM E 2 R0k 7 5
e, WRNAEERES, RMEHL LHB. Libverily
72 Libsafe (38R NE, XA REEIRZ R 2. (LA RMERE
Xt RGN AR EEF ARG, A EREAEPR
Bt An e WA R TR ANHE TR A T HE BSS B
LB BT ; Libsafe fK i 4RiE28 7= A= I A X I I8 41 2 17 B
R B Huhl , 4R AT 7 BB 75 -fomit-frame-pointer 777 .

2.4.2 BAAHFRIRAE

HWIER C & NFREWHMAEERTEFREN M
BipreRE ™, EAERBEREHW PRI —4 canary FR,
FHELEHRERES M FHOR AN, EAESRHE K
TR PRI A8 , 76 43 Bo A BN A FEBLAT XY canary (B
HITRE. BFEAFERNRFE, REBFHEANEHSE
Bl C B2, BRBER I R FB HE R pp X s 1

2.5 (EMERFBERTHIT

FAR A 5T HERR G v DX 8 H B 55 PR B 0 o MK T SR AR VT
WIT. MERARVPERIRTRT, B #X B #. Linux
PIANT PaX, gE AT LA SRR AN R AT ST X SR T
SURARTHAT R REW ] LI BN, % TA32 g5H 0]
TERRER, 7F A2 RGP, BARTREAD PTE,
BESESSEmX DTLB Fii4-#iF5 &2 X ITLB &
WS EALH , 72 DTLB A ITLB S 3047 . #1542
FR 76 P TF T T SR o A TAY PR A 2 SE PR R LR A3 P 3L
ERFHEN., REESTERERE/, EREREEHRT
WEG HESMBEIAFE TR — BB B S T —%&
184 M bk B9 return-into-libe RETT A LIFBE 2R PHLH; 13
19 R TR AT AT AR, T B R A B BT R T 4
REFABAEAREIE B 1247 T EBBURIE R G , LIS FFI A
A HATHERR /B M TR B A B AE 1T BB A B R AT X
.

2.6 WESPITREYE
BB S T RIEERE M B EEN T ERTRR T

ARV S BT MR HRAT T LR M AR ESE
SHHRRX S EEEORFES ., BEEROmEas
TP IX WS B BT A TR A S L IE R
RAPHARSEREE, X0 8405 28 rh X 25 1 B 5
FI R L EE R I B AT, A — B TR

2.7 gHALS

{8 P — S8 R B AR e RE A6 0 28 o X 48 o R 0, 3
FE ARFENNE RO R IS MR A A WKBEE

2.7.1 RFARAEAGAX

ERTEAR A ELEPERNRK, S REFLTE
HBHE  REMEIENUERERV T HSREN T 2BUR
BIph3E .. Ghosh B FIZHE AR MEAT T R GE v X 35 th BE 554
RIRFR T . T HHRE ABA B FHE R 35 AT LU R 44
FIBESIPETY . WY, | RS A R MRS, R 5 R &
GRITH. MRAREEAALEY REHAR EFEER LG,

2,7.2 AT HMGRE

AR AT B AR LR IR AR A PR AT R 7 R AL I
B H), A& O R R ALRE B #5875 TASPEC {8 B
R REBFHTOAT RS BirAELXLHE

£ 000 http://www.cqvip.com|

K. MR A4 H s TASPEC BLks F 4L A — 1 iR
R(Oracle) KRR FERE BT TREERNIT, EAK
5 r U ¢ R 8 i X S S M R B T LR AR R b
B8 PR X 8t B 551

2.7.3 Sl

VB 22 TRl 8 2 i as , ) A B R 0 0 e
PN B R G HIT AR KT L2t Plleeger #i4
TEHENRKER. BENRTE S GBS ENS BT,
B —AMEAT (4 R 7 RE FH R Y s At A g AT LU IR B E T
B RERGENBEN S ZRENRENREAXE,

2.8 TEAOME

FEA BB E A, A fEIETT.

2.8.1 relAAin

B EBUHEE T A4 B LR, — AR BB Ity
RIBEAFEH 2 FREERENTFOMF 2. T
SN EEE, R MER ENAERITE, AR
Yo B AA BB v IX e SRS B M BED . EEMB AL
FBEALAGIERR S SRR R R BT X B ik s B A4
25 B A R BRIOUE s 7E AR L B R BR A ABBE S
B NBEALIC B 925 BRI AUREB BRSSP T AR
R A R A R R, D . BRI
ST HRREZE,

2.8.2 HARKAMFAD

ETHRBRNBER R —RFETRAG AR
BEERIA M g, B0 AL AR A A BEML AL R 5 F S
BAEPERIA O SR DA 2R b X 0 tH i BEMLAL R4
T EEERRRN RS ARS RBERFRIEREN
V. AREEERGHAALUBS RS SLNEREE. AT
HE— AT A B ME R, 1 AT LUK 7R 40 08 R 9 25 (] 5
—f% ., BRAERIGEX REWNH B, RS ITEEREYILE W
RO RR,

2.8.3 *EBBEI/IFER

W4T AR RS B 528 o X G 88 5 KW, ERR
MR ZEEE— MR BT, % X5l A& mE
AREX T, St TASZ (R AR L5, AR AR A R T
BB ABBORRAT B B B B — A R Y R B = A HEAR 5B
— ARG [ hik, 88 AR R IIE £ R AR A
AR HEMER, B = MERERE Y WBE  AFsE
SRR, R FF IR AR B AG RNRH R BERE
it ctors Ml drors BRZER AT, B2 RMBR GOT. Hlst
RETENT FLONBE TR A, B A ORAE. BAE
Fi A X R i B T B b TR R '

2.8.4 ETHATRG

WA ST SO NG TR F B TR E S, WRB AT
B BGE D, B AR IR RA I, BT R ER LA
AREEHIZIT. B MBEHFMEHLE, MRE & H
BRI, AR M R 2R, C[32]REM AT
FmEBAARNE, HSXEURBEEER, ENFLREK
FBHAR BHATFRA AR, HEFFINBRARTEE
1 FIBRAE RGCH 38, Ab B AR 7 B — D A 7 AR A7 R I
HESH BRI SHEEENTFR REE - RIE, FURE
1S A S Rr sl SRR

2.9 ETEHNIH

BB AR BRI AR, 055 Ak T8I0 i 5 0 22 vt

« 145 -


http://www.cqvip.com

(X% s BEF T R — M RE R AR B T R

2,91 HherRitHE

HE R HERR o ) 3R [ bk 55 A0 R B — (7 B A8 (- B
B AR [BAT, B AR P AR ] bk 5 R B R R A
B PRI BT — 3, i i AR {4 A RAE R SRR
AT LRSI A B 4B v K . R ARBERIERE R RN
1 2] bt -5 £ B 7 S8 {2 B M A P )5 BT stttk [R) 26, 3T 1A
PEHMERE M setimp/longimp FE M ErEHI AL, b WX
M, 5 — AR R AR RAR Y F , T 2K 58 B itk hn 85
#E, BFEAMBEARRAEE SHHERE RN XTTHR
R E RPN B RE RE T EROE N B S LA R
SRR .

2.9.2 fRRABmAEE

ETFHEHENEN KB HKRERTTERPREFRILS
HE Sk B 3R [ bt , TOHE 3B B otk 77 AR E AN R R B i
BEMER X G H T, AW RIR B, A
¥ BT LAY F SRR AR R A1, 0 BT LA SE o M B R (- R G5 Mk
LH., AEMmMAREA, FEAS/D. BEERERNE
Bl _b & 11— RE R H PRiE BIHE 4 % 2R Bl Mk #
e SRAS,E 1L b3 SRAS FF R b A58 [ st ik 3k 48 ) #n
B E T HRRAE X . SRASTHEG YRS T
B 57 R T BB R G PR IE AR E 740 R A R, (L R P
BAEREH D,

2,9.3 HWp&gy

T4 kb at R 3 HSAP by “HERRIR 7 A0 o B4R &
FE RS AR . BUHBH LR FHARMNE R, S E B
IEETF IR AR v K e 07, AR AR (8 A X4
HBEMEETEAARRE, R IEE THBHBN XSS,
TS EAERTH M M ht 2", X H frsb it K F % F Wi 4t &
AHEAERIE, RARRY T MiFest R B it S8 5T
B/ AFERN, A AEMRPRE. ‘R R
TEit iR A BT B = A — B R B — M H
2 Ry — M F L LB RS SIMP,SIMP M Zh BB R
WMAMHS R BEEBAE Rt AT RIABEIGH R
P EFRTERR SIMP (s eE e EE. EAMINT &
S F AR SIMP # XOR EE , FEAREFTRNERF .

2.9.4 WmAFTEHEF

1 SR ARG ANAR B s ik £ 52 B P , R BB AR N TR B 4R v
X 0, NENE T TENN— RN, Z TS
RAER TS 2 MER. B RELBFED RYAYIR [E
ik, tHEERIT R EIEST . RS R R nE 2 AL,
e R R YRR AR/ N R B , SCRBSR M AT TR AR I
ZEMER.

3 Siritit

2R 1P DX 38 H 55 M A U AT T Bl B AR 1T LA 4 R # AS A 307
ST AR B R R

B SRR M RETANI TR R IR T T
MIBEERYE. BT EORE W R A 0 SeE LA =0 U AT B
MGk X AR, — B BRI E R RS, WRKBSS
Wi A A T R A AR IC RS R ST A R ERIF
BPMINELOERES. BRI R AL R AN B R,
BERENRHNTERENBRFEE, A —ERBERER, a1
ERFEMUNERESE. FREF RERGEHREN

+ 146 -

£ 000 http://www.cqvip.com|

R, LAEREE B D ET, MRARE PN T 3hE
SR TR, ERARREST T, X0t R AESMEAR. B
B TBRESTRAZTRER, DR WS, Attt s
FAERES FEFAMRENRIFESEL.

AT HTER TERR FFIE 1T i i 72 b 2 B0 A0 B B e 55 4
MERATERY, BEANEMERRLWE=FAERE
HBFRENERBFRULCADEZNISHEERE
. S R NG, A R MR B v R R R U 2, R D Eh s o
BARMEAR R AR 4k L B 0 B 42 O 33 AR

ELEH2WHRNMAMSNET o HERMBE P XIS H I
SHYER I FBUBT B AR , B AR MR T — 2 M A  , AR 1E
FARLAIPR S . QR AT AT N X B BER R RE BB T AR 5%
DEFESEANEMAAREENRE, A BHPETE
PR R X R BGE . RARFESEREBETLEEYH
FTRL M R FF M BR RSt 5, R B HMEHE
R R — R, FI A (R B IR o . B Bk oA RB AR
BEHMNAER ITRBERMCFEESEHE AN,
StackGuard FRIPERBHEARMEZ S EHEARAYILFHBEE
A HERI F TR Bh i /BSS/data F1 longimp 28 X B H s X SR ¥
BB IRREA RS . 47 5 E B sk B A Fofd F 4 B AR A0
ARARFEE B (trampolines) B A , WA 5 i fe H WA Hl, f—
BHEAFEROARE, WA T REERE M.

MBART AT R A  G8 T PR A B 2 vk X
B, Java FIEFERE RS THARS I AFRBE, AT
BABGhIREE X E. HE CESFH, B REM
BE RS BN EBTEHTEENARRE, ZCiBEP
X EESFAATY RETHH R E , LR E buffer [1]2K
B [HE, T AEREZ buffer+1 5B 1L, BERHHURER
AIE R ¢, B U SR U5 IR ER A T i1 R , BT LA R4 B
ABAKEm., AEANSF T LEEZLHHEN TR, E
I 7 T AL BB P AR/ SR R BRI 2 78 AR R R
H. HIRRARKNRARASHAEE B HENHFL
BAMAFEFST M TRE. W RAMBHARBETE RS
B, Rk AT R IR G, ZR AT AR R AN
[B180; 53 b —Fh R AF 41, RIBA I R ERT 85 T 3#
B .

REBARMT EIER T BIE i X 58 ) ot ZR P (b 2,
BEREARERIZIT, AEERT ILTE AR F it . FB &
AR, U7 TRUBEEERREPHESF KT,
H— P ERSE—N B, EFFRYA ] REF S TR
¥ R G ERIEST.

ATHARPXE S ESEE, ERFEARTRENK
WABBFEAR, BUERWERRRERTAER MX %
. BETRBEAQN AR b X 8 8 & 4 B Fsfret
RENERIGED X GG ER R BEH/ SRR #HE. H
AR R IR S B, AR RIE R AP R AR STE MK
MRS, NI FI TR P A K, BB AR HiR
BEEEMXBHESESEENXEE AR EERE
EREE. AHEAFRELEPEEEOEN NBSRFE
BHRE# RS R REHBE,

HRIR TRETHEPXEHEIHFENBERFEEAL
HE HEHERRHABARTRERBEA B E. &
0 0 T B AR R A ) S T B e P AR AT — A A B A B AT
fERE. BHUABERARRZA MEMKREEN 7T RE


http://www.cqvip.com

¥ &R 3 B0 BE HUB 22 e DX RS H 931 AL B R AR A
HEIER.

10

11

12

13

14

15

16

17

18

19

$EXW

Viega ], Bloch ] T, Kohno T, et al. ITS4; A Static Vulnerabili-
ty Scanner for C and C*+ Code. ACM Transactions on Informa-
tion and System Security, 2002, 5(2)

Wagner D, Foster ] S, Brewer E A, et al. A first step towards
automated detection of buffer overrun vulnerabilities. In;Proc, of
Network and Distributed System Security Symposium, San Die-
go, California, 2000

Larochelle D, Evans D, Statically Detecting Likely Buffer Over-
flow Vulnerabilities. USENIX Security Symposium, Washington
DC, 2001

Evans D, Guttag ], Horning J, et al. LCLint: A Tool for Using
Specifications to Check Code. Software Engineering Notes, 1994,
19(5):87~96

Xie Yichen, Chou Andy, Engler D. ARCHER: Using Symbolic,
Path-sensitive Analysis to Detect Memory Access Errors, Soft-
ware Engineering Notes, 2003, 28(5);327~336

Prasad M, Chiueh Tzi-cker. A Binary Rewriting Defense against
Stack based Buffer Overflow Attacks, In: Proc. of the General
Track: 2003 USENIX Annual Technical Conference, San An-
tonio, Texas, 2003

Chiueh Tzi-ckers Hsu Fu-hau. RAD: A compile time solution for
buffer overflow attacks, In;21st [EEE Intl. Conf. on Distributed
Computing Systems(ICDCS), Phoenix, AZ, 2001

Shaneck M. An Overview of Buffer Overflow Vulnerabilities and
Internet Worms, CSCl, 2003

Gillette T B, A Unique Examination of the Buffer Overflow Con-
dition:[thesis for the degree of Master of Science]. Melbourne,
Florida: College of Engineering at Florida Institute of Technolo-
gy, 2002

Cowan C, et al. Stackguard: Automatic adaptive detection and
prevention of buffer-overflow attacks, In: 7th USENIX Security
Symposium, San Antonio, TX, 1998

Cowan C, Beattie S, Johansen J, et al. Pointguard; Protecting
pointers from buffer overflow vulnerabilities, In; 12th USENIX
Security Symposium, Washington DC, 2003

Tuck N, Calder B, Varghese G. Hardware and Binary Modifica-
tion Support for Code Pointer Protection From Buffer Overflow.
In; Proc. of the 37th International Symposium on Microarchitec-
ture, Portland, Oregon, 2004

Etoh H. GCC extension for protecting applications from stack-
smashing attacks, http;//www, trl, ibm. com/projects/security/
ssp/» June 2000

Austin T, Breach S, Sohi G. Efficient detection of all pointer and
array access errors, ACM Conference on Programming Language
Design and Implementation, Orlando, FL, 1994

Jones R, Kelly P. Backwards-compatible bounds checking for ar-
rays and pointers in C programs. In: Proc. of the Third Interna-
tional Workshop on Automatic Debugging, Sweden, 1997
Smirnov A, Chiueh Tzi-cker. DIRA: Automatic Detection, Iden-
tification, and Repair of Control-Hijacking Attacks. In;Proc. of
NDSS’05, San Diego, CA, 2005

Jim T, et al. Cyclone: A safe dialect of C. USENIX Annual
Technical Conference, Monterey, 2002

Condit J, et al. CCured in the Real World, Proceedings of the
ACM SIGPLAN 2003 Conference on Programming Language De-
sign and Implementation, San Diego, 2003

Baratloo A, Singh N, Tsai T. Libsafe; Protecting critical ele-

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

£ 000 http://www.cqvip.com|

ments of stacks:[ Technical Report]. New Jersey: Avaya Labs,
Avaya Inc, 1999

Robertson W, Kruegel C, Darren Mutz D, et al. Run-time De-
tection of Heap-based Overflows. In: Proc. of the 17th Large In-
stallation Systems Administrators Conference, San Diego, 2003
Pierre-Alain F, Vincent G. A Buffer Overflow Study Attacks &
Defenses, http://www. wntrmute. com/docs/bufferoverflow/re-
port. html

Toth T, Kruegel C. Accurate Buffer Overflow Detection via Ab-
stract Payload Execution. In:Proc, of the 5th International Sym-
posium on Recent Advances in Intrusion Detection, Zurich,
Switzerland, 2002

Ghosh A K, O’Connor T. Analyzing Programs for Vulnerability
to Buffer Overrun Attacks, In; Proc. of the National Information
System Security Conf. Crystal City, VA, 1998

Du Wenliang, Testing for Software Vulnerability Using Environ-
ment Perturbation. In: Proc. in Intl. Conf. on Dependable Sys-
tems and Networks, New York, 2000

Fink G, Bishop M. Property-Based Testing: A New Approach to
Testing for Assurance. ACM SIGSOFT Software Engineering
Notes, 1997, 22(4):74~80

Weiser M, Program slicing. IEEE Transactions on Software En-
gineering, 1984, SE-10(4):352~375

Pfleeger C, Pfleeger S, Theofanos M. A methodology for pene-
tration testing. Computers and Security, 1989, 8(7):613~620
Bhatkar S, DuVarney D, Sekar R, Address Obfuscation; an Effi-
cient Approach to Combat a Broad Range of Memory Error Ex-
ploits, In;Proc, of the 12th USENIX Security Symposium, Wash-
ington, DC, 2003

Chew M, Song S, Mitigating Buffer Overflows by Operating Sys-
tem Randomization; [ Technical Report]. Pittsburgh: Carnegie
Mellon University, 2002

Younan Y, Joosen W, Piessens F. A Methodology for Designing
Countermeasures Against Current and Future Code Injection At-
tacks. In;Proc. of the Third IEEE International Information As-
surance Workshop, University of Maryland, 2005

Ke G, Keromytis A, Prevelakis V. Countering Code-Injection
Attacks with Instruction-Set Randomization. In:Proc. of the 10th
ACM Conf. on Computer and Communication Security, Washing-
ton, DC, 2003

Barrantes E, Ackley D, Forrest S, et al. Randomized Instruction
Set Emulation to Disrupt Binary Code Injection Attacks, In:Proc,
of the 10th ACM Conf. on Computer and Communication Securi-
ty, Washington, DC, 2003

Lee R B, Karig DK, McGregor, et al. Enlisting hardware archi-
tecture to thwart malicious code injection. In: Proc, of the Intl
Conf. Security in Pervasive Computing, Boppard, Germany, 2003
Xu J, Kalbarczyk Z, Patel S, et al, Architecture support for de-
fending against buffer overflow attacks. In: 2nd Workshop on E-
valuating and Architecting Systems for Dependability, San Jose,
California, 2002

Shao Zili, Zhuge Qingfeng, He Yi, et al. Defending Embedded
Systems Against Buffer Overflow via Hardware/Software, In,
Proc, of IEEE 19th Annual Computer Security Applications Con-
ference, Las Vegas, 2003

Piromsopa K, Enbody R, Secure Bit2; Transparent, Hardware
Buffer-Overflow Protection; [ Technical Report ], Michigan.
Michigan State University, 2004

Sidiroglou S, Keromytis A D. Using Execution Transactions To
Recover From Buffer Overflow Attacks:[ Technical Report]. Co-
lumbia; Columbia University, 2004

o 147


http://www.cqvip.com

