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Abstract A significant challenge for Grid computing is to develop an efficient set of mechanisms and polices for secu-
ring grid prbcesses. Auditing and accounting are fundamental requirements of large sites, In this paper, we identify se-
curity auditing requirements, and propose a Cross-Domain Security Auditing (CDSA) architecture based on Mobile a-
gent, To make the least influence on the performance,a new secure mechanism for authorizing is implemented by way
of modifying the traditional manner “route once, switch many” in network to the new manner “audit once, authorize
many ” in Grid. The dynamic auditing is carried out by constructing a multi-value trust relationship model. The system
enforces these mechanisms to enable cross-domain security auditing in the aid of user-defined services of Globus Toolkit
Version 3. 0 and IBM Aglet.
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Gathering Security Information Service
Mobile Agent Service
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Public class GatheringSecurityInformationImpl extends
persistentGridServiceImpl {
Public GatheringSecurityInformationImpl() {
Super(* Gathering Security Information Service ”);
}
public void postPersistentCreate ( GridContext context)
throws GridServiceException

}
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(1) {service name = “ogsa/cmm/GatheringSecurityInfor-

mationService” provider = “ Handler” style =
“Wrapped” use=“literal” )

(2) { parameter name = “allowedmethods” > value =
“ %7/

(3)¢{ parameter name=“className” > value="“org. og-
sa. cor e cmm GatheringSecurityInformation-
PortType/>”

(4) { parameter name = “baseClassName” value = “org,
ogsa. core. cmm, GatheringSecuritylnformation-
Impl”/)

(5){parameter name=“persistent” value="“true”/)

(6) { parameter name = “schemapath” value = *schema/
core/  ctnmm/GatheringSecurityInformation  service,

wsdl”/)

(7) { parameter name= “handlerClass” value= “org, glo-
bus. o gsa. handlers, RPCURIProvider” />

(8) ( parameter name = “securityConfig” value = “org/
globus/ ogsa/impl/core/management/security-con-
fig. xml”/)

(9){/service)
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