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Improvement to Montgomery Modular Inverse Algorithm
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Abstract After a comprehensive investigation of the Montgomery modular inverse algorithm and its refined versions,
we present two modified high radix algorithms. The 4-radix algorithm can reduce the average upper limit of the number

3n

. of iterations from 2n to ln, and the average number of iterations from g 10 —g—n while adding little complexity. And

6
the 8-radix one can reduce the related number of iterations to %n and %‘%n, but there are more comparisons and bran-

ches. For the new algorithms terminate when one of the two key operands , rather than both, is reduced to 1, the actu-
al number of iterations may be even smaller than the ones above, The new algorithms can also be used in algorithms in
[1,2,7] to get classical modular inverse . The proposed algorithms are suitable for software implementations on gener-
al-purpose microprocessors, and can be used in public key cryptographic applications such as RSA and ECC,
Keywords Montgomery modular inverse, Modular inverse, Public key cryptographic algorithm
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Phase I

Input; a€{1,p—13,p

Output;r&[1,p—1 and k, where r=a~12*(mod p) ,n<h<2n
1, u=p,v=a,r=0,5=1

2. k=0

3 . while(v>>0)

4, if u is even then u=u/2,5=2s

5. else if v is even then v=1v/2,r==2r

6. else if u=>v then u=(u—v)/2,r=r+s,5=2s

7. else if v=2u then v=(v=u)/2,s=s+r,r=2r

8, k=k+1
9. if r=2p then r=r—p
10. return r=p=r and &

Phase II

Input: r&[1,p—1],p, and k from Phase 1.
Output; € [1,p—1],where z=a~12"(mod p)
11, for i=1to k—n do

12. if r is even then r=1r/2
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13. else then r=(r+p)/2
14, return z=r
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Input; a2™(mod p),p,n,and m

Output;x=a"!2m(mod p),where x€[1,p—1]

1. (ryk)=AlmMonInv(a2™),r=a=12"™2(mod p) and n<lk<m+n
2. If #<<h<{m then

2.1 r=MonPro(r,R?*)=(a=127m2k)(2%)(2™™) =a 12*(mod p)
2,2 k=k+m>m

3. r=MonPro(r,R2)=(a~127m2¢)(22m) (2™ ™)=g"'2* (mod p)

4, r=MonPro(r, 22"~ )= (g~ 12k) (22"~ *)(27")=a"12" (mod p)

5. return x=r,where x=a~12" (mod p)
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Input: a€[1,27,—1],p
Qutput: z€[1,p—1] and k, where z=a~12* (mod p),0<k<Sm+n
—1

L u=p,v=a,r=0,s=1

2. k=0

3, while(u#1,v#1)

4, if u is even then u=u/2,5=2s

5. else if v is even then v=v/2,r=2r

6. else if u>v then u(u—v)/2,r=r+s,s=2s
7. else if v=2u then v=C(v—u)/2,5=s+r,r=2r
8 k=kt+1

9. if v=1 then z=s

10, else x=p—r

11. return x and &
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Input; aE[l.Z"‘—l];p

Output: x€[1,p~1] and k, where x=a12% (mod p),0<k<im+n—1

l.u=p,v=a,r=0,5=1,signr——1

2. k=0

3. while(us#1,v#1

4. c==u mod 4,d=v mod 4,

5. if ¢=0 then u=u/4,s=4s

6. else if =0 then v=v/4,r=4r

7. else if c=d then
if u>>v then u=(u—v)/4,r=r+s,s=4s
else v=(v—u)/4, s=s+r,r=4r

8. else if c=—d if then

if u>=>v then
if #4>>2v then u=(u—3v)/4,r=r+3s,5=4s
if u<(0, then s=—s,u= —u,signr=—
signr
elseu=(u—v)/2,r=r+s,5=2s,k=k+1, goto
step3.
else

if v=>2u then v=C(v—3u)/4,5=s+3r,r=4r
if ©v<<0,then r=—r,v=—uv,signr==-—signr
else v=(v—u)/2,s=s+r,r=2r,k=Fk-+1,goto step3.

9, else if c=2
if >vtv/2 then u=(u—2v)/4,r=r+2s,5=4s
if u<l0,5=—s,u="—u,signr=—signr
else u=u/2,s=2s,k=k~+1,goto step 3,
10. else if d=2

if v>>utu/2 then v=(v—2u)/4,s=s5+2r,r=4r
if v<0yr=—r,v=—v,signr=—signr
else v=v/2,r=2r,k=k+1,goto step3
11, k=k+2
PEIEE PR,
12, if u==1 then
if signr=—1 then
if ¥>0 then z=p—r
else z=—r
else
if 70 then z=p+r
else z=r
13, else (v=1)
if signr=—1 then
if s=>0 then x=s
else T==p-+s
else
if s>0 then x=p—s
else r=—3s
14, return x and k
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