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Research and Application of Network Security Interaction Model
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(8chool of Computer, Northwestern Polytechnical University, Xi’an 710072)

Abstract A self-contained security interaction model (SIM) is presented in this paper. This model is accordanted with
the standard trend and {ully scalable. Meanwhile, security interaction protocol family(SIPF)is discussed. Security inter-
action message description model (SIMDM) is defined to describe and format the security interaction messages. Then
the security of SIM is verified according to combinatorial theory of security protocols which are independent each other,
Based on the fact above, a firewall system, which has security interaction ability to manage other security systems, is

designed and implemented to realize coordinated interaction and dynamic defence against illegal intrusion,
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1) A, B; Initialize Session(A,B);

2)A,B: Setup Tunnel(A,B;0);
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1DA,B; Setup Tunnel(A,B;n);

2)A—>>B:Priorl,E(Kab:[ Ta|Na],B, Textl);

3)B—>>A;Priorl ,E(Kab:[ Tb|Nb], A, Text2);
4)A,B:Setup Tunnel(A,B:n+1);

5)A—>>B:Prior2, E(Kab:[Ta'|Na'], B, Text3);

6)B—>>A . Prior2, E(Kab: [Tb' |Nb'], A, Textd) ;
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(entity)
{event)
the context of event
{/event)
{status)
the diversification of status
(/status)
{/entity)
(factor)
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(initialization)
initial status
(/initialization)
(condition)
the requisite of condition
{/condition}
(/factor?
(association)
the association of event
or
the association of status
(/association}
(response;
the format of response
{/response)
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