£ 000 http://www.cqvip.com|

HEHLELEE 2006Vol. 33No. 5

EF SSL iy P2P £ B SR )

I % FER BRER
(B FHEAFITHEAFER KA 610054

W E 2P MARMNPPRELENESAL, AAGRY LARFBRIEPP FEABFHBOR TN, &
kg BN, 45F Bk 8, — A T SSL 4 P2P &4 @T A, £ A HH X CA f SSL #it#} P2P % &)
B ELARE, RYRAEAXBEAR, TAFEREASAA G PP Y b, A KBERAN, AMYT
ITHBHA,

LR PP, &£4iAiE,SSL, &4

A Novel P2P Secure Communication Model Based on SSL
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Abstract Security is always the main problem which restricts the development of P2P networks, Current models can’t
guarantee the authenticity, confidentiality and integrity of the data in P2P communication. To address these problems,
this paper presents a novel SSL-based P2P secure communication model. The distributed CA and SSL mechanism are

provided in the model. By using layer-independence technique, the model can be inserted into existing P2P networks

easily. Results of simulations show that the proposed model is feasible and efficient,

Keywords P2P, CA, SSL, Security

1 518

P2P MERHT 2460 C/SERX, BN TEABRAYE P
PLERBHEYARENRS, Rt B HREE, hEEY
SIRGLR % . XN RO Rk R H X o A TP A% L 4 =X
HE SR UMESR AW RIELHE. HI,P2P 8125
RAFEMRBESMELFES. AT BEEMNEREME LR
BN, T2 A H 4 P2P Mg AR EENE.

AT HRIE P2P RET VW EANE &M . MRA RS
TEHHFR, X[1]7 P2P REPI AN EHNEZ
F AT RN EM TGS, ZYRER T - ENELE
B ARTEDLRFBO I BEHRTF PP XS LY
SHPIE, FI TR A M. SUN ) JIXTAPIRH Ja-
vacard. Security Z2 R FBFARBET IXTAFEEH P2P
MAEEE 2., M Intel ) P2PTL (Peer-to-Peer Trusted
Library) B1& | IR T — 2 2B R FE P2P i AR %
2,845 TIAEMR S Identity, i # AR F Store MEHEH MR
F KeyWEFE, LRNILHARTAHEHEEGHELHK
) P2P B2 pi - AE A FRIBE A K P2P MAINE &
28 P2P R,

EXEHEWE—ERN PP NEZLEBERER. XA
4+ CA (Certification Authority) fl SSL %22 8 F HHY
SHREE P2P R b s B HAE, BUB (SRR E BB N =
s, BRIRABRELHEAR Layer-independence( B » 2K
LHMBRAHEE »n—1 A nt+1 BRELH) , EBEZL2H
HIXTETA P2P M4% R FR SR E AP AR 45, 37T LA 7 (B Hu B A

BIHA ) P2P REF,

SCERSE 2 X P2P PSR A N % 2 R BT IR R B9 507
%3 WL T P2P 244 CA 1 SSL K Z2WFHLHL 5 ¢
W T RABNE RN BEX 2O0HT RS,

2 P2P MR R LB H

P2P Mg &1 AN EEEENZLRM Y 5
A SOEEE.EERHGBANERERYE,

o BHUHAGE #0424 ( Certification Authority). P2P ¥ &
HAAR B HTh, 5 RERERIAN T S0k,
Bh 1L 1R B A AR B ST .

« AR{R#H: (Confidentiality) , P2P &~ ZE— AT
BRI SR b, 45 R B (8 B S DA SC R O A8 8 , 5 AT RE R
B = BT, T B BN .

« BAR e W (Integrity) , BIBEHPHERENER, B
EMEFERSTBERBEATA. WK, P2P PRFR
B MBI R R e .

&3t LR =N alg, A SCET SSL AW T INTF ARy
£

SHAIE. AIFEHHEAMA {FH% =F CA(Certifica-
tion Authority) , 325 45 RAIFAT S EIAGE. % T RiIiEESH
RAERHAEAF(MAREZHF),.SSL BRIEHHE
FERTHPHEREFIER, 85 8 E SR E S 7 5480
B,

REH. WARELBBREAEANHE, 2
MEEEE., DEERSEHPERNTAEBE%E T

OBRTFRBLRRESHME RS FEH2002]-546. T W WEHSRA, LTERAF M. HHCHRE, P2PHA. SBR #
By LTI, EEFRG W RO RERLE FRES., RWB WI0Rs, TERR . AR, P2P iR,

+ 104 »


http://www.cqvip.com

WAL, MR EIE R DT 0T & BT KL S BRI R X B X i
FXREL. '

SE®ME, SSL FIFHBBR LM hash &%, @A X815
B R BUR RIS B T B 1.

SSL #MKSEBR T SOCKET B, Fr R MR
ZIAl. SSL i PN3E R VA Hril 4B AR : SSL 12 RS (SSL
Record Protocol) #1 SSL 8 F #pi8 (SSL Handshake Proto-
coD™ , SSL {7 s M3 <z 78 7T Rk A5 M M (i TCPY 2 &,
HREH IR AR S R NS S E AT BN K,
SSL 8 FHMUE v 7 SSLiZ R Z b, A FE LM IE
&8 TF 9680 B A5 XK 47 S BHAE B R N BE 3L L 3 e
HEHS,

3 P2P RREHEMEMIRIT

SSL HET X, 509 BUSEAIE H50°7 A 3 i A SE 4L 51 B 45 2
P2P MI4&h 545 5 2 IR %2 258 15 R AL B BT AGE .,

3.1 P2P b CA ¥

P2P MEERL BB SO S WAEAE, T84 CA
O, BabEL N P2P MMM, EREENE, 24
CA WU B BB 2 75 ¥ 4 P2P % Tovk 2618 AE, Befd
PP Mg R hT o,

£ CA MR YME B 7 AT LGB % L3R 191, Bk 9
P2P Mgt , 0 7 A HEANAIS B IAE AR 55 35, RATISR AR X
#IBARL ik P2P Mg it BRE 1 3R, FEME A BOK, B O 1
HERET SRS, TN CARD, BYAEXAAY
P2P S FRRIFIRS , SREEAERR % . 47 S3RBUE $7¢ , HEE R %
MO, BT AE M CA, I 1 FiR,

Node
8S\lperNode ‘
E1 P2P Mg+ CALrHE

PZP %5 R SURHAEAR S AR CA RBFHRIS AKX
SR AN IX S5 IAGE , B0 P 2 AR

RIS HEIAE: SR N1, N2 Z[E]#17 XUsHATE, °f LA
WA HEAER %48 CAL #17.

- ,
—a . .
------

O Node
@ super Noce

B2 P2P M4 AEL

£ 000 http://www.cqvip.com|

X3 (A A A E : SN R N1 B/ 54— KI5 & N3
HTELEFE, ENZAMGMELRRE N [ E S KEK
CA1 #4781%, CAL Il H 8947 & N3 £ 5 5+ —~ K i, CAL
I CA2 #3R o N1 f1 N3 Z A 43 fie— A &iE# 4. CA2 =4
HEEER, BIEAA N3 JFE T CAl ES N1k
N1 #0 N3 #8887 L0 R A IE

3.2 P2PR2EMEY

WA R AODU 7218 F 3 B AR B 7 A IES
B CAAAESR, THEF LI T P2P 4 A (9] 6 X0 (] 5
R BAXBMREESE, AANRLEEZN.BFH
WRHAITARZEE, TR AMNEB WEFIRMEA 3 fr
N

Nodc A Hello
Node B Hello

Node B Certificate
NodeB.random

et}

Node A Certificate
NodeA | Change Cipher NodeB

FIN Hands!
haks )

- Change Cipher
“FIN Handshake(MAC)

Secure Communication

B3 el AT ,R BR SSLEFIRE

DHFRASWHEBBRVETERE AUERRAERSE
B35, i &4 A A BEPLE NodeA. random,
DFMBWBTHRA REKNER, HFHLEFIS.
TR TR B AYHER . ¥ & B FEYIE NodeB, random &
i BEHZBERHTA BRFN, s MERFKHE
A BP0 X=NodeA. random* (mod N) ZXBH =S A,
DHE AR CARAHRIET X B AHIEBH &3,
HAWE BRAFHN, sp) BIEW S BHSH. B
NodeA. random= X" (mod N)= NodeA. random*>*
(mod N ) (1
FHR D BSL, MBRIAY & B B0, RIS 50 8 3
HHRAXNAERAN R A FHXEGER AEANTLAA
FAEH (N, csk) NS B35 4 B BEPLE Y= NodeB. random™
(mod NYFMAH & BAHAMTBEHH A A B EHE
#4 B=PreMasterKey®™ (mod N),
OFE BRARKENTFERIEY S A WAHAIESHEE
HRES G FEAHAAN, sk 3 B i
B = PreMasterKey™*#* (mod N) == PreMasterKey
(mod N ) (2
Bt R (2) ,FBATE WY PreMasterKey; FIbt, # S
INE ARG B R A A T R A, 2 IR B U vl 6 0 2 L
i ERBFLRE, BENTERBT 3 M HENREIE,
Al NodeA. random, NodeB. random ! PreMasterKey. LA
TR RS ASh A A R E B4, 800 o 4 8 AR SCIA
EHH.
F i, ¥ 5 A F1 B SRR AAE, I — B B HE
EEHMMEENESEESE B TRLER, P2P AR
+ 105 -


http://www.cqvip.com

R #TE 28R,
3.3 P2P R BRI
A RGR A RSA BB, KLU T EXBH
MEXERETHEEEE, HESRBERRESETX
[8) TR, |
ER1 WBHFHNRETIEN F=THL ¢,q HE
¥, L HIERH,P=2RF+1,R WS NEFEBEK o &
i)
a’ '=1(mod P)
ged(a® P —1,P)=1(i==1,2,+",5)
W PSS REFEEMmF +1 HER, »>1; 5&, MR

F HAFR &Y, ®F>/P, Il P ARH.

4 R

BT PG ASCIR Y P2P BB (R, MATHEFT T —
M X%, (5 E AR SRR P2P W& P4 E,
BRI N 5 § PC(CPU, PIll 1G,RAM; 256M, OS: Linux)
5t 100M AKFEEB, RBFET 2000 415 S# P2P M
&%, Hrh CA fhuly 5 4, £ 30 5000 4, BE ML BL B BT
A, WEMEEHER BN, BMEPEHET
BHhPEHERELS 20 K%L,

16

)

LD 3 SO IPU- DN S AN

Handshake time (s)
[~ ] -

..........................

-
ewn " . 4
» . . . »

84 128 256 512 1024 2048
the length of key (bit)

A4 EFaEBEE K EOEL

0 00 http://www.cqvip.com|

RIMGFE T BB 64~2048 2 0iE BRI MBS
LR, T MRES T P2P ME LB FIUHENN
|, &R A 4 Fiw.

ME 4 hTTE B KR, WS TR T R
¥, X RENBHNMEEEEE . UK CAIERERMETH
X BSHEKENEMN. FHRE, HEmmnTE
e/, Bt AR A B 2 B St B e e R K. By
BRI, %R U LAY 1024 {1 B IR, 35 A UAHAE 48
FATMTE 6. 2 8. XA P2P IR 45 TR A w8/, ifi P2P
R4 B 1A E 2 K8 R B ARIE.

git AN P2P AT AR 2RBEHLT T 4,
BT~ P2P R4 W EHE, BESRAS A CANE
s, FEFET SUEME P E A SSL thisl. @t s i HiKR
BEBH , PR AR AR Y SR B R 2 AR TRt E
BRI,

$ % X W

1 Golle P,Leyton-Brown K, et al. Incentives for Sharing in Peer-to-
Peer Networks, In; Proceedings of the ACM Conference on Elec-
tronic Commerce, Oct. 2001

2  Detsch A,Gaspary L P,et al. Towards a flexible security frame-
work for peer-to-peer based grid computing. In; Proc. of the 2nd
workshop on Middleware for grid computing, Oct. 2004

3 McKean C. Peer-to-Peer Security and Intel’s Peer-to-Peer Trus-
ted Library, SANS Institute Information Security, Aug. 2001

4 Bailes ] E, Gary F, Managing P2P security, Communications of

5 Gupta V, Gupta S, Chang S. Performance analysis of elliptic
curve cryptography for SSL. In: Proceedings of the ACM work-
shop on Wireless security, Sep, 2002

6 Chadwick D W,Otenko A. The PERMIS X, 509 role based privi-
lege management infrastructure. In; Proceedings of the seventh
ACM symposium on Access control models and technologies, Cali-
fornia,Jun. 2002

7  Zhou Lidong,Schneider F B, Van Renesse R, A secure distributed
online certification authority. ACM Transactions on Computer
Systems (TOCS), Nov. 2002

8 Hastad ], Naslund M. The security of all RSA and discrete log
bits. Journal of the ACM (JACM), Mar, 2004

(L% 83 T
4 REMERETA

PR, ARIR(UE SR T 7ER B LI Anycast 3%
REY M ARG, R ERTE IP BRUSHNRAL
FpBER EB S A R B A Anycast R IR, LA KREE P
S5R&B2REFEEBERE. BEENE, AHEM
HT1E IP RAEERY BYERE, 1 Anycast i R 75 b B 57
B o) g, HR RS AR & MR A, BT, AR
B—NEY R EEERN Anycast BEHEY, TREF A
Anycast # BBV X BRES W 5 00 IR 553 SR 38 51 b 4 A
REANRA %, E A R ERIFH RS, R AR
WM T Anycast 4R B A A7 5 AR T AL L 4R PR B bR
iE & P REME R RS .

AR 5 SR A 4% 7 R R PP DA R th il ZR BR AR 17 b 3%
2, H AR B ol 85 AR Mk, A% DNS R %528 . %
o B L FAR LA BB 57 250 indesh .

EABRE T, T Anycast #iH B E5F W2 AENES
AL AT LA S R 3tk P45 T L B AY . B X 84 9 £ A
BB F A LMY, BR Anycast IHIBHNTHNEL
o Fl— e SR BRI, (5 B T A0 81 PR 3 R4 0, B I, ) R 4% 9

+ 106 -

EFRMAEH TR,

BAT, R IPv6 R E T ETRE.

4FI®  Anycast B Ipvé B — P EietE, B0 L RF
LIRF. AT IPVE AUERIFAE T 48 H T 33 Anycast IR
FHH— R A IMBUER, FLUR R S AN AR AR IP B3
W Anycast IR % i — M. Anycast fE b —Fh# R
BB AR, BEAENNR. AREEEEIFEZRE, A
H— BTG,

% XM

1 Partridge C, Mendez T, Milliken W, Host anycasting service ,
RFC 1546, 1993

2 Deering S,Hinden R. Internet Protocol Version 6 (Ipv6) specifi-
cation, RFC 2460,1998

3 Hinden R, Deerings. IP version 6 addressing architecture. RFC
2373,1998

4  Hagino ] itojun, Ettikan K. An analysis of Ipv6 anycast Internet
Draft. Internet Engineering Task Force, 2001

5 JohnSon D, Deering S. Reserved Ipv6 Subnet anycast addresses,
RFC2526, 1999

6 Katabi D, Wroclawski ], A framework for scalable global IP-
Anycast (GIA), In; Proc. of SIGCOMM, New York: ACM
Press, 2000, 3~15

7 Narten T, Nordmark E, Simpson W. Neighbor discovery for IP
version 6 (Ipv6), RFC 1970, 1996

8 Huitema C, Routing in the internet. Prentice Hall, 1996


http://www.cqvip.com

