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Administrative Usage Control Model for Secure Interoperability between Administrative Domains

HONG Fan CUI Yong-Quan CU] Guo-Hua FU Cai
(College of Computer Science, Huazhong University of Science and Technology, Wuhan 430074)

Abstract The heterogeneous, dynamic and self-governing in local domain nature of multi-domains environments intro-
duces challenging security issues, Despite the recent advances in access control approaches applicable to secure interop-
erability between multi-domains, there remain issues that to perform role-based access control model in one domain and
implement security interoperability by translating role of foreign domain to local role. Amongst them are the lacks of u-
niform administration for role of foreign and local domain, In this paper, we present an access control scheme that re-
solve these issues, and propose a Administrative Usage Control (AUCON) framework which corrects the security
shortcoming of previous model and administrates user-role assignment for local and foreign domain with untie method.
The AUCON model provides flexible enough mechanism to distinguish user of foreign and local domain and enforces
more strict control for foreign user. While retaining the advantages of traditional RBAC model. AUCON model is being
implemented in our experiment,
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