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Design of the Security Algorithm Hardware Unit Based on FPGA for IPSec
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Abstract The hardware-based implementation of the security algorithms, such as block cipher and message authentica-

tion, can effectively improve the security processing performance of the key network equipments. In this paper, a secu-

rity algorithm hardware unit including Advanced Eneryption Standard and HMAC-SHA-1 along with their substitute
algorithms for Internet Protocol Security (IPSec)is designed based on Field Programmable Gate Array (FPGA). Simu-

lation results show that the security algorithm hardware unit can greatly promote the processing speed of IPSec.
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