THEHLRLE 2006Vol. 33

Hash & ¥ SR BB 614 T BE T 52 )

¥ e BERE
(ERE ¥R ENAHFERHAFR TIK 400065)! (BE AT EANERE
(FHWMAEAFALLEEHA T FK 400715)°

# /K 400030)?

M E MAInternet AR RH T K ER AR KGRI F MRS L FFETHBQHITEN ik 5
X ABBOSANFTEAEENAETEL, Hsh HERA TR E A EARER, FIATAGARERE
REF|FRGITE, W THAKRERG OO RO E RAT C ETHETEI 85T 5 AKX, RS
#t Hash # &5 #7 R, Hash ik A A RO M ML KB T LHE, T F bR 5R,

XRIF  Hash Fokk HEAP R AN HFRRE KOS L

Research on Hash Algorithm of Packet Classify Into Flow

QU Zhong"? QIU Yu-Hui*
(College of Computer Science & Technology, Chongaing University of Post & Telecom,Chongging 400065)!
(College of Computer Science, Chongqing University, Chongqing 400030)?
(Al Research Center of South West China Normal University, Chongging 400715)3

Abstract With the development of Internet technology and improvement of application technology, real-time and fast
packet classifications have been applied to more and more services. In this article,an algorithm with fast classify packet
into flow was give, It takes Hash algorithm as main idea,and speeding hash search with the localness of flow. Accord-
ing to the characters of high time precision and object-oriented,C* ! to emulate this algorithm was choser. At last, time
complexity and space complexity were analyzed. The analysis shows that this algorithm has nice time complexity and
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space complexity and can achieve fast shunt.

Keywords Hash algorithm, Flow classification, Localness of flow, Packet classification

1 5|§

& Internet SUBERY AW~ K5 10 ) B AR B AR Wik 4
R Bl %5 7 B3 BUE AL AT S AR A Ay 2. FEXT
RIS AT S MG R ILSY AT B B R ML
WEERT LU B ASN, AT LUR SR M. A a9 HL0 RE L Qn B
hF B R PR AT EEOR PR IR SR
FANEETRAN AP R R, ERT LHESER Y 2 RR
AT ATRS B4 B0 R A X #8250 B T R e SR
TrEE AR BRI R M A B WEE, BT
MR SEF KPR ARHFR L HEE SEA MM (3
528 BT RO (9 AL ) 0 3 2 10 AL T X A LD AT
By, BRFMHARAESENARA. EERA
fE LV R 58— BN PR i R TR U () 5 88— 00 /22
RO | 75 A0 R 48 R P A T8 28, — MR Ui A U &
AAREE /N TR AR K .

PR e EMIER E 4, TEM AR P feik” IR 1P
k" R S B R 0P 1 BT

EiFIPMAE WP HAE BRBR
AL
J— ~
192.168.1.1 192.168.1.1-
1 BB EAL

B AL B R X 18 o T 5 A B O RUR L
FTALEE, RIAL T B TIAE. BUE BLAL FEBE A 7E T 45
Bl , W TEBA/DEME ., 57 RMS P08 LR R
FH BRI T B SN HE RGN ATI R E.
B RATIRE, e TR AL M E R B, LRk B
TR A T

STFRIE AL, B 2 A KB A SCR & 3 e LR
AR E LS, BIRAAEA S -EREATE.

(OB aREERE; ORERNE; OOREABEN;
(O E/FEEHE,; G)RFIMRREHE,; (OZ 2L, (D
FHAEHE.

— BB A B 2% (OB R 20050 Th B B o S 38 £ A0 38, TR
EATA - IR BEVE D 48 AL FH, W 4% 4k B8 55 o) 45 Ab 38 3%
(NPY BB ARF RS, Mg HE 245 R4 ThAk, M
P 45 hb FR S 58 R R4 AL FR RO 5K 2 AR BT .

2 “rHIRMERE

AR T AT AR “FL#H T R RBE L. Wi A
AR IR T4 58 ” “ BAT HEIR R/ B sk i iy
AW BT F—A TCP EHMHTE S H"F . A%
BT —AMREEE SR MFE AR/ B S5 A o
W LW BN W S R B R A R B IR/
H A hE 8 5 X S A AR . BRT B 45 H e 2 A b

I E 4 B R RS ERIT /4 SRR S B (No, A2004-19) . FIF+H E KB RIT0 A (No. 2002BA107B) f1 8 KT AR B 5
&% H (No, 2004BB2182), W LB A, TEHF I BNSHEA BRAI RN AR KL NS, BEE 8,

WA RW. FEHRI R STEIMHEAR A TEES.

e B7 o


http://www.cqvip.com

Agah, ABERRHE LB IRBREER.

B B R 4% TR 1 0 BORE AR 95, L in WEB T, FTP X
1 SRR R — BRI T AR, TS S MR A A I
Hydhk 7 B UR 1P Mohk. B TP el R DS B e
5 WML B RE R S X e R T IR -
EtX & WEB R i & FTP X 4R Tl — 4. XL
WEB I m# FTP XS Bt zin, £—14
ARt RN EE S — 4 B TR A WA B a0 AT AE VAR
R, BB A SR BRI B 9 SR i 3 (Local-

ness of flow)®,
3 #%(Hash) &%

B (Hash) Bkt BR B i vk, R — PR LR R 7
B HEARARUCETOMEN A ER B —E R REUKL
F GRS RS0 » T R 7 B R B R AT PR EL A
¥ A TR R RL) W S ARSI AR TR
£, BREFREE AR CRTH R ARG R H
Ak SR S5 B R A okt 27T L 22 B R AR L BT LA RO
AR BT — gL . RBTEFM SR
R (e BRSBTS A R AT R AR

OB o R A3 L T AN 4R R
B E R RLZ R RA T R E R, ZRTR N
FEREBW/NMEII MR, BIITR LEEANRERRE P TE.
FRE REREES FAEED, RATHBENRR S
ik, B AR MR AE S B4 B, SRS HEATIOUR AR AN, B
EHANESE R A RO KBTI E L B B H AL
BOAEAL TR TE R B, 18 B M e BT RO BE LY.
SR AR L AT LAY/ b 2 AL A Bt B v %, (R LM A T 8 1
BRIk AP — BRI AEIRE oh 2 A
FEEEA A, — R R 51— M T AL R
FEARED KA T R R TR RS s

4 HAERTRHEBERENEA

FEMHATEAR MR AR IR, TSR 4B R T R D WA —
Ak BB BLIY S 45 SR AT BT, W2 SR B AR [l /g —
A B A AN A R AF O S SR ELBR LU B4R B A SR B0 T R
PERRHCBE . BORERR AT LA B XS R M R B TE R
AL —REHB T BRI SRS R . WE 2 Bir.

B2 BN R R I FUR A9

5 ERERNR"HASMERENER

B 25 B (R AR, i R R 34, 77 s TR I SR A it
BTSN SRHER . B, R OB A, bR
. 68 o

D000 http://www.cdvip.com|

A 1P ot B 2 REHAT R G, MR AT P RTFRICRAB
1o B TR R IT AR B SN AR P, L 0 B B vh, B
BOFEREZS B AT LUK BIA BT Ak s . EAH LS,
FAT EEERE TS, B RE AR RS AR AR
PR 288585 357 T J8 O B B TR AR S » LA R A 1 45 B 1), SR
SER TER B 2 RN .

55 51, 76 TR L B IR B R GE A S

PERRHE, —AH WA 2R W TR B S B 1] Y Bk R —
AFATTREYE LB . SR PR A0 R0 A TR T R A A st
WTARIC o AN S P 451 S0 B0 . 40 1) 2 3 S35 T 3 44 B )
FRIT , AT LA 35 T UM N AR 4R AR X R T Lt — 5 4R
OISR, IE 3 BN,

HEEH | MEEEH  V
g e e L e e
mx
| ] L B
| [
BNLB p—_—

B3 ERIFER DU AR I R A B

AE S R TS SR FE R SRR A .

ERERIES SR I FEPHITRETEY ERE
ZAREIERB T, BBAEAE = .

WA WAL T

H—3b RS 1P #ink, B &Y 1P sk 1T EGH 3
B ET K, 85 a3l BT & s 8 K ¥k,

BAE RBEFIHANERXET K HE, BIBIIR
AT R . INRRBIWAF RIS RAOEER. MERRAT
MEEE =4,

S5 TR AR AR B W A S R — AN I R X A
SE—ANET BB R 3 A BIC BT KX R IR i F R
EREBE -

6 HEBTRAMEDH

6.1 HERKRE

FEFRHET C HRRTAEL, UABHENE
8P E AR SR U R s Windup 34458 o W W W 4%
IR AN, BEiEAT Windup BB L% Wincap
B RREGSRAFT R#EA Windup WK HEHF RS
& 1T windup -f -n>>f: \weizhi\s. txt, XHH windup ¥ F4E 15
A 2R B2 BITE {2\ weizhi\s, txt XHH, 3T HERHES
PEATEHE, MBI TR R

172,19, 88, 25. 133 > 202. 202. 43. 121, 23

172, 19. 88,59, 138 => 172.19. 91, 255. 138

PrE B E VCELHL7E VC F#FIRNFRE 15,4
TEHLY 3 b A9 IE BRE [B] R AL B 50 A B A e ia], e
st AR AR 10 ¥R KR . GRIEA S X HHIE
AHME 10, S EIEEHE 200, BERFM B E WA 4 7
Ra

6.2 EFPRAINEXHIRES

# define size 15 //#1 77 A%

# defi ketsize 20 / » —IKEAZ K AL, [F B
i Eini < s
# define number 20 / * number ¥R IP By IP IR, B

SOMBEKE «/
/B AR A R


http://www.cqvip.com

struct ListNode
{ char = Keyl; //{f IP #hht
char « key2; // A #y IP Hiit
char = key3; //UH¥RTI
char * keyd; //HBy#EH
ListNode = link; //$%354t
int time; //;Eiﬂﬂi‘iﬂtt?ﬁ:&ﬁﬁ}: WHRE
Ha%hTablc( )5 //HUBIF R T R

[ ﬂﬁﬁﬁﬁ?ﬂmiﬁ |

!:?'Dilé? I3 S £, 4 F S Ae B (] 4 0.0

ERipigetai g @E!EI‘J
il Ay A SR A B

1 @EBUZ#FFFJ#?TfUﬁ?F |

ﬁﬂﬂﬂi#%ﬁ&l

R gl e vy
Hb b S S R g A

-3
==
b2y
18 e a0 4T ord it
T packsize ¥
SR B R ER e i
[FEmposcEetn | [SRESERHE |

R4 BERER

6.3 BFEPFFEAENEYREEH

(1)HashTable()

PR EE X HashTable 2589 %t St T 9184 4L .

LM H R R PR size WEBBBIIENER,
BR TP, B e IP, TR0 O, H B35 0 RE A 2 R 3B B4
wHEERO.

(2)char * % HashTable. .
* z,char * w)

RETIEE W RE TR, Xﬁl%ﬁﬁﬁﬂﬁ*%@ﬁﬁ/\ﬁ
HERIP, HiY 1P, s O, BRI O S0 0E 2, v, 2, w 8
2, NEA 5B ERY S N B SRR TP B E Huk,
R B, R E O,

B8 . REGRME P,y RARRHE K IP, 2 R
AL B0 TR 1w 2 FRTIRAY SR O .

SEHL N SR A R RV R 2,y 20w TG B
WA AIR 1P, HAY TP, IR A, B B3R 10 4 54T L8,
WSS BIAHSE, W R BN E5 R, 4 W, BT SRR AE
AR, EHE IF R EBE Y S MNE R B5EFR IP K
HHhE . G0 AHIE U A EO R BOR AR S, R AR IR] L
R PR B, IR EE IP, Hey 1P, W O, B MmO
DG x.y. 2w A, WA TR AR T, E O AT AR AE B ]
fras, AREIE FIRBEY SAMNER . BJEIRFIR IP (9 HE #
fb, EH A LA R TR LR A RE], WE R 0,

(3)int HashTable: : HashFunc(char * x,char % y,char

* z,char * w)
BB KBS
BH o REIRAKNRE IP, y REIEAK K TP,z B

Find(char * x,char * y,char

D000 http://www.cqvip.com|

FEERERD,w BB K ERRO,

SER 1 R SRR 1P ER RS RE AT
FEATRUIEE RS R IAR ., W BT ISR A &7 1P dbht
BHFEEZM. SREREIP, HK IP AHMBE G, MRS,
B i O S48 BB AT B i Sk A S 50T, 715 B A Al AR B, R
HBATHS BSEESEN,

(4) void HashTable::
char % z,char * w)

IHRE fRA— AT R

BW 2 BRAEMIFEAN LT P,y RERBAYSHHE
) 1P, = RAE R A Y SR O w EENBATSAWEN
WO,

SEM A — 5 A AR ESR A S A R
o5 BT 3 LA L8 4T 0 1 A 4 0 U A E L IR B i
A QS AR AT A 0 B A 45 BN S A B TR] SR14S
SHENRETE. FAEM Guard T 1 RIEEA M 5.

(5) void HashTable:: HashDelete ( ListNode * p, List-
Node % g,int j)

THEE  F 55 S BR SRR T SR BTSSR B .

BE . p REMBRH SAWAT— T 8, ¢ ZEMER M
H 7 BRI ROR

LR IR A SRR T, PR T B
gk ne T REH M. SRR ERETERY R
BOBE AR AT 18 5] B B SRR ST 98 ) RO o, SR FE K FLAIBR:

(6)void HashTable: : HashSearchDelete()

RBIAE N E— AR TF B I T % 2 BT A R
FE BB RIS BRE Y sUMIER .

LI NE TR R, SRR R
B F 0 BT SRR — RIRAE RO B AR 75 5 R R IR =2
ZRTF 50050 RIGYMIIRE L ESEAAT 50 MEEAL
HUAE B A AT TR R TR — e £, T
HEAEZ2AESFIERAA) 398 A R% HashDelete()
LM SR gk, EHEDHBPI R M BT A I AR
TR,

(7)void Devide(int £, HashTable &.s)

PR THEE . A BrhECPHTEUR 1P, B A IP, O, B
M. F98A HashTable 258 s B LA ST E 22 . FHA
FH R AR B 2 A FE TG IR A T B .

BEE RN B EINERZAZFHEECH,
s J2— HashTable 25X R ) 14 .

LI NE— TR IR, R AR — TR
R, BIRATTRRS N IE, RGHE LA RS ZETH
FHEHEREME—N/OHNFHRES . REHE T
MEEZ BHSHRE-<FES XN ERFEME /0 FRHRE
W =, RIGHE T — BB RS AR R R K H B F
BANESZHEABRITEEM /0 FBRES v, W
AN E BT AR LR AT FARES w,
A HashTable 259 Find 5& %0, 11K 25 8% WPRF 2046 A
Wy, YA BT A M E RS, B R A &% Hash-
SearchDelete() , il g A~ 36 BRI

6.4 FEFFehUAFINOME B A KN

(1) ¥ stremp

PRBUEHI K int stremp(const char * strl, const char #
ser2)  JUTh AT IR BB B AR serl B0 ser2 B EAEER,

(FH# 86 7

.69!

Hashlnsert (char * x, char * y,


http://www.cqvip.com

B BATIA N, A WA B FRHR B R E KRN
AR R RN B L T A2 B o PR AR b K B ML M 2 1 ) T B
AR B R B2 REGHRBR L2,

HWIE  ASCFI A BLP # A, Biba # 5] . RBAC LAY F0
15 BVRAR R B FE A 1 I3 35 % SC (5 J48 H 6 7 ) DX S 7t )
BRRBREWBIT A, B0 T REREWO RN, o2
X X S AT AT EATR A B8 R 200, MR Y
MRREZ 2, i a R A X 50 1 % 2 h REGH R
FRFUBRE A B TR B L RS BHSHTR .

2 % X i

1 GB/T 9287, 2-1995. {E BALEBRYE . M EERFSEHIE 2
W AR REH

2 Kent S. Security Architecture for the Internet Protocol, RFC
2401, 1998. 11

3 Information Assurance Technical Framework 3. 1, 2002. 9. ht-

pooo http://www.cqvib.coml

tp: //www. iatl, net/framework— docs/version-3.— 1/index, cfm

4 WHERE R e R EEERD] HREHE L, 2003,
10:1-~2 :

5 BRME, B ARMAFH RS RGN R ABBRIMI: [
e 3] RS WY1 K2, 2004

6 Bell D E,Lapadula L]. Secure compter system [ R]: mathemnatical
foundation, MTR-2527, Mitrecorp, Bedford, MA, 1973 ( NTIS
AD771543)

7 Biba K. Integrity Considerations for Secure Computing Systems
[R]: [Mitre Report MTR-3153]. Mitre Corporation, Bedford,
MA, 1975

8 Sandhu RS, Samarati P. Access control: principles and practice
[J]. IEEE communications. 1994,32(9): 40~48

9 XFA B/SEAGRLLEAZN—MEX LRI HTBIHM
#,2004,31(9A):217~219

(L% 69 T
Wostrl AN ser? B R BB, 2 serl %ﬂ: str2 WL, iRTE O,
M strl KF ser2 B, 08 [6) [E {8, 76 68 B AT RE 2 8 & SCHF
string. h FERR L,

(2) pa¥k-frime

REUERY void -ftime(strret -timeb * timeptr) timeptr §§
I} SYS\TIME. H s SL 5036 4.

BRH-frime TEER 24 67 B (7] H 45 H A7 7K 2 B 46 4 timeptr
$5IE BRI . -timeb Z5H7E SYS\TIMEB, H i ¥, &
H-ftime #9050 HEE IR 1 R,

A1 Fdt-ftime 89 MR FLELE

B, W{E
dsiflag IR LT RAR S8, A RIER (S R-tzset 3t
SEXHATRRE.
illiom AE-PHINEDR. BE—MEFLEE AR
milliem FFIEHNE 1080,

time | M 1899 %€ 12 A 31 H 4% (00,00.00) B &
A8 A O IR R 18] 1) B 5 X4 b A (] B9 25, AP R LA time-
timezone | zone HI{EEARIE £ R E-timezone (£ W -tzset) B 15
EH,

-ftime BR¥CA timeptr BT 15 o] 4 S RIRME . & A& [H)
H, FRTEMNNZE SRR includedsys\type. b)Y & # in-
clude{sys\timeb. h},

(3)getline() %Y

R E B % istream® : getline (char * pszTarget, int
nCount, char delim=*“\n"),

SETAYTIEE A SO AP B — BT SO IE S (1 R
B pszTarget B F I BOIE BN XA FRFHA, 2]
nCount 8 & LU FRF 80, delim J 45 Sy 2 1048 5 A% e
KRR, BIAMDRAR \n’ QRN EDIEREIEAZE
R {di FH A R % 405 B 8 # include(fstream. h),

(4) B strlen(d

BE BB AY unsigned int strlen(char 8st7)

MBI IIRBA T ser PERF DB A LIFREF O,
IR EF R8BS 4 include(string. by,

. 86 o

6.5 mMEMSBEREIN

R BAT B (8] 43 S AR A, BT B R B IR (B R
T ) BN ZE BR AT AT 1R) GEA Tan) BB S, FR LV R
PATEE R Tyn + Tan . 8% ITE A0 B S/ TIHER
it A], thgE R SR A (], BRI MR R A E T Tan M
BN AR T, ERETFHRENKE. SEROETF
52 N HA RIEA X B K/ M EETHE, 85 2 1R 8 1
WHR N/2MRLUR R AR H B N, B R FEARR KD
2 M, B &R T BIR SR N/2M, BT AR B it 8 B 2=
& ON/MD, [RIETERATT S ), 38k o ) ) 0 89 SR 3 1k R
WAL A PG R, B T IR R RER.

BEm S HEME R EERRI ROFES A Una .
THS R FEH T RGP RGHTAE. REREFRY
HHE N, BB MHAERESNH KT 0 Unw BEHH
HITEfEss AR K X NLBI O(NY , BRI 357 i R B 7R s
AR R O(N),

#it BFNETHERREARNGERE, SREH
A, sk REEE AT M ETELA
BCED BT s e MBI RN AR, A B A SRR A FEEE AL
FIACHE A EBL S b W 1B BRAL 1), s B sl By O 8] &5, &
Heg, SBRRERELE 0. 0003 ., 814 0. 0003 Fh4t @ —4
BAE AL, BAbAR AR 3333 MR, B BB FHKER
36bit, MBAEH R 120kbit/s,

& X X MW

1 Algorithms for Packet Classification. http,//itpapers. zdnet, com

2 Packet Classification Repository. http://www. ial. ucsd. edu/
classification/

3 Telikepalli A, ¥iE a4 BT AME TR 4 HF, 2002,
7:21~25 ’

4 /NRHEE. TCP/IP #H a0 ERIMI Jb 5. 8% K Ai4t,
2003

5 Comer DE, %3, I8, ¥ H TCP/IP #HITRR LB (B _%,
Bt I ) [MD. J6g B F Tolk st , 2003

6 Flow classification. http://www. hifn. com/technology/Classifi-
cation, html



http://www.cqvip.com

