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The Dependability Problem of Software Safety Kernel
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Abstract Since software is being used in the control system largely, the possibility of serious damage resulting from a
software defect is considerable and growing,and then the control systems are plunging into safety crisis. In fact, control
systems are in urgent need of new safety assurance technologies. Safety kernel is a new concept of safety assurance, It e-
merges, as the time requires, Of course, its dependability plays an important role on system. The present methods to im-
prove the dependability of safety kernel are to limit its size and test. These methods prevent largely safety kernel from
being used in complex systems, This paper at first analyzes comprehensively correctness requirements of safety kernel
and the basis frame of safety-critical system. Then, based on all of these,a method that how to construct and improve
the dependability of safety kernel is put forward from the safety requirements. Also This paper is a demonstration that
safety kernel is a feasible and desirable technique for software in complex safety-critical systems, At last, taking the con-
trol system for the traffic lights as example,the whole process and its correctness have been achieved and proved.
Keywords Safety kernel, Dependability, Safety policy,Safety-critical systems, Formal method, Traffic light

h BB KR 10°4/h, g X EEr FEEEK
TFEBURE. BRIBIR A ES MR, — BRI R MK
f TREARMFNL L THREMTE, LUR BB R EK

1 5|8
B F 4R 90 4EAR AT , SR IE R S | R B E A IR B

ANFF, 40 1996 4EFRYH B R .49 5 S K E 4 1999 4k
P EHGE, KL B L2 LBARY (salety-
critical system) f E BB, BPFL 4 (safety) 7] 2
REEY, FERARFINRAFERERERARREHANT,
WIRAFELRBERAMTE. REREELATEANS@:
— R d T B A AT B o i R s H R R A
By EEM, SRR R TS ARG AR R G SRR
AAEAMERAND AR, TEXRRAGHSERBRER, ]
BFRIRE SRR RIS IR B . 507 M
BB — B L 2 AT RS, 0 SFETAGKIH
KB 4B B AR 2 o T RN AR S IR T 5 2 8RR
AMCE, g TR— B A R, IR R AR
HFERRREE] 1044 /h, X TH E MK, MR BT
BARBXMER. MELXBERENERRERE 10°1/

TF5IR%, L B8 4 49 FTA.FMEA 1 SCA " B 3 8k {44
B, ZREAMNKGEHREEHNITRTHRNMRBERRE
2 AFBERNERERELRER, FERAARENR
Levenson 28 A\ 3 4 ) 22 8 (safety kerneD™ , (i FHE TS
W, E—H&ZMR. Rushby R AERMITEN R 2 #HT
TR 1, 7 Kevin 0 - LR A 48 MSS(Magnetic Stere-
otaxis System) f] UVAR(University of Virginia Research Re-
actor) WE T M M E 2%, HERBRE PHIATRRY,
J& %, Anderson & AL L4 5E (safety shelD'®
ERRUERE L SRLEMAM, RAL EHZ Rt —4
WA ARBERE R URB LR ELERZATH
B, BN ETREBCGOMREMERSHRBEFTHLER
RIS, AT S5 HLH Open C*F #1 CML H) LB
AREI%, e H5REERLMAHEARN Hith &2 K.

B4 AREE 2003 £ HER A QB RS (2003]020) R 2004 F H KRB EH S (A0410004) . ZRI % 2003 F A RBHE RS
(2003F0016M) . ZHIHE REAR LR (20041T10) . BITRER T RIHES. REX -+, B#E. WA T EEGLLMETRER;

BEY B HR R SRR Web AR MBI,

¢ 170


http://www.cqvip.com

Rt A S H T {F X — X B AR AR IR 7 4
BISR A Jy Bk R AN KR 3 e 2 R MRS B 0 8 iR
ITERAKHBA T LB ARERERETHM, HT R
Box R R EL ROHR T ZRELBOHRT B MR H%E
SRR TR B AB KA /D . IR 7 B 1 17 A TR R
MERTR TR A EN R A L OE R . 2 T i, A48
TALEFERITHF B L LEERIE S, fEIEX
BT IR R R B S o & e PT(R PE R Ty o W E 2 ARTE
HARREHHR ARG T ol B R

2 REVHIFTEREE

5% B R A (security kernel) R[] 9 2, % 2 4% 2.0 1Y
BRI S  ERERPES S RENEEHIREF,
1 S 2 R MR X MR & TR RR R . LN AR R4
W&V, BLFAABLERNTERES., AEAETUX
e, R 2ZMREHAL Y S AL B RE . XA Bh BB AR - ek
BAFEIRE R SGR .

2.1 REZWMTENE

MK RYETRERAER T TE A 1 RREELL
TR BLEFEWMLLBEHHETXR, H, ORBRENE
LFRMELLER; QO EN T LRI EAELE
¥l s Q@43 F A3 @O M IE M AT RAE , BRI UF
OEFREHHEN KRR ET EMM I T RENELLF
*9@@@0

RERE |, @ ....... < ©
O R C . L M mEH
Q) &)

Bl RRELLETR KERBALLBHXER

BANEER LE, AAETE 1 FRHOMOMEER LK
&8, R RNABEEN S XN WELEBERERRALENE
2, X AN A 1 PORRE SR E2 R —
HIEOMRIE, IR LR R—ERBRRENZLFTR;
B.O8HRRE  HTIHOWMA TS AHER, B EEER
LENHELRIBUA — E RO E i E LR, LATE
BEEOMRIE. OMOY, B EERARRER. Bt
LA EHERRTRAL T R TEREH 8. &
SR E LN — 8.

2.2 GFEMRE

X RS REERE, HiTM T ERRHZE2ER
TS S, REFERSEE/ET . E TR
Rt EeH & A0, X[6])A N T HESRERKE L
FERE LT L B S

VaEop" *» Pla) (n

Hbop RLELHBBRENFANBARMES, HTE
(B2 a i op N o FTREHRMINEE /LR L2
H— N ERE T EEE R P MFRRE LB a HEHHA
TIRERIMIA /S A IR, B L BB RERMK
H—-RELMEF Ehr LR RS AR &N — KT
), A ERE—FRIAEFHE2ENOIRRE R o, Hik
(DR, Toie F8 i & 40 40 CRe A2 g AR 0 17 o) %
Fop*)  BLBHERIFE ST LM Pa),

Kevin fEWERE I 415r B2 HME, BB TREZLTRK

D000 http://www.cqvip.com|

B H—SBI RSN R, AMAKNE RELHT
Bk SR RTINS A T A A 2
DRl b 22 A B AR TR R A R 4 P B o P 2 B BR )

3 REREBRERLSEMH—HH

3.1 REX|REMMHRED

— MR UL P ARG T AT R S RS O — 2e i
BB PRI SRS B 85 8T AT X e &
HOEFHE, BHAZ RS REUBEXMNEETRE
TN PR AR SRS ROOR . R b B AT A 1 R AR A R
HSCRRER R L ) 71 B8 T R B R 5L 80 T 15 IR AT
SHE 2R,

BHIE S8

B2 R ARG IR B

3.2 ZREEMHMBEIR

el o3 1 AN 2 ELIE RE MR 3R e 3% SR ) L 2 W
NP, YajeiR&EPET REGHTRMNZ LK
T HE, sk MR 4 i 5k (FTA) ., i B A =X 8% 7 2 47 8
(FMEA) A1 [ B M1 8 (SCA) R LA R, AR R
XHHREA. HETRY, X ERHEREMNFITRESR
ST/RGW . A THRELTRSTE R ERE, RINE
EE2FROVHRSETELRIE, RL2BEEERDT
[

DREFTRDHH L HLS RS S0 E 20— BRI,

D[ 245 R RIEIET EE R ENZE K5 XA
B HE .

RERBHELTBPLIER

DEAENELRIEH BLFH RS R U F L BT
AR, ARSI ERREHRE T2,

DTEHEETBRIVTIENR LERELFRSTE
HITHh.

VRERZHFERE YRR R LT ROTLR
MAEHA RN AR R 2R, THERLFUREBIHE
BLE. D,

3.3 I RE—REITRLERAIBIE

T LB O3B AT R 6, AR ) R 5P R 2R
FIE R SR, AR T4 v 3@ X7 B i h#t17
BEFRMEHY T — B, +FROMZERE:

D R7 ) L3058 el @A77 S 4 1k B R P, 1 )
LAEITH AN AL RN RE-HE 48,

2) Y4353 15 1k A O 38 4T B, M A8 AT B 6 B9 AR
F o PR AR R AN AV R S LN

R, AR L SO AR, 4

1 +=#B& 0 Cross B9 ] Direction: . =d, | d; H d,—~d,
€ conflict;

)78 light() H) light’ () 23 BIRR TR d EAZEATH
VTR : 0 R ul

3) Timer A aE;

4)Lastchange(d) 2+ F 1 o Jrm) E3SEITRIE— K

o 171 -


http://www.cqvip.com

AR B B R B
5) yellowdelay 5 reddelay 43 SR 35 @ AT W AR IF R A
L A At [RI AT .
3.3.1 #iEstg
3.3.1L1 Z&H/RAHM
O FHRF
LA E# DAC R, 4
My DAC % Cross F3EH di,d;, FREERLERMIE,
@ fEr ST
Ri% 53 DAC #fEK DHZ R —#: Cross BB 3
BT R, B
Y di,d;: Direction | dy = d: € conflict » light (di) N
(light(d; ) =green
@ HERHBHIE
F 4B DSC 3 di \d. BiJ5 IR 35E 1T A RE R 4
Bp;
Y dy +d; : Direction|d, —~d: € conflict « light(d;) N (light
(dz )5 green
@ ELRHHIE
HTHELRESBHOER, XBEHET =ENELEK
#% DSP1,DSP2 #1 DSP3,
- 43 ng DSP1
FEHENT ETEERLLAZ BT —ERF TR
BB E A B4, B
¥ d: Direction| (light(d) = yellow) A (light' (d) =red)
« Timer-Lastchange(d) = yellowdelay
» ZAHeg DSP2
ERFAT £ ELTTEE R B A0, AT wh R [
BT — R T EBRKAERLE, .
V d; ,d; :Direction|d, —~d; € conflict A (light(d,) =red)
A (light' (d, ) =green)
« Timer-Lastchange(d, ) Z=reddelay
« K4 FHk DSP3
PTG R ERN . TREENRNEER
KAV 3 i,
3312 4R
BAEN ERELSFRSWHITRERIE, B TFE5 L
HEATE,
O XF2ZR—BtEpwiE
* ®iF DAC 8| DHZ X SR G EH.
UERH :
RBATH A BIR, B DAC Wik R DHZ —#.
.+ (~DHZ=—DAC) =TRUE f{3f.

DAC

DSC

£

B3 ZRATEETRITH

| Dse1 | | DsP3 |

+ 172 »

D000 http://www.cqvip.com|

fi DAC 5 DHZ Z[6) (W# S R IETRH, ATTERIE I &
112 i ZF R — Bk,

« BiE DSC 8| DHZ X —$ SR EH

WER .

"' (—DSC=DHZ)=TRUE

S DSCARIE T DHZ A2 kA, B e A2 6 i # 5 2
E#E, MTTRRIE T EMNZ 2 —BtE.

+ DSP1,DSP2,DSP3 5 DSC Z B %E

TEHA

** (—DSP1 , —DSP2 , —DSP3=>—DSC) =FALSE

. DSC 5 DSP1,DSP2,DSP3 2 [B] ) #e S & AN IE#A ), £
MEHHITX—BREEFT R

BiREFE TR EFERMTEFENBREMAT S
#m% DSP4,

4K DSP4. IEH BN T, Z0HFE—RBILELT 4
&, 0

VY d; ,d; : Direction | d, —+d; € conflict « light(d, ) U light
(dr)=red

W {EHAF DSP1, DSP2,DSP3,DSP4 55 DSC 2[RI % & .

" (—~DSP1, —DSP2), —DSP3, —DSP4 = —DSC) =
TURE

= DSC 5 DSP1,DSP2, DSP3,DSP4 2 [A/ M S £ L #
B, NTBRIE T BNz B Z 2 —8,

@ R ZzEdERF EHERIE

EH .

* DSP1 A DSP2 A DSP3 A DSP4=TRUE

.~ DSP1,DSP2,DSP3,DSP4 2 A 2 3E T & 1 .

3.3.2 HBEBHITHRHE

B ST N R ST RPN ERETBITRNEE
TR FREHET. ATHFERATELRMS
DSP3 55 A8 FA T 3R R , H iy DSP3 B9 55 i B 258 4T
X—Z BITAL IR &R 5 T I R 8 IR B2 Heg DSPL,
DSP2,DSP4, T T LAf& B2 R,

3.3.2.1 %42FERaHW

O FHRH

BB R R 2K AER FEARN =48
4y 5 H—DSP1,—DSP2 fl—DSP4 #7&, F i IA—DSP4 i
BIHEAT 547

@ fakisrir

SHZ. % s S 1R AT IS A9 AT B30 &2 R IE W 1%
AR A AR

OHZ. KEefik.

Q@ HAFRHI K E

stF R SHZ, &2 El SSC. 4 /4F S LAUEH AT
WX AC AT B9 B0 (o4 i) L TF T 553 24 5 i 143

BHgIE R FEK OHZ Bk 11, B EE R T
AP LR TR A T A,

@ HEH

ATHRELRH SSCHER, XEHET =NELE
B SSP1,SSP2,SSP3, A BT M F M T4 & I TR H
AITEHE -

BB ST E U B —DSP4 AR ELEF RS


http://www.cqvip.com

P an e 4 Fror,
—DSP4
SHZ OHZ
SSC
/
SSP1 sspz\ssps

B 4 —DSP ME2F RO

3.3.2.2 4

BRERERMTF L—FT,

3.3.3 4 a4

B F SSP1,SSP2 #1 SSP3 £ HE 4 #1, B 518 H 74
iz —2 %, Bk B Rt T4 8 ONZ, ##itS E
FEELNBELF RSN MELRIERE , BT & 8% 2Rk
HRBELFR, HEALZEETHNRESTEITENKAEH
EHR T LR

TEMRELESBRE2RRM M8, DSPL,
DSP2 #1 DSP4 R4 651 () &2 2

4 RERSRERBH—HNYE

4 DSP1,DSP2 il DSP4 RAEH 3£ 2 N MR 3
LM SPH, FRESB SR E LR KN — BRI
DSP1,DSP2 il DSP4 5 SP Z[], BATHIT K&K 3
IR RS 28R a9 TE 2 AL 1 54 80 =) L, B4R 4% DSPI1,
DSP2 #il DSP4 3#47 SP i AL R . BN EFALE T
— A HME TR0 & RAR IR E R HE R R
BB AR RIERMEHRELBNRE iz — RE
LREEAZE S, Hilk SPHERXHBREYTFHE SP
R ESIERGXRE SP A HHETHREAEN). S—FHE. X
SP ARG ABFANER LKA ERIE SP &2
Mg, EEURBREREEATNERE, BHEREEER
B SRE ., XFRIET L — B E SP Ml fEH.

4.1 SP IR Lt

TEA ZEFH#R SP,

4 ,Cross B TR R, Mode 4> J IEBA FIdk EEF R, i

Mode: : =right |error;

Color: : =red |green|yellow;

reddelay, yellowdelay 439128 IE 88 15 00 T 36 @ 4T B (355
21 F0 35 5 BET BE , i TR

Tred(d) FAR N 8] d 1 3TWITHEFFL M EE

Tyellow(d) R H 7] d L 3CBITHF B MIBEEE 5

Timer i&£%;

Lastchange(d) &+ 78 0O d J5la] LA @BTBIE— K
AR B o it (R B A 5

Clock a4 .

4. 1.1 #HBHIELEM SP o AR

SP # SR I F BT, P el B4R BB SP AR,
BT R g e AR

D000 http://www.cqvip.com|

SP

M:Mode
d:Direction
Tred(d)
Tyellow(d)
Lastchange(d)

Timer

M=right = V d,,d,:Direction *
(light(d,)Ulight(dy)=red)A( V' d: Direction
(Tred(d) =reddelay)a(Tyellow(d) = yellowdelay(d))

4.1.2 SPEY B GisHBHg
O SP It BRAE
4 SPAIGAIRE N BAT d 5 d, —~BNA A, 5 —BH

;1A Timer %, I 46 TH8E. SP WL BRAE B
BRINTFER

=T SPInit

M=right => V' d,,d,:Direction * (light’(d;)
=redAlight’(d;)=green)v (

light'(d,)=green A light’(d,) =red)
Timer’::=Clock

R AR S AR AR B AR AE .
@ LT RRAL BRI RAE Cred
B d HEZEITERLE . Cred KIER IR T BT

— Cred
d:Directic

light(d) =yellow
Timer-lastchange(d) = yellowdelay
light’ (d) =red

Q@ ZEITER S E BRI Careen
B d ERZEITERBR A, 47 AR5 4 WREH

. Cgreen LA IMTEIA

Cgreen

d?:Direction

light(d) =red

Vd?:Direction | d—+d?e conflict *
light(d7)=redATime-lastchange(d?) Zreddelay
light’(d) =green

4,2 SP 54 Rk —BHEAY 0+
MR EEHRA SP £F EHIEET DSP1.DSP2

F1 DSP4,

(DDSP4

TR SP SR THAER, B SP#E T DSP4,
@DSP2

DSP2 2 SP #y#4E Cgreen SR HA . REUFHZ .,

4 DSP2 H,dy R d7, 1

V d,,d?:Direction | d; —=d? € conflict A (light(d, )=

+ 173 »


http://www.cqvip.com

red) A (light' (d: ) =green)
« Timer-Lastchange(d?)=2reddelay
B4R TimerLastchange(d?) = reddelay 1F & Cgreen I &
P AER.
@DSP1
B4R DSP1 & SP ik Cred 4P HIARER
Ptk SP R IR Bt 28 T DSP1.,DSP2 1 DSP4,

5 FRBXW

5.1 ZEEHNRARERERK

SWEFEBA BT ERN AL TCSHMATFHO
(CROSS! 1 CROSS2)Fl — 4> 32 @ #e 5 L A B (LA 5),
HP SN HBOEHE BB ERE, ©EB T RRRE
M ERBEAREFNRCEME A (LNERD
CROSSI, K ¥4 B9 3C8 5T H Lightl, 35 7RI ACE LT H
Light2) 5427 B O B35 38 3 BIEFE T OHEF B
PO ERERE, RIEENS REEWE. LY
& 5 1 CROSSL B ARk MM ERBEAY KN, MTE
B & O CROSS2 R B R LA BT S, BERKE
REUE S, B CROSS] M h ., FERREITIER TSN
B0 T TCS MR AT RE ZLHEEHAL 1 F1 2 Tibl Bl
H R 15 S S AR E B M U ST B B R, o A R —
A B O H RN 7 1 B9 A B AT R B A SRR OL .

TMHIERE | SRBIERGE 2

CROSS2
prél ECEL Y ‘

BS5 ZEITEH AL TCS

LRESFA=& PCHIE TCS, PCHLE L REM 5
HUB##%. {iHE TCS X AR 4R RT Linux, R4 N
Kernel 2. 2, 14-RT-Linux 2. 2, H ™, PCl1 {FEAZEHEEF
L, PC2 H1 PC3 4> 3145 B CROSS1 #1 CROSS2, PC2,PC3 &
H—AEZew, K EHE RN 5.

5.2 REBHEXH

EREBHERTR BB P MO EXFH, MHE
HEETVARKMNE. RITEIHEZLSEBA LN RER
Hi(RTOS) 7, A HL B 548 i 3R R R B4, BERIEE
5@ ERKR AR —&, TREEER— AWM HLE
S58ERGHAES T, X, - FHRESHEBLLE
SRMKRR A —FT LB RR G, AFER S
MR%et, RGEMA R, RMAH T CRTOS Micro #1 RT-
Linux B> RTOS. #&BHLH RRETR SR T 5| JLH .

OEERH R AR, o U, TEHRIFREEA,

QY BRAGAEA ML THMTHTFRLEHWRSEAA.

+ 174 -

D000 http://www.cqvip.com|

Qe R o/ APLBITE R API FIm AR TR EE
SHHIhEE.

@N B  X O B A F LA Linux, EE2SBEM
— RS A B LR Linux BRI,

BRI HERAMRSE 4 M7,

5.3 REBMAFEHEIKMN

LW PR LT SVIERAET 5 M HECET TR R
AR RN 0. 28, BH T PCl1 B —IK. PC2AH%
LG . RERERZL g X 98%, EIRAZSNE
5 PC2 MBCRER R RN 08X, i TR LN AR
AR, BLWHAEAFER LT T BT,

B HiaanlBRHAAENELFRmRNEME
—RESEMNAT MR, B5iERIATHFEER. &
RADT TR A E AR, FE LIS E AT =6 . 8
BT MAELB RS HHH RS E R E T, Wi # Tk
R T EFRBERELEEEN S, A TEBEAESR
HELETHMARET —MHEFHEE. GREEEYIINTR
Pos AMBEEPES 4. EE 9. 11 HAEG AFIEE TR
MOERRANESHARLEBERZRAMNNXE, RF
security Fl safety AWM E L ERA SN E L RBEER
8.

2 £ X #

1 PRbE 8 g TREYHEARICRERB ] B 7R
K247, 2002, 4(3):99~102

2 Zalewski J,Ehrenberger W, Saglietti F, et al. Safety of computer
control systems; challenges and results in software development
[J3. Annual Reviews in Control,2003, 27:23~37

3 Leveson N G. System safety in computer— controlled automotive
systems[R]. SAE Congress, 2000

4 Butler R W,Finelli G B, The infeasibility of quantifying the relia-
bility of life—critical real—time software[ ], IEEE Tran on Soft-
ware Engineering,1993,19(1) ;3~12

5 Leveson N G, Shimeall T J, et al. Design for Safe Software[ AJ,
In: Proceedings ATAA Space Sciences Meeting[C], Reno, Nevad-
a,1983

6 Rushby J, Kemnels for safety?. In; Safe And Secure Computing
Systems Symposium, London; Blackwell Scientific Publications,
1989. 210~220

7 Kevin R, Safety kernel enforcement of software safety policies;
USA; University of Virginia,1995 ‘

8  Sahraoui A E, Anderson E, Katwijk V,et al. Formal specification
of a safety shell in real-time control practice[ A]. In: Proceedings
of the WRTP’S 2000,25"IFAC workshop on real-time program-
ming{ C], Oxford: Elsevier, 2000, 117~123

9 Sanz R, Zalewski J. Pattern-based control systems engineering
(1], IEEE Control Systems,2003,23(3); 43~60

10 BB MAFR. FRR. 4R ALRSRBEFERGTREL]
B T4, 2003,31(4) : 564~568

11 T fEeEE, R 4 XBEN RAR G EREARNTR
(1. d8F44% , 2003, 31(8);1237~1241


http://www.cqvip.com

