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FMAC: A Flexible Security Framework for Secure OS
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Abstract The security requirements of current operating system become more and more diverse, flexible and concrete,
Usually, they only specify the constraints among a little set of entities of the system, but expect to be implemented
quickly and expediently. These “lightweight” security requirements can’t be satisfied well in traditional security frame-
work like FLLASK and this is why FMAC is presented, The FMAC model is made up of two sub-models named object
manager and security policy manager. FMAC also defines a security policy model based on labeled transition system
(L.TS)in order to standardize and facilitate the policy customization, How to implement FMAC in Unix-class operating

systems is also discussed, It’s simple to customize the lightweight security policies with the hierarchical structure of

objects and role based structure of subjects which are two key elements of the implementation.
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HPHITEEES.

R B HAE b a EW IR B & — T+ 5 H 4
MAERTRI TAE. EHRABEFE A, —BRE+
SE R MR E 48 BERK . MR, Bl A A LA
HAEYFHEE R R,

FERIER —MURERABK, £ LIERITE
R A MR R AR T AT PR AR A s, AT O 3T IR 1
RFB R K.
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