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Abstract With the rapidly development of network and database application, the security of DBMS has becoming more
and more important. In this paper, the encryption technology of Oracle database is discussed, and the method of en-
cryption and decryption database using software package DBMS_CRYPTOQ are presented. Theoretical analysis demon-
strates that the random key can be produced by Oracle 10g database, but the security strategy of data storage is lac-

king, For improving the security of Oracle database encryption, the external means should be used.
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Oracle 48 Fe N8 2 G B9 2 B0 B 4008 BEF- & SR AL R L0k
4%, DBMS- OBFUSCATION_ TOOLKIT(DOTK) £ Ora-
cle 9i LXK SR AR A B 308 B o e — T FH (049 0 5 3 » 1l Or-
acle Database 10g F, P WU E T - EMZENNER
{445 DBMS_CRYPTO 3 #1788 &, © 3 2 HE K
DBMS.. OBFUSCATION_ TOOLKIT 7£ T BE H1 o8 % b k77
TINs&. FARAEMEGE LR NE 2.

& 2 DBMS_CRYPTO #0 DBMS_OBFUSCATION TOOLKIT Au 4k H- 648 4k #) Ao 35 2h 6E,

0 E DBMS_CRYPTO DBMS_OBFUSCATION TOOLKIT
m#E R DES, 3DES, AES, RC4, 3DES_2KEY DES, 3DES
MR PKCS5, zeroes none supported
PeomE SRR CBC, CFB, ECB, OFB CBC
@& hash Bk MD5, SHA-1, MD4 MD5
Keyed hash algorithms HMAC_MD5, HMAC_SH1 none supported
Do RENUM 4 LB RAW, NUMBER, BINARY_INTEGER RAW, VARCHARZ2
o pa RAW, CLOB, BLOB RAW, VARCHAR2
3.2 mMEEZ tom_info_enc EHE P E A {5 8, Custom. id BB P HKE,

MFE P E] LLE 78 5 4 A DBMS_ OBFUSCATION_
TOOLKIT &, % 8 47 Z ¥ DES M k& =% DES(DES3),
Mi7ERk {441 DBMS_CRYPTO fh AL 3% L id Bk, i HF
SHE 256 IR BN E IR AES %, B HPA T HEK®
oM ERETT LA B E RN R LBE. FAREaR
FRNEE, TP M E LR ToasmE s, £ad X/
EEEN. WEMEFEEKEAESAAR, UEE M MK
BHERE . FERRENSE. HENTEA B EEET B
B . PKCSH 7., BEHEAE, &w AN A HERZ 0x00/
0x80 fin 0.1 F4F 8, A H AR E (AR oxff; BYLEH T KA
FEHLOL KR 7 s PKCS(Public Key Cryptography Standard, 2
FrEATEARE) M S B KERG, B ATER LM
BEERERY UEHIT, Oracle 10g F, AJ UIRFFE
FAAR 5] B 2 B0kt 2 BT S B Y 3 78 26, T Orracle 91 3 R 32
FidEmsE, Asa A L, Oracle 10g 7 X ## ECB,CBC,
CFB K OFB, [fij Oracle 91 $94Y 3 #% CBC.,
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FEA— A F A 8 AT R Oracle #0444 DBMS.
CRYPTO #4EMThEE , SRR AL B 5 BB FE .

D#cg b sst AP HIIPANEER KPR cus-

Id-no enc EMFBEEHWEF FHUES ., T F custom info
keys 7, Custom—id TE IR BB P RS, E5F custom
info__enc FIZE 4T B — T, key T FF B R 00 9 46 Y
EPRIMESERES. HREMIT.

% custom_info_enc 444

Name Null Type Desc
Custom_id NOT NULL Number EAAE
1d_no_enc RAW (200) RHESHEY

F custom_info_keys %544

Name Null Type Desc
Custom_id NOT NULL Number EPiRE
AT e SHiT
Key NOT NULL RAW(200) SREES

DBBEFHREHN ATHNEFPER. EATFELR
WA vw_ custom— info. & FiEA K .

create or replace view vm_ custom info as
select e. custom—id as m. custom_id,
cast(get—dec_-val(e. id_no_enc, k. key) as varchar2(20))
as Id--no
from custom—info.. enc e,
custom—info_keys k
where k. custom...id = e, custom.. id;

AESUMASE, T EARE M R —A
WEMF LR, ZHERT,HP REARE P ERHE,

WE B AU E P T, WA DU — R
EFF cusom_info—enc {5 B. Xt &E custom_info. enc
BER MR E XN

create or replace trigger io— vm .. custom— info
instead of insert or update on vw.-ustom- info for each row
declare |- key raw(200) ;
begin
if (inserting) then
|—key:= dbms_crypto. randombytes(128);
insert into custom— info—enc(custom_id, id . no—enc)
values(: new, custom—id, get enc—_val(;new. id—no,!| key
s
insert into custom_ info_ keys(custom—id, key)
values (;new, custom_id, |_key);
else
select key into |—key
from custom— info—keys
where custom.-id = ;new. custom_ id;
update custom_ infoenc
set id— no_enc =get . enc—val (;new, id-—no, |- key)
where custom_id = ;new. custom.. id;
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end if;
DmERBE DK ﬁhiﬁﬁ{/ﬁfﬁs ¥ get_enc val
X get. dec val B‘J%ﬁﬁﬁ%‘]%ﬁﬁﬁi&ﬁﬂﬂ@&ﬁg% TEMR
B BT Oralee %445 DBMS .CRYPTO H1 32 fF RN
MR¥L 2 Lﬁﬁiﬁ&iﬁfﬁﬁf
(1) s i
create or replace function get . enc— val
( p in in varchar2, / * £ X REME T
) p—key in raw / » E XN EHH TR
return raw is
l_enc_val raw (2000); / * EX B XL TR
l.-mod number ;= dbms crypto, ENCRYPT .. AES128 / » ik
Pl oracle 5 {440 DBMS_CRYPTO #4{lkiy
AESI128 (VK m&E B ik
+ dbms--crypto. CHAIN._CBC / * 434
o R
-+ dbms- crypto, PAD_PKCS5; / * HAE KR
2k PKCS
begin
l—.enc. val ;== dbms_crypto, encrypt
(UTL.. HSN STRING TO..RAW (p in,’” AL32UTF8"),
l mod,p—key);
* F| DBMS ' CRYPTO RO, mﬁiﬁ_l_ﬁltﬂ’l
%Mﬁ(%“fﬁ)ﬁﬂ%‘ﬁ% U enc val iM% fE TR
d return l..enc— val;
end;

(2)fi % PR

create of replace function get.. dec _val
( p--inin raw, / * & X EXAF
, p—key in raw / %Xﬂﬂ@ffﬂlﬁfﬁ?@@

return varchar? is
| -ret varchar2 (2000 ;
l—dec . val raw(2000)
1 mod number ; =dbms crypto. ENCRYPT-. AES128
+ dbms crypto. CHAIN . CBC
+ dbms _crypto. PAD..PKCS5;
begin '
l—dec . val; = dbms.. crypro. decrypt
( p—in,
I-mod,
p key

)3
l_ret:= UTL -I18N. RAW TO_CHAR
(1—dec—val, *AL32UTF8");
return | ret;
end;

TR 55 5 R B, A B #) T R % UTL - 118N
STRING-TO_RAW (p_in, ‘AL32UTF8”) k& UTL_II8N.
RAW . TO_CHAR(l . enc_val, ‘AL32UTF8”), H:{EFH & i#
FI7fF2eRl 5 RAW KB F¥ ., 1 F Oracle 10g "PHNE &R
¥ EncryptO{ 27 RAW 285070 B, (8 W7 B0 B %
BRI CERABAEF Bl RAW 28], i &5 N HE
TR BIERAE.
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