D000 http://www.cqvip.com|

FHHEHRNE 2006 Vol. 33Ne. 1

— MR AR T RBRAS AT RE TR

MR B KA [@EK FTHE' K &
(ERHFFRITENGARBEETHARR  EK 400067)'
(BHAFUHHEIEEEAFEFR FK400715)° (ERMEFRBARAR 2 2k EK 600066)°

B OE SR ATRAEBRGETALSHAHERFRLI S 2 FEAGHE, RETH A TRATRGRENE
Hok el ks TEOX O EHN, AL B A R MRHNOELIMRAS AT E AR
HKERFRGGEA R 128 56 5P b AR, RLZAG AR LAH S H RN AMEEFLRMHSEA, &
HEGRAGMME SRR THAGRE., FAERFERAW AX L AR GNP S5, 8 IK
HE SRR BEHGH.,

XA RANFE,5MEA, Logistic B4

Study on a Novel Feedback Chaotic Block Cipher Algorithm Using External Key

CHEN Junt ZHANG Wei-Qun* HE Chun-Xiac® WEI Peng-Cheng' ZHANG Wei'
(Department of Computer & Modern Education Tecnology, Chongying Education College, Chongging 400067)!
(School of Computer & Information, Southwest China University, Chongging 400715)2

(The Second Division of Application Technology Department, Chonging University of Post and Telecommunication, Chongqing 400066)°

Abstract In recent years, a growing number of based on chaos have been proposed, many of them fundamentally {law-
ed by a lack of robustness and security. In this paper, we propose a novel feedback discrete chaotic block cryptosystem
using external key. In this chaotic block cryptosystem, the system parameter or initial condition of the chaotic map are
generated by an external 128-bit secret, and the ciphertext block of current plaintext block is fed hack to generate the
next round of the system parameter, the initial condition and number of iterations. In addition, the nature features of
chaos make the cryptosystem more complex and more difficult to be analyzed or predicted. Simulation results show that
the proposed algorithm has high security and robustness, can against the differential and linear attacks and with high
security.
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