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Dynamic Role and Context-Based Access Control for Grid Applications

YAQ Han-Bing HU He-Ping LU Zheng-Ding LI Rui-Xuan
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Abstract Grid computing is concerned with the sharing and coordinated use of diverse resources in distributed “virtual
organizations”, The heterogeneous, dynamic and multi-domain nature of these environments introduces challenging se-
curity issues, Despite the recent advances in access control approach applicable to grid computing, there remain issues
that impede the development of effective access control models for Grid applications, Amongst them are the lack of con-
text-aware models for access control, and reliance on identity or capability-based access control schemes. In this paper,
we present an access control scheme that resolve these issues, and propose a Dynamic Role and Context-Based Access
Control (RCBAC) framework which extends the RBAC with context constraints. The RCABC mechanisms dynamically
grant and adapt permissions to users based on a set of contextual information collected from the system and user’s envi-

ronments, while retaining the advantages of RBAC model, RCBAC model is being implemented in our experiment.
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Algorithm: RequestPermission (AccessRequest ar)
CPS = {} /AIERAL TR U 5] S s
for each AP in PS/PS P8 FH B 1Rl iRk 8 &
if (arR' € APR) and (ar.P' = AP.P)
put AP into PS
end if
end for
result = false
for each AP in CPS
if (EvaluateContexts(AP.C) is true)
result = true
break
else
result = false
end if
end for
return result

Algorithm: EvaluateContexts(Constraint rc)
for each CL in rc
for each CN in CL
if (<CP.getvalue()><OP><VALUE: = false)
//CP.getvalue BX 3 CP HIIBATHHE
/IVALUE £ CP B2 {8
CL = false
break
end if
end for
if (CL = true)
return true
else
continue
end if
end for
return false
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