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Abstract The rapid development of cloud computing provide convenience to people,as well as security problems,such
as privacy preserving. One of the major ways to solve this problem is to utilize fully homomorphic encryption(FHE) al-
gorithm to support operations on the encrypted data directly. However., because most fully homomorphic encryption
schemes only support limited data types for the time being.it is difficult to apply them to reality. In this paper,a fully
homomorphic encryption algorithm supporting floating-point operations and a parallelization algorithm based on Spark
were proposed. The security and performance of the parallel algorithm were analyzed in theory and experiments were
conducted to demonstrate its practical performance. Experimental results show that the overall speed-up ratio of the gi-
ven algorithm can reach 3.9 in a 4-node 16-core cluster and the encryption time and calculation time on encrypted data
can be reduced effectively. The parallel fully homomorphic encryption algorithm can satisfy the encryption requirement
of large-scale data in cloud environment.
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Table 2 Experimental results for files of different sizes

Jm Bt /s AR E W Sp
SRBE ; - ; - - :
1 GB 2 GB 3 GB 1GB  2GB 3GB
1 3161.1  6093.1  9037.5 1.0 1.0 1.0
1061.8  2066.5  3100.5 3.0 3.0 3.0
8 972.8 1920.1  3085.2 3.3 3.2 3.0
16 815.7 1612.7  2453.4 3.9 3.8 3.7
32 846. 8 1637.2  2468.8 3.8 3.8 3.7
48 838.0 1635.5  2468.1 3.8 3.8 3.7
64 843.2 1646.5  2458.3 3.8 3.8 3.7
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Fig. 3 File partition number and encryption time
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