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Abstract More and more organizations and users outsource their data into the low-cost and high-quality cloud storage.
In order to protect the sensitive data,users will encrypt them before deployment,but this will bring big challenge to re-
trieval. This paper modified the traditional inverted index into the encrypted inverted index,and then built counting
Bloom filter(CBF) on the encrypted inverted index. It proposed secure index based on counting Bloom filter(SICBF) to
search encrypted data,which meet strict keyword and index privacy requirements. It also designed the CBF pruning al-
gorithm to reduce redundancy of SICBF index. In order to protect the privacy of the relevance score(RSC) in SICBF, it
employed one-to-many order-preserving mapping encryption (OPME) to encrypt RSC. The search results are directly
sorted on the encrypted RSC.and only the most relevant top-k documents are returned to the authorized users. Security
analysis illustrates that the encrypted RSC distribution is different from the original RSC, which hides the peak value of
the RSC to prevent statistical attacks. The experiments show that the SICBF has high retrieval efficiency and low com-
putational cost,which is suitable for searching massive encrypted data.
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Table 1  Time comsumption of SICBF index
X Hmssx  RSC  xwA Amp, TAAPE
#E  E3/ms  ME/ms  ME/ms  ms b
Hy H B/ Y
1000 8123 10289 114 18526 55.538
2000 16248 24632 132 41012 60. 060
3000 21302 37678 143 59123 63.728
4000 30687 50247 156 81090 61.964
5000 42176 65396 164 107736 60. 700
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