¢

zm%ﬁ

T EALHE 22000Vl 27

22-25

ETFEHERENAAEDBUR

Public Key Cryptography Based an Average-Case Complexty

aw wmx V(2
(EBEASHENE L& 200433)

Abstract

In this survey we Teview the most recent result,from which we can construct a cryptosystem

whose security is based on average-case complexity. Using lattice rounding technique ., we analyze the

hardness of computing the most siguficant bits of key and the entire secret. And we can censtruct a

public key cryptosystem that 1s secure unless the problem which found the shortest nonzere vector in a

latiice L can be solved in polynomial time. Based on the relation between the warst-case complexity and

the average-case one ,we wntroduce the problem finding large cliques tn random graphs. Assuming the

hardness of finding large cligues in random graphs.we can state that when a clique of sufficiently large

size 15 randomly inserted into a random graph G,yielding graph G/ .finding any large cligue in G’ 15 still

hard. The result can be constructed a new one-way function.

Keywords Average-case complexity,Lattices »Public key cryptasystem
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