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Abstract Protocol security in multi-protocol environments is an open issue in formal analysis for security protocols. Ai-
ming at this problem,an automatic verification for multi-protocol attacks was proposed based on Athena algorithm. The
state representation and successor state generation algorithm of Athena are extended, and the attacker can intercept
messages from one protocol and insert messages generated by it to another protocol. Some state reduction rules are in-
troduced. The method can verify whether there is a multi-protocol attack. The experiment results show that the method

can implement automatic verification for multi-protocol attacks.
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output the property is verified limitedly; }
}
else

return;

property_checkO LA— T SLHLRA ¢ HEA, TR ¢
TR A R 2 BHENBIEER . X FIEE, B TRIE
FIESILE A E WA REFERETIE A B
7, B MR AZ 20, RIE T SZ IR ¢ f3ERT R B 7
B, TR, RE—BOEE A E SRR A 5
HREREHE —BUHER M E R, WRAHENHBURRE
EH B EM, BT SEEURE o W X R B R AR s 1
R — B BEMER, ARV ATE T LR ¢ T
BT E S, RIEE A —BitRE# T L
Wi,
4.3 RBREEREZE

SRR A R EARE B AR T BT A R, XRE
HRTE BT E, FE BB HRE. HTF-PRE ¢
=(E,,G,~>),G RBIRMMES . & G RRAE N G hHREDR
REEMBIR. NG T REERN BIF, BIET G,

+ 116 -

o), F R AR B AT BRI 748 E UG 4RI .
WRIE B ER 3 MR, AREAMNRE ¢ B

(e, DT E AR A BB ERRE ¢ =(E,,G .~ Kyt
(DK BirCe, 0 BERZBITEM. RERRE e F

B RBEIBITEMENES, TV ()0, Seq) € Edecrs(t,

E.,—~' == {e/’%"'decr(Seq,-)“‘“f”e} JRERE-E
BE, MG AERERRE ¢,

W ev(P) RS AYMUE FBTE K% DS S 145 L i & 1%
BIREBMES, STV (€ ,0,Seq) € Edecrs(t,ev(p)) ,—' =

UL decr(Seqi) e} U~ Eer R BHE X R
"R UME ev€ role(e) Nid. o(ev) =¢, W Yeu; ev
Lot ev=>id. 6(e Y (=) € yid REBTRE ¢ P ARAEEH
BRI . RERE"EHE, MG, EBEHRE ¢ .
DO BHE B NFEERIN ¢, R ¢ £lm)e B HH
mMEFEREZEMRESS, W E =E, U {encr(m, &,

{m}e) ), === {encr(m,k, {m})—>e) , R4 E, Fi—&
B G ERBH%RE ¢ .

(W& B BBGE B RIR ¢, BHIEIE £ty eeata)
@18 1= ) M E/=E, Ufapp(fF Gy, D),

=—Ulapp(f(t o st,))—>e} ARE E,/ FI~ FH G,
BUE R ¢ .
4.4 WIEHEZEMNTE

TR RS, — MR ERERE At
R R Dolev-Yao ¥, ZE X 2 J5 ML 2 B s L BHE T
B —R A Dolev-Yao BRIk 2 g & 9 BE S . A SCHR
A E I B LIRS A AR E R E TR AR,
WUEE B b BRI JLFMY 15 15 12 50 2 BAE Dolev-Yao HERY
[

FESAEE R, BRI RE S 45 B AT A TT RE AU K 2% P
4, %R T Dolev-Yao BRI B B TH B R 66 ; BRI
4hE BIo s F MR E A N TEGRE WS s
86415 BARKYE A R & —E X B — MBS B T i
HH B EENREE T Bis A URES 45 E B IE % thil
AR, AR E B M R R N E SR B RS
FEHERTHEEZFHIUCEELENESN. B2,
Dolev-Yao #RI % il i) B o & B8 17 S IE A WL B8 BIsE 3, ¥
HATHaWEhildd, AR T TdEES 5 EehiiGET
PARBIREFHECE BT EA RES YRTIUEE R
RE77, AT BB ARIESIE B R ERR AR E. WiH, 43
8 H S LRIE B SRS R BT BB RN B R &
HMREAMTAMFANEZLMHIESMLEIETH AVISPA
HERFMFEEN AN E RS E BT, B4R
FISIE S L BB T i b I T I B e .

5 LWHEREHM

5.1 ZWHER
M SPORE™™ eh 5 B 9 A, 1) A 52 30 49 38 T0E 3 o X



ENEP R AR Z VMR G TR EWRITE, B
ARG RINE 1 g, Ha, il 1 BEBREHOIN, Z2R
HERYMN 1 ELIME L BAR, Pl 2 B EE# F R kK
1 B,

#£1 BT R

" " REEHE

Wi 1 ey -2 i 2 Sk &
Andrew-Lowe-BAN wagree(R, D Yahalom =
Denning-Sacco wagree(I,R) Andrew 2
Denning-Sacco secret(I, kir) Andrew &
Denning-Sacco-Lowe secret(R, kir) Yahalom -3
KaoChow-3 secret(R, kir) WooLamPi-1 2
Needham-Schroeder wagree(R,1)  Yahalom-BAN Fa
Needham-Schroeder secret(R,kir)  Yahalom-BAN 2

MF 1 v UF H, Andrew-Lowe-BAN F Yahalom #pi%
FHATIZFTHT , Andrew-Lowe-BAN HMY ) wagree(R, DIER
2. Denning-Sacco 1 Andrew B33+ 4718 47 B, Denning-
Sacco PMY AT wagree(1,R) i B » M B2 M secret (1, kir) AN
J . Needham-Schroeder 1 Yahalom-Ban #i¥ 3f 4735 47 B¢ »
Needham-Schroeder (4% 2 )8 £ wagree (R, 1) 1 secret (R,
KiDHARHE .

AR, B LR EZHINAHEN EEFRREH 2
FHEBEA REHEINE R, B S 5E M BREE
TH B TC R BRI A A R 2 XA T B AR R
FIFEHIL 2 FRABEMI 1 P R BRI S VH B, 6
B EREETHEEE , RS ZEEOUNEE S
R BAXIREFHEE LAEENEEEN.

5.2 &hiBEEG]

AR 1 FRHEE S BGEEREREN,

Yahalom-BAN {3 $# :

Msgl I - R:1,ni

Msg2 R—=S:{R,nr,{I,nitcr.s }

Msg3 S—>1:{nr,{R,kir,nitius »{ [ kir,nriwg,s }

Msgd I=R:{{I,kir,nriwr.s » {nriu}

Needham-Schroeder #/pi¥ :

Msgl I—=+S:1,R,ni

Msg2 S—1:{ni,R,kir,{kirsI}ir.® ters)

Msg3 IR {kir,I}wr.s

Msg4 R—~1:{nr}sy

Msg5 I=R:{dec(nr) }ur

PR EHATIE AR, T2 8 o4 BB P55 R
& 90 o B Qo= (E,G,—) ,Bl'J

E={receive. I. R. {kir, I}xr.s »send. R. I. {nr}y ,re-

ceive. I. R, {dec(nr) }ur } U {iknows(kir) } ;

—={receive. I. R. {kir,I}ur.s—>send. R. I. {nr}y, —>re-

ceive. I. R, {dec(nr) }ur }

G={(receive. I. R. {kir, [}srs > {kir, I} ur. ) s (receive.

I R. {dec(nr) }ur s {dec(nr) } g, ) s (Gknows(kir) Jkir) }

FASHABIEE SR REFITERER, &
LA AT LIRS , T M X B A T i B AR . BIESS R
.5 » Needham-Schroeder P38 #1 Yahalom-BAN i 34712

T FEAE T , B B BGE B AR A -

(1) fake. A.C. {A,B};

(2)2. receive. A. C. {A,B};

(3)2. send. C. S. {Cynr2,{A,Bluco }5

(4intercept. C. S. {C,nr2,{A;Blrc.s 1 3

(5) fake. B.C. {A,Blic. 3

(6)1. receive. B. C. {A,Blic.

(M) 1. send. C. B. {nrl}a;

(8)intercept. C. B. {nrl}as;

(9) fake. B. C. {dec(nrl) }a;

(10)1. receive. B. C. {dec(nr1) }4 .

EXAEE P, BB (1) RRTE YabalomBAN P H &
ERFHARC ERHE{ABL PR FRERK CREIL
TAR¥RKIBEE{A, B}, 4% B Yahalom-BAN By #2538
Eﬁil‘ﬁmﬁ nr2 3 S RETHE(C,nr2, {A,Blwes } GF
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Needham-Schroeder #h I 8 £4& B m C X% H & {A,
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ham-Schroeder MEMCETRAE B T BEYLEL #rl JF1 B K32 T
WE nrl}a GRS FN(D RARK T E I T K
B IFER BRI C ERETHE (decnrD}a, HHBEAO P E
ECHEWTHHEE, HFINAES EAEK BEMRT Needham-
Schroeder # , {fH3EBR I B 2@ ®E S 5iZMNRE, Wi
FZ A YahalomBAN i 74 T Needham-Schroeder H3 #
Fik CHEMEE,H 5 CEMT Needham-Schroeder B3,
5.3 BEERESN
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B RDR S S [ FE T R B AR K 218508 K, BT
RGN — W B, RS2 (8] w9 TE L, A
MSBAHALE. WH, B TACRIER &N Hir 28
SITRAE B RGN E 2, EHLRGEW KBS,
TR MRAS S M EMEXR, B AR LR TR T aE i
FERE Rz BB,

ST B ESR, TR BB REW R B EHE
BRI T # BARMEF R KELT, Bk, HE xS HE
XT—A2RIRE g, AT BE AR A Hb MK B 5 30T B BT oy
FARFEAEZSE], AT iterate O PUTEBUS IR E B8 iter-
ate O BTAVRAS  H A MMy KRR B3k Hing5E i %t
RSB, MR B 2 RRE ¢ LIUKE BIIA A iterate
OB EMMRE, BB HITHRERBER BIrELE S
BN B, L RMARES B B IR 2 B 5 EMET
%.

R BT R 22 B 7, @ L R UE SPORE il B iy
120 Z 2N 20 MELBHY B REBITRSIREN 2—
7, Gt AT 2B K IER A, fk 2 fry). AR
2B EBITHAKRT 5 o, P RER B /DT 1s, £IE1T
Bk 7w, EI IR R 4. 9s. HREH, LANKIEEE
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