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Study and Realizauion of Identification & Authorization 1o Secure OS
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Abstract

46 & 100080)

In secure operating system .mechanusm nf Access and Control 1s the kernel of security policy

realization. As we know ,Identilication & Authorization 1s the base and precondition. It is absolutely nec-

essarliy in many kinds of secure OS evaluation home and aboradl-~?). This paper will describe the theory

bases and realizawon of the mechanmsm 1in detail and expand 1t to the network.
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M. (1 nf CLASS{SI>=CLASS(O)
then Read(S.0) ar Execute(S.0);

(2)if CLASS(O) > =(LASS(S)
then Write(S.O) or Append(5.,0);
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HWEREZ . (1 nf CLASS(S)>=CLASS(O)
then Read (5.00) or Exccute(S.0Q};
(2nf CLASS(S=CLASSIO»
then Write(S.0);
(31f CLASS(O) > =CLASS(S5)
then Append(S.0):
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HE3. (101 CLASS(S1> =CLASS.0)
then Read(S.0) or Executel5,07;

(2§ CLASS(S)=CLASS(O)
then Wrnite{S5.0) or Append(5.01;
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typedef unsighed int vad_—t;

typedef unsigned int level.t;

typedef ungigned int audit—t;

struct Identification—and— Arthonization)
char username[32];
wid_—t userwd;
level " user_levelset_pointer:
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audit_t userauditmaszk, 256 ];
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