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Abstract Tn RFC1949,A- Ballardie proposed a method of scalable multicast key distribution based on

the Core Based Tree multicast protoce! hiting for wide-area IP multiwcasting. This paper analyses the

method deeply,points out that the model can't resist the key compromise of a single member effective-

lv,and proposes two kinds of umprovement. One 1s the distributed generating and distrtbuting grouap data

encrypton key,the other one 15 partinoning the group into subgraups. These improvements can increase

the security and lfetimne of the group key.and decrease the loss of compronuse of a single group key en-

cryption key.
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