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A Novel Realization Mechanism for Capability 1in Trusted Operating System
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Generally the realization of the capahility 1o trusted OS needs rewriting lots of the kernel

code related tr the syscalls. This paper introduces a new kind of realization mechanism for the trusted

OS capahility. TTsing the mechansm ., oot only the root user 15 removed.the root prnivileges are decom-

posed and can be issued ro the cnmmon user.but also some user nights such as calling the syscall and

taking use of shell commands related to root privilege,and the processes requesting the syscall,etc. can
be controlled by system secure capability set. The new realization mechanism of the capability

doesn”t change lots of the kernel cnde and has been implemented successfully on Linux-based trusted

0s.
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Abstract

In the paper.the principium of TP Acess Control List has been presented. Also the develop-

ment trend of Access Centrol List has been discussed:Dynamic Access Contrnl List. Time Based Aec-

cesslist ,Reflexive Arcess Contral list,Context Based Access Control-
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