£ OO0 http://www.cqvip.com|

i+ EHLEL 3 2001 Vel 2RNE T

ERRLERRE CC EHIEEIS 1
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Abstract  The Common Criteria for Information Technolrgy Secunity Evaluation? CC Yjomtly developed
by the United States,Canada,the United Kingdom aud sther countries were approved and accepted as
an miernationat standard by the Internaticnal Orgarization for Standardization tn 1999. Since then in
the United States ,no new evaluations may be conducted against the Orange Book .whereas .all new eval-
uvatrans of security offered by information products must be carried out against CC. CC takes securrty
function and security assurance measure as sepaTate concepis. [t advocates the development of securnity
products on security engineering . gaining confidence tn IT securuy through actions that may be taken
during the processes of devefopment . evaluation and cperation. This paper presents the general strue-
turat model of CC by giving an anatysis to this criteria with an emphasis en the definition of security re-
quiremtnts,the usage of requirement defmitions.the tevel of confidence in security .the devetopment of
secure preducts and the security evalnation of products. At the end .the basic methodelegy to develop a

secure operating system kernel based on this model is stated
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