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Design and Implement of the Anonymous Communications in the Mobile IP Networks
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Abstract

One of the key problems in the mobile communication is the anonymous communication. The mobile user

wants to hide his real identifying information to the visiting domain and the public network which he does not trust,

and prevent from being tracked and located. In this paper, we have discoursed the anonymous communications in the

mobile IP, and presented a novel strategy of the dynamic address allocation and the routing with anonymity. The sug-

gested method enables any identifying information can be carried over the anonymous and secure connections, and

provide end-to-end security. The implements of the mobile host and the mobile subnet are also presented.
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