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Abstract Runtime verification is a lightweight verification technique which monitors the behaviors of the target sys-
tems and checks whether their behaviors satisfy the desired properties. Once a violation is observed, the monitor informs
the system to react in time, Runtime verification has been applied to various areas to ensure the correctness of systems.
In this paper, the concepts, principles and categories of runtime verification were first introduced. Then several solutions

and research hotspots in this area were analyzed. Finally, we discussed the current challenges, and outlined the future re-

Vol. 41 No. 11A

search directions of runtime verification.
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