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Abstract

Mobile IP is one of the key technologies to implement mobile computing. But its security still needs further

research. After an introduction to mobile IP, IPSec and the threat to mobile IP security,an IPSec-based mobile IP se-

curity architecture is presented in the article. This architecture combines IPSec and some other secure measures with

mobile IP so as to give mobile IP stronger security. In the article this architecture is discussed in detail and a method

is proposed to traverse firewall using IKE.

Keywords Mobile IP, IPSec,Security architecture, IKE, Firewall traversal

1.5l

ik Afi1gE s B . B # 15 [8] Internet, 2 24 BT Internet
RE—THAQLET—REEHABGEREAGER . B3
IP B RXHA—FE AR, Eth R B iy —9] LI 7 Internet |k
FE ALt T e B th .

hTF#z)IPEGEERMSTH LSRN, LB L&
B, By 64 SR ¥l TP GBS KK b Il # S K
HIFEES XL T TR . AT, EmEBs) IPEF
FETHELEZEYLE. CRAEB IPRERSGAE
BEEZAREEERZ—.

REAIBT R A IPSec RS IP ByLL I,

HIFEHFEY - REHRSEREXSF B3 P FHEPH
BHEEBEM AR/ H T — 2T IPSec B9 3) IP ok
Rigp . AEHHESFME R IATH i — kel
LA IP SRR T2 K.

2.8 x%h 1P

AEBDIPY g, E LT = FEeEETh R B
£ (Mobile Node, L1 Ffj#8 MN) . 2= #b 4%, B (Home Agent, LA
T f@# HA) . Sh b fR B (Foreign Agent, LA FR# FA) .,/
T =44 . L8 & (Agent Discovery). iF it (Regis-
tration) FIpEiEF A (Tunneling)  FTEMA—TFT#31 1P T
YERE CGmBE1BR) .

E1 ®3hIP THEFEH

1D RH MN T[LL#35, (5 MN 8% — T EEFRE
MR £ Hak . MN 3 R XA RSB # W FA/HA &
EMRE BHENTEHCREREAETHP%E TR IR 5
Lt omREEAZKBL E MN T REES S —HEIE,
AEMAES IP R EIEE.

2)ImE MN EESM RS B, BB FA R 5
it B 5B ¥ 35 b bt (Care-of Address, UL F{i#k COA, —A& N
Srb A HE) 3 HA M S RIS F ek,

DEMERE FAHEE MN R St BECSHK HA
KIS, PR RH ) FE A b HEAF K L FE FA AL BB A BN
RESH L 4 MNL AT LR A —FREGE S A (TP 6 IP 5%
(IPinIPEncapsulation )t £ /N #t % (Minimal Encapsulatio-

BET

n) 158 A B th 33 2% (Generic Routing Encapsulation) ™, il
SRGEHAR.BRTNE S MBI R EAT A B b 28
BB fE Bksh.

4% MN ESh R EBE SR, RELR, TREEEAR.
f MN B 80485r 8535 FA SERLIRIARE B 8509 3h k.

3. 8nh IP RPN E LB

B3 1P AP FER S B LR E P F T
WFEEXE R, A E#ES) IP XD EHZII RS . F
KEBRMRE, BRERETLLEHN LT R 55BN TR
dr BBy B B ooy e e

DHBRELE REREENOREHEERIRMN

BIHAE, ETERRATEANHAUREER RERE RAESSHR TN ERP FELHRLE, TERRFAR DT HULALE In-

ternet Fy A 3Ktk WL AESW, TEFASARYH AR S HANRSEA BE FL, TEFTIYIHTEARS . Ze. 2 HiH K.

e 83


http://www.cqvip.com

Z. oRESNER, REESESXEMERIEE LRR
EEAHHERIEMNAHUINENHRIRAS. BT
B3 1P he RAEBRIER KN, HEDI@E LEE0E

B AT HERTHAITEYHH ERIIME L, B X XE3H#

B RRmEER.

EBFIP FREP, IRUERHAERR. —HEESMW
W7 ( Passive Eavesdropping), Bl fE M #5 F W IT{& 6 893G €.,
B — R 4% 95 B dr (Active Session Stealing, 18
Takeover), IEE— P A AP EANERF HEEN . BFE
B R4 P8 S0 G 1P i B EE#TrEE e R
.

DEXEAE EHRSBOIFEUIHRIELMR S BH DoS
(Denial of Service) T . HEMBEER S HHE O FTERBIE
A -FHERMREELE .S —MHREN &R E R AL
RENXARISRSERELERF R H.ELRF BTN
FEB A Smurf™ Land*, TCP SYN Flooding'34 45,

ERHIP P RENIEARSAHEAFTERH (D XH
HW HA ZH Oy MR, IEA T8 TP sk X4 MN &
COA.XBEERNIEME, il {5 X 5 ¥ & (Correspondent
Node, CN)MIME LM LW HA BSRERL T I HhE, ™
HIEM MN N#EST RS, BEKRABEMBET . (2) X
#r#& Ll TCP SYN Flooding B iy ik 45 2% » 66 I &5 28 L i59 B2
KEFRGEB  NTIEBEEN MN #iEERE.

NMT A E FEHIH (Replay) BE ¥ WA T B .
EAHSHRIENH PHRELCHEBERTR.RE/LK
EHE EBIIP P, BERHERIHR - LHER—1F
BOEMMEREEREEE AT —BREAEEELX Y
B T M —1-D8& i COA,

4)#. M (Repudiation) HRFNACHANE,. ERS)
IP o o is B IR B 3 B9 18

SYk% HEIMGBYERHREE RN EBFIP
POEENRGHERSRSEEER, BT ENR RS
B

B ESrbr o] WEES) 1P SRR P e H i 3E TP SR K
MEZBH B IPEEFRAEREMEXERE, EHE
EFRETRFRMUBNNE NENTEHRE IR E
EMSES), MEt B RE — B ERANE, TOXEXE
$F R TPSec BrREIRBLEY , BY LA FE S/ 48— T IPSec, {2 11
E T IPSec M85 IP KL A RIS,

4. IPSec

IPSec £t T —FiIr M. BENUEREBEI S8
OO TREE R 1P & EE (I TCP 1 UDP) R %
£ REE.TPSec H— RPN ARB2RRT Psec RS
W AR EAHENHEXER.

IPSec J U EHF TR . AR (Transport Mode)
HEEBA (Tunnel Mode) BEMNEJNETFERERXR
¥ IP B, T2 IEKEE P LM B ik (n TCP
2, UDP SOz [, MEE AR IP €, EXEAIP 4
i . ZehAMTFTHRINP L2 MH.

IPSec H = 1 & = E #9 # 43+ B if 3k (Authentication
Header, AH)US)| & 3 % 4 88 7 (Encapsulating Security

. 84 .

D000 http://iwww.cqvip.com|

Payload , ESP )1 1 1 44 22 #& (Internet Key Exchange , IK 0
E)[11~“],

DRHEL AH 3 1P SR H#E¥E B R EMBIER 5.
BAEANEEHRE THENECSEARIBRTREDT
A o s A B RAEAL ], R R G MR & PR
B B AT AE » 2 2 0 15 L » 30 AT B AE 3t b 3R %R B X E U
H. AR EN MAC i+ B /4 E X HMAC-MD5-9640
HMAC-SHA-96, L2 & FH I3 SHA- 1/ .

[ [PSec K & I

riut%éﬁﬁ @sp)_| !Jéu'fk wn |
nmaz (Do1) ‘
| %iﬂ@‘& |<=Lﬁ-jﬂ I

M2 IPSec hR&H AR FAGHBMEXR

DHEL LA ESP 5 AH MK BT 2B AR EMR
ERFII BREEMRMNT NENLS,. CONEREELE
XFFCBCEHAM DES Bk, LRI EETLURATE R M
¥ ¥ kim IDEA . =% DES.CDMF ®i:%.

3DIKE & IPSec RN A s BHSTH BT L g shadt
TEHNBEMDAEIKE ME T HSHRIE Psec XLk,
PRRERSFHTAXEZEHNIREESHAATUHEIA
EFR T XNEMS ANEHEEEFDE
— IR AR TR E Internet ELXHEMEHERHIL
(ISAKMP) #1 B # B 41 £ # i OAKLEY &5 SKEME 4
BIKE BT EAB B Ay ISAKMP, lb S E X T 58 #
HA.ERENIKENEZEHE . EER TSI ERR
P REERPREORIE.ERESR S IH HIEFERA
WML ST EFE TR E (PFS)%,

5. %&T IPSec B R) IP REFRIESR

HEFULESH XBERHBT —1THTF IPSec 983 IP &
EREL, EA NS T HB3h IP M IPSec, ERAT — &K
A EEHEN ATIL B3 IP FE LR LTS,

5.1 BFIEFRFMETAN T ESFZHRA

ok RAEL R X IPSec P EL BB THR D
. AR TEER - TALLE&RESRMMAXM(FTEE=5
BT B .

BhRAY —KGEANBH IPHETENLEGED., T
mEE—EHE.

DN FHBRUERHERS IP PHFEHEIERER. B
1P 7 5 3 3 5 R EUAE: fo] X {ef i il . — AR B SRE s 2 SR R & s B
W X O T A AT, BB ENERER TR
BB . EARMNEGENMRCICABESEH MBI IP £
WIS LB, B RIFRI s = R A S F S hE . X8, &
REHRFEITRAL ERENME—A L. LEBBIR
L, MAR R M8 —83HH: et RE 51 i
W BERET 28, XRETHAEHE. ZELPRAT
IPSec #7 ESP 3 i3 A $2 ik 3% ) 9% 69 b s Th ik .



http://www.cqvip.com

"B 000 http/Avww.cquip.com|

£1
g o813 B3 IP R RER T
¥ ST .
B BUDL# iy SEEREE x 1PSec 9 ESP 3 jE 415X 3030 o o b
EBEG(EERE Dy EE AR HNER L IPSec AI5RIAEM L
I8 % k) TCP SYN Flooding A O L8 AR #0510 B il A OSS 3B R AT [B) IPSec B
B8 o i R A eE]#n B8R Nonce IPSec o ity FF ) & 2 00 iF H. 1
W X IPSec B FUESH
L. T8 ¥ AR

DM TFHEERFHGPIEEMR T RO BT =LY
MN # HA 2 [ 3¢ 5 04 Br & HEMHE BT B 20 58 WGE, B
3 IP #3035 KA R H Keyed MD5 (Message Digest5) # gk
BEATGER B XFHAERS MAREEHEEMNERS . B
R AR A IPSec B3R NEMY: . WA A IKE 2t EHMN &
HEER AR,

%t F TCP SYN Flooding, BRI K ik, R RF A H A
FeEk, TR A A QX A (Ingress Filtering) P12
B EAOS BB ARANRALERTHYRE. B —1%
B HEEE FM MN R HABEESHUKR st h T #
HE RS AN KA N TRV RO R s E.HAK
BHEEF XM, B30 IPRAT RARERARB 2%
W MBS REMRE. TUPERORERS BEC™
ERHBESARITHENEEEATR SRR HREHE
T ANBER A FE AR ERR2ERY . AT
RN EF FREARELLAZ T AOSTR.BHAME

RERGES A B ARATXE R AR IPSec B H (Bi—
directional IPSec Tunnel) ,¥iEC 2.3 $ %, Bril #s ot 7E 36 $h
LHRTEHM.

DN FEEAG B3 IPHEEERNTERIE 4T
M BIFRB = — P ME— Ml RS ABEEBSANET—K
EMHEROERLESAS .83 IP HE LT RAHRERNING 5
B —FREA A ERE, £ ZF R A Nonce, T RATHHE
BHRAT IPSec, HP W FH S SRIEHNFI RS R ER
ik,

DX FHB . EHIPREIE - MEELARIELRH
T IPSec 3FIES LABFIE# .

XX F R, B3 IP L HIFF TN MEEeEk
RIERIBHT 2B L.

BETEWEARR - TEXNELERIERESS IP Y
ISR XE . UAEERs) IPY TIESEBET HE . H
Emm#E2.

£2

il %3 IP

FKEEZERT

DMN SR 0 FA R #7158

2)MN RAEMMWRE FA

3)FA # K MN (AR % HA

OHAEBEEM A, B FA K4 MN

S)iXF¥E MN—FA fll FA—HA Z ] 4 S rie T B

6)FA 7E MN fl HA Z B P&k BT E69H 6 W CN B {5 856 P  HA, 1§
3 FA. B F MN; )\ MN #51§ 83X P FAL R /ST LA B #2369 CN
(FIURL S HA)

DMN TS 8 E B0 FA 7 5 &

2)MN i DHCP.PPP i IPCP R F TR KRB — MR
it (Collocated Care—of Address)

3)MN B3 — R E#F HA £ [PSec Bl

4)MN REHR MR EED HA

5)HA K% EIEM R %

6)iX#FE HA I MN 2 a2 T —%ﬂl‘]m 1PSec B¥ill, LI /5§ MN
MON Z P HEHEEBES b

WERHHRE ELEHFFER S, FA STEOEA®
AR2HE) . X EBIP T.FAREE R (FER LM P
SOMN fl HA Z R EMER MTEFHNRLERERLT,
BRABEFANEERT,

5.2 JJ IKE % RdPh A ik

EREHRESREP AR LFT UM, B HN
(VPNOBER L HBRERLZ . ERA VPN RS . 8
A KM IR KT X AWM BN BEEER— 10
BB 3, (23] W T A SKIP ZEi Bl k4%, (23X Fh 7 B 7E
BE EMEABE|EEN ET — M HisMaY SKIP 3k, 3X 0] fE
SFEhnE R L% & 748, M E SKIP kb E4RR T R E M
hoEE MUGER ML PIRESE B 2RI, At A orit ik —F
A IKE by X . 88T U EMFR. ZHUKZ
9 IKE ZER By A 52 R X EIAE X . g e
Aey ¥ A B IKE X8 s th il . ZR B M E 3T = FW £5
By ok, R E8imE 2 248 .

AT EATS, XELT MN fl HA Z A& £k
AR RSB MERRERE N AENIRR (BB

K RO T LARER 2 HE) . FH B HA F1 FW 2 [a] R #5347
R EH B HA f1 FW 2 ] R MR AH BROTLL T . b 4h,
MN I CN Z B RIS F LI fE FF . B E & MN A
FW2ZRREMEN EE. TEMRRIEE 2, B YA
EMTREESE TR ESRIEH . A HHEL E. N EEMN
BREEBES LA LE).

EM T EANEEHKM T (LLF RegRgst F=REM
H R B RegReply ik MY %15 B, . src TR IP ik, dst
FR B IP Hab)

DMN->FW IP(src=COA,dst=FW]|ESP | IP[stc =
COA ,dst=HA]|UDP |RegRqst

2)FW->HA.: IP[src=FW,dst=HA] | AH |IP[src =
COA,dst=HAJ |UDP |RegRqst

3)HA->FW; IP(src=HA,dst =FW]| AH | IP [src =
HA ,dst=COA] |UDP |RegReply

4)FW->MN: IP[src=FW,dst=COA]|ESP|IP[src=
HA ,dst=COA]|UDP |RegReply

BUHE M BT BrY A E X m Tl MN & HTTP K

« 85


http://www.cqvip.com

).
1)MN =4 B a4 Y . IP[stc=MN,dst=CN]| TCP|

D000 http://iwww.cqvip.com|

HTTPGX B ¥ i MN bR £ i i)

3 B IKE R S RE
EERE.

2YMN->FW . IP[src=COA,dst=FW]|ESP|IP[src=
MN,dst=CN]|TCP|HTTP

PFW->CN (L NIE . BH KT : IP[src=MN,dst
=CN]|ITCP|HTTP

4)CN->HA: IP[src=CN,dst=MN]|TCP |HTTP(TF
X IP S ¥ EEAX)

5)HA->FW. IP[src=HA,dst=FW]|AH|IP[src =
HA ,dst=COA]|ESP|IP | TCP|HTTP

6)FW->MN: IP[src=FW ,dst=COA]|ESP|IP[src=
HA,dst=CQOA]|ESP|IP| TCP|HTTP

DERE MN BRAKEBEGEAE. B, . KEH IP[src=
CN,dst=MN]|TCP|HTTP

HEHEHOR. XERIMNTEMINE IPSec BEEMT
— AR L IR E R FW B3 k{E% HA I R E M
H%4 CN. WX IR XHHMMEB T — M fia. T ERA F%
Bt E &M .

5.3 FRLBRIEPHBA)IP PH—RKIFE

RHEESERIELE. FANE3 IP thiley — @y
EEAHRSE.ETEIH:

DABRERENHESLFRGEMITH MD5, 8t E 5%
1 Nonce) , B FLLERCLRUT ERNE L.

DABRARE B X AL Z LA IPSec fy ESP Hil
B8 5] IPSec Bl .

3IHFA HEBAE IS MN ZHNEMEEARES T
FA ¥R,

PENERY BIREAEFSERAMERYEZ—.F
Jo—F T LL7E Internet LGB Shit MRt Z @I th
BB IP ABRRFONR . BELRELEERE T . A&
R/HET —TETF IPSec WBFIP LA RIEL. EBRTE
BIIPHBENEERY FEXUTRA - DN IP EEFRHEHT
BOAEDORETEBOMENTERERE 3D H IKE H
SIth R TTEE TR O TR A, XF VPN.EH
B, EFEERRE. B RNA RS L8R A (N8 &
W) EE . A TREBEN L FELE HMBTHH.E8R
SAAEME WL EHEEE K EK BT IPSec BRARMIZ
R E i b5t IPSec 1 NAT ML R AEE — R ME.

BB AXRBHELERIELEEBE MBS IP FiE
REVBYELE . FRIFNRS BHFEE KK BE
H—EHRARE XERT —SHOWKT 6 . RIVASEE
AABWER . ELABah IP e WBFRERN . B AMH

.86

[

@

10

12

13

14

18

19

20

21

22

23

£ % 3 ®

Condell Z. Use of IPSec in Mobile IP. Internet Draft, 1997

Patil B,Narayanan R,Qaddoura E. Security Requirements/Imple-
mentation Guidelines for Mobile IP using IP Security. Internet
Draft, 1999

Binkley, Jim,McHugh J. Secure Mobile Networking: Final Re-
port. June 1999. http.//www. cs. pdx. edu/research/SMN/index.
html

Perkins C. IP Mobility Support. RFC 2002, Oct. 1996

" Solomon J. Applicability Statement for IP Mobility. RFC 2005,

Oct. 1996 .

James S. Mobile IP The Internet Unplugged. Prentice Hall publi-
cation, 1999

Perkins C. IP Encapsulation within IP. RFC 2003,0ct. 1996
Perkins C. Minimal Encapsulation within IP. RFC 2004,0Oct. 1996
Generic S H. Routing Encapsulation (GRE). RFC 1701, Oct.
1994.

CERT Advisory CA-98. 01. “smurf” TP Denial-of-Service At-
tacks; January 5, 1998. http.//www. cert. org/advisories/CA-
98. 01. smurf. html

CERT Advisory CA-97. 28; “Teardrop/Land” TP Denial-of-Ser-
vice Attacks; December 16, 1997. http://www. cert. org/advi-
sories/CA-97. 28. Teardrop—Land. html

CERT Advisory CA-96. 21; TCP SYN Flooding and IP Spoofing
Attacks, September 24, 1996. http.//www. cert. org/advisories/
CA-96. 21. tcp—syn—flooding. html

Kent, Atkinson. Security Architecture for the Internet Protocol.
RFC 2401, Nov. 1998

Thayer R, Doraswamy N, Glenn R. IP Security Document
Roadmap. RFC2411,1998

Kent S,Corp B, Atkinson R. IP Authentication Header. RFC2402,
1998

Kent S, Corp B, Atkinson R. IP Encapsulating Security Payload
(ESP). RFC2406,1998

Piper D. The Internet IP Security Domain of Interpretation for
ISAKMP. RFC2407,1998

Maughan, Schertler, Schneider, Turner. Internet Security Asso-
ciation and Key Management Protocol (ISAKMP). RFC 2408,
Nov. 1998

Harkins, Carrel. The Internet Key Exchange (IKE). RFC 2409,
Nov. 1998

Ferguson P,Senie D. Network Ingress Filtering: Defeating Denial
of Service Attacks which employ IP Source Address Spoofing.
Jan. 1998

Montenegro G. Reverse Tunneling for Mobile IP. RFC2344,1998
Montenegro G. Reverse Tunneling for Mobile IP, revised.
RFC3024,2001

Montenegro G,Gupta V. Sun’s SKIP Firewall Traversal for Mo-
bile IP. RFC2356,1998 ’



http://www.cqvip.com

