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Abstract

In this paper, we will firstly analyze the design and implementation of Windows Based Firewall. To im-

prove the rule matching performance, we introduce a new, high efficient rule matching algorithm and present the

Windows 2000 based firewall prototype.
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struct rule_chain {

struct ip—fw_rule rule;
struct rule_chain * next;
struct rule_chain * mid;

}
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match_routine (struct iphdr* ip,struct rule_—chain * head s struct rule—
chain " tail)

struct rule_chain® phead=head, * ptail =tail ;

int result;

while(phead! =ptail) {

result = (ip->>saddr8p->rule. net—mask)-p->>rule. saddr;

if(} result) return MATCH;

if (result>0) (
result = ip-> saddr&ptail->> rule. netmask )-ptail->
rule. saddr;
if(tresult) return MATCH;;
if (result<C0) ptail =phead->>mid; else return phead=
phead->mid;

}

else
return NOT-MATCH;
}
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