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The Dependent Relationships of Access Authorization Tasks and its Timed Color Petri Net Analysis Model
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Abstract Supporting the separation of duties is one of the security strategies that must be achieved in any one of ac-
cess control methods. However,the facts that the same user is not allowed to hold some permissions at a certain time
(static permission exclusionYand that the same user is not allowed to activate some permissions at a certain time (dy-
namic permission exclusion)are only realized in existing authorization models,that is.these models only support a us-
er-level separation of duties. But under the environment of network and distribution,there exists separation of duties
in authorization tasks themselves. That is,whether some authorization tasks have been or should be carried out is the
prerequisite that other some authorization tasks are carried out,whereas this very important problem is not discussed
in existing authorization models such that it is very difficult to model access authorization task execution in network
and distribution environments. Thus the novel notions of authorization task dependencies and the new concepts of
separation of duties and cooperation of duties are present in this paper.and their formal descriptions also are given.
With the mutual exclusion and cooperation relationships of authorization tasks.a system-level authorization separation
of duties may be achieved . Finally,a timed color Petri net model used to analyse the dependent relationship consisten-

cy among authorization tasks is discussed.
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