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Abstract

Constructing a role hierarchy is the key process of implementing RBAC models. In this paper,we first

analyze the concept of role hierarchy from the view of application field ,and then introduce four typical kinds of role hi-

erarchy: permission-usage,role-activation,manage-relation,.constraint-inheritance. Last we propose a common RBAC

model synthesizing the four role hierarchies,which simulates the situations in the application field and embodies the

management relationship in the real world and so simplifies management of authorizations.
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