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Abstract

The X. 509 authentication and Role-based access control are analyzed and combined in this paper, then

X. 509 authentication is extended and described in detail. The concrete actualizing process of security strategy based

on X. 509 authentication and Role-based access control is also expatiated.
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P RE#y X. 509 {E$H ) ASN. 1(Abstract Syntax Notation

One) X RMERHAMWT -

Certificate; . =SEQUENCE{
roleCertificate ROLECertificate,
signature Algorithm AlgorithmIdentifier,
signatureValue BIT STRING}
ROLECertificate ; : =SEQUENCE({
version DEFAULT V3,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity ValidityDate,
subject Name.
subjectPublicKeyInfo
SubjectPublicKeyInfonation,
issuerUniquelD[ 1] IMPLICIT
Uniqueldentifier OPTIONAL .
subjectUniqueIDEZ] IMPLICIT
Uniqueldentifier OPTIONAL
extensions [ 3] EXPLICIT Extensions
OPTIONAL }
Extension: ! =SEQUENCE SIZE
(1--*-MAX)OF EXTENSION
Algorithmldentifier: . = SEQUENCE
{PCKS #1 MDS with RSA}
ValidityDate: ! =SEQUENCE({
Not Before Time,
Not After Time}
Time .= CHOICE {
utcTime UTCTime,
general Time GeneralizedTime }
Uniqueldentifier:: = BIT STRING
SubjectName: : =SEQUENCE/{
Name OCTET STRING,
Userid OCTET STRING}
Subject—Public—Key—_Info:: =SEQUENCE{
Algorithm Algorithm Identifier ,
Public Key:BIT STRING.
Public Exponent INTEGER }
Extension! .= SEQUENCE SIZE{
Identifier Role,
Critical BOOLEAN DEFAULT NO,
Value ENCRYPTION STRING.,
Identifier Certificate Type,
Critical BOOLEAN DEFAULT NO,
Certified Usage Certified . Usage
Identifier Authority Key Identifier,
Critical BOOLEAN DEFAULT NO,
Key Identifier BIT STRING!
Role:: ={OCTET STRING}
Certified-.Usage:: = OCTET STRING{SSL
Client,E_Mail }
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