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Abstract

To obtain the OS’s type and version used by remote host on the Internet is very important on studing the

network security . The fingerprints detection technology is an effective solution methed to this problem . In this arti-

cle .the principium . method and actualization of the fingerprints detection technology based upon ICMP protocol are

studied especially .
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17:10:19.538020 if 4>y.y.y. y>x-%- X- X
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: icmp: echo request (ttl 255, id 13170)

4500 0024 3372 0000 { {f 01 9602 yyyy yyyy
xxxx xxxx 0800 54a4 8404 0000 cbe7 bc39

8635 0800

17:10:19. 905254 if 4<<x-x.x.x<y.y.y.y :icmp: echo reply (ttl 233, id 24941)
4500 0024 616d 4000 e90] 3e07 xxxx XXXX
yYyy yyyy 0000 54ad 8d04 0000 cbe7 bc39

8635 0800
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