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A Novel Information Hiding Algorithm Based on Image Scrambling and DCT Domain
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Abstract In this paper a novel information hiding algorithm based on digital image scrambling and DCT domain is
presented. The cover image is firstly scrambled according to the private key of communication partners before em-
bedding secret information. And then through a speciel quantifying process of the cover image DCT-domain coeffi-
cients, the secret data are hidden in the variant even-uneven identity of DCT quantifying value based on the feeling
of the human vision to the DCT-domain. The blind extraction of secret information is accomplished because the
cover image is not needed when extracting the secret data. The private key communication protocol can be imple-
mented by means of this scrambling process. The experiment results show that the algorithm is not only an effi-

cient for information hiding but also very robust.

Keywords Information hiding, Scrambling algorithm, Blind extracting, Secret communication, JPEG compres-

sion

1 3%

FEE T HA . RN REEANRERR B
T BR.FA RS EA=H B A NY
EHTEZNA, A ENELRBERRET AR
Mz g7 EREFF NN RN

BT R AR BRIETENRENEREH
ABREAHFEGTREEFRAEAHEZEH
XA CELEHFREPHEREAT TR
1R BRETTRIERE

0 Rl AR 0 45 W SO AL B o o 7 b 2B

H) XA EXRRFLE, KB

RN 8

H1

OFTRMET W BEEREHEND,

by Hekh:128

BELZREF LT OHAL RS EHZ hR
BERMKPHATRREN EXHFE B M
= BEREE B R TSy AR B B3
R ) A8 B o R L 8 T ST i 2 A R A
EFERTEGE N REGEF N HRABE, 7 DCT
THRBBANBERE.

2 EfRSHRENE

EEERE PN IR AR — KK
REEH- Tl g A Bk 2 — e 1 DhBE
NS XN F R T &R FEHENE

g
c) Sk 64
Koy 256x256 K=5 a=421 b=17117 m=81000 K=6 a=421 b=17117 m=81000

T

BRADK1

RE R

+ 157«



£ ¥ [5) 4 & 4 #% (Linear congruential genera-
tor) Ry,

X=X, +8mod m 1
R X, RFFIBEr ML X RFRE n— 14
ﬁ’&g a,b,m %#&’Eﬁj}?ﬂﬁﬁ Xo. MR a.b
Fom BREVER, BLEERR—ANBY - BB
FHR AR,

WIRER A Po.o  BE KA Block-size, N
EXHAHRBAFERRDT.

(DB RER Poo R HRER Pow . HPm
=r/Block _size ,n=c/Block_size,

(2YBER Po. . EEMNERE A LT T HIM
5 A — R Ay RF S=mXa,

BEEY K AEERKREERE~E—1
£ LU S Posy,

(ODFEFH Posoy PEBEXNTET s WE.FEH
FHIFF Pos, .

(OYH Poso, WU EMEEABELFEE —EF
5 B8 T 4R, BIIE A BN B(Pm'(,,)“i’ o

) —# BoEH _ RN BRASEHEK
Pl s

A1HEKRREASHER.

3 DCT R RRBNE

3.1 XERE
% Coef, 7 DCT £, Step hBRAFK, MEF

E—RH N Coef, WM NSGrb<N+1,8

EREABAR Y Sec, WA K01 B E Coef; B9
BALTE Step, FIPH B B RRIERLEMNFE
bR Sec: 50, 18% Coef; FEHRILERN
N1 BB TE— 1 2R Sec: H1,78% Co-
of EENBRLERFHHIE—.

3.2 MEEE

BT AN BRFEHESRABREY
SR, T R R B AR B R XA E) B
£ DCT 4 B RBUF R N BEE . JPEG EHEIR
#E P R A B AL B AR S b BB T A IR X B A
TREE, Bl A H i B K UL JPEG IR M
BALERE MK, BT S MR,

AxRANRKEE Sep BEMR (D, K
pH—HBHHBIEET o BRIFERLEESH
1.

Step,=q. X e (2>

3.3 BASERRNE

BMASHRTEEAHBEERHTSE
BHoMHEESRERS ENT LRSS REEN TS
.

*» 158 -

AEBRAHEENT .

(DEEBEBREER Picoun  HEPH K 43
W ¥4 K, K, K, fl Block_size, BRI LA R
M

(BB EEABLI BRI K Sec. (K
kD

GEA O FHHENFFIAERRETH
KPR Li(Li=mXD/FHS;

(OB S BT A EFIBEE B S8 SiPRF
—HFFINBIBELS mXn BRPIXSEGRE
5| (Block_i #] Block— )R MM HANME p(8<
p<33, 3% Zigzag KIFMHENF T ) FT Pos: F 7]
i, B Pos, ()R =¥

Posy (i). Block—_i= floor (floor (§1(£2/16)/(n/

8)+1 _ (3
Pos, (). Block_j=mod{ floor (8,{i)/16), (n/
8)+1 (4
Posy(i). p=mod(S,(i),16)+38 (5)
(SIARAR 4T K. Block_size Y51 Pic BHL
i Picz;

(8) ¥ Picz 43 18 X 81445 B 8 b4y B3 AT det &
ﬁ&,ﬁ-?{} COCfmxn:

(7) ¥ i=1;

(8 UK A Posy (DOMREE, ITH M

M= floor

COCfPaz1 ). block_i PosCi), . block__j, Pors) (). p

ﬂoor(std_tablep,,,l(,-,‘po) ) (6)
(9y¥s M R sl 2oR, WEIBSE L R
&sﬁ[ﬁ Kﬂ“fﬁtﬁ’ﬂﬁﬁﬁﬁﬁﬁﬁﬂfﬁ’ﬁﬁﬂ Sec;
#FRE, BREAE Qr (Flim . M= (11011010,
K:=2,Sec;=1,1 Qr=1D100D1D) ;
QO Qr ¥k M KB F—0.JER M
(11 )C0€f.nml (). block_i Pos(6) . block_j, Pos, ). p = M X std_.
tablep., oy, p X pt (7

A2)i=i+1 KRFE <, HF(8)

(13) #& Coef 4r k¥t AR it Y B R Picz'

(14) ¥ Picz R BE R ER Pic ,BIGEEH
BREFEHER.

ERARREHMTE.

4 TRBRARSH

EE_EHAREIREGE - BTHELRPE
WREWEBPOR F2B R T REGRMBRAREGE
ZIEHRER . RIAG T FRSHT XS B
RER L F HARA RN R E AR/, B
AR BERE. LBAR KN KL, p=0. 48}, R 2%
T AR JPEG B FHHBESH MHERABCR R,
B THRBEHRESE. TURHEEEM




JPEG EEA AN EHRE, RERENBRATY  WHOEN . FEELRSRA MR R,

a) WK 256x256

c) REMEB128%128

‘}ill

b) AHETHER BARBCI
EE K4 PSNR=40.1315

d) FHPMBEER

NC=1 430

B2 lena RHEIFBA

B3 2141 JPEG EHRAEE FREIBRBH A A Pp=0.4

Al FTEHRALKSE B SR

FalsK/) | b | PSNR NC BN
4 0.4 37. 7534 1 0
2 0.4 | 37.7311 1 0
1 0.4 37. 6892 1 0
4 0.3 | 40.1885 1 o
2 0.3 | 40.1103 1 0
1 0.3 1 40.1044 1 0

£2 TPBJPEG B TH RS m K HH

JPEG S BT PSNR NC HaN/ B
100 53. 3536 1 0/16384
50 46. 1655 0.9952 B6/16384
80 42. 4668 0. 9448 812/16384
70 39. 6665 0.8518 | 2114/16384
60 37. 4708 0. 7671 3442/16384
50 36. 3601 06998 | 4259/16384
40 34. 6944 0.6207 | 5413/16384
30 33. 6479 0.5794 | 6146/16384
20 32,7402 0.5433 | 6534/16384
10 30. 8070 0.4677 | 7338/16384

gt ACHMEREE SREEA BET
—FPRTHG B AL R W PR AT SR AL
ERRGFBE, BERNT —FHET DCT M
EREBF TR, ZHEEL - E & BT
B ERERERACREESR DCT R RLH
AR S AES, RERETUERNREER
DCT ¥ BAEAF MR TR T TR
A BN RIS SRR R RICE RS
REZELNE I AR B E MRARAE R 8
B, A BRI, B E— R ERTRHEMNE
iR Bk .

2% xR

1 Petitcolas F A P,Anderson R J,Kuhn M G. Information Hiding-
A Survey. In; Proc. of The IEEE, 1993. 1062~1078

2 Bender W, Gruhl D, Morimoto N, Lu A. Techniques for Data
Hiding. I. B. M. Systems Journal,1996,35(3-4):313~336

3 Johnson N F,Jajodia S. Exploring Steganagraphy: Seen the Un-
seen. Computer,1998,31(2) : 2634

4 Katzenbeisser S,Petitcolas F A P. { SRR ARIES UE
3t.2001. 26

* 159 .



