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Abstract

When traditional Intrusion Detection System(IDS) is used to detect and analyze the great flow data transfer

in high-speed network, it usually causes the computation bottleneck. This paper presents a new Mobile Agent Dis-
tributed IDS(MADIDS) system based on the mobile agents. This system is specifically designed to process the great
flow data transfer in high-speed network. In MADIDS, the agents that are set at each node process the data transfer
by distributed computation architecture. Meanwhile by using the reconfiguration quality of the mobile agents,the load
balance of distributed computation can be dynamically implemented to gain the high-performance computing abili-
ty. This ability makes the detecting and analyzing of high-speed network possible. MADIDS can effectively solve the
detection and analysis performance bottleneck caused by the great flow data transfer in high-speed network. It en-
hances the performance of IDS in high-speed network. In this paper,we construct the infrastructure and theoretical
model of MADIDS ,and the deficiencies of MADIDS and future research work are also indicated.
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manifold PrintUnits (}import.
manifold ReadFile(port in)import.
manifold Sorter import.

mantfold Main()

{

auto process read is ReadFile (“unsorted”).
auto process sort is Sorter.

auto process print is PrintUnits.

begin : read—sort—print.

manifold AtomicSorter(event)import.
manifold Merger ()import.
maniford Sorter()

event filled, flushed , finished.
process atomsort is AtomicSorter(filled).
stream reconnect KB input—*.
priority filled<finished.
begin:
{

activate{atomsort),

input—=atomsort,
guard(input,a_everdisconnected!empry,finished),
guard (output ,a_everdisconnected , flushed),

f i‘nis hed ;

ignore filled.

begin :atomsort—=output.
).
filled :
{

process merge(a,b|output)is Merger.
stream KK *— (merge. a,merge. b).
stream KK merge—output.
begin .
{
activate(merge),
input—Sorter 0 merge. a,
atomsort—output

finished .

end.
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begin : terminated(void).
flushed : halt.
}-
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