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Abstract

The LAFCDIDS (Lightweight Agent for Collaborative Distribution Intrusion Detection System) presented

in this paper is a distributed intrusion detection system with the ability of collaborative detection in real time. The hi-
erarchy architecture of agents and the ability of collaborative detection in real time are evident characteristics of the
LAFCDIDS. Lightweight agent-and agent sensitivity are LAFCDIDS’s new concepts, which can reduce the overload
of protected system, shorten the period of intrusion detection, and are suitable for monitoring the distributed collabo-

rating attacks.
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