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Constraint Specification for the Model of Role-Based Access Control

XU Chun-Gen YAN Han LIU Feng-Yu
(Dept. Applied Mathematics!, Dept. of Computer?, Nanjing University of Science and Technology, Nanjing 210094)

Abstract The access control is very important for the information management of modern enterprises

. This paper

proposes a framework of well-defined constraint specifications for developers to build application-level access control

based on users’ roles. They ensure that each role is configured with consistent privileges, each actor is authorized to

proper roles and then each actor can activate and play his authorized roles without interest conflicts. These formal

constraint specifications are described by the first-order predicate logic, and also some properties are proved. The

model provides relatively independent, consistent and inferable constraint specifications for developers to design ac-

cess control of large and complex enterprise systems.
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