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Abstract

This paper comprehensively introduces and analyzes Shamir Secret Sharing, Pedersen’s Verifiable Secret

Sharing based on ECC, verifiable secret sharing without a trusted center based on ECC and an ElGamal digital signa-
ture scheme based on ECC. Based on the theoretical introduction, an ElGamal_type(t, n) threshold digital signature
scheme Based on ECC is designed. The performance of the scheme is analyzed. And an application based on the

scheme is described. In the scheme, a trusted center to deal with the sharing secret is eliminated. No secret communi-

cation is required in the signature issuing phase. The scheme is characterized by excellent security as well as high effi-

ciency.
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Abstract PKI and IPSec are the widely used technologies in today’s information security area. In this paper,PKI and
IPSec are discussed briefly at first. Then two methods of combining PKI with IPSec are proposed with details,and
how to use PKI in IPSec configuration management is also discussed. Finally,it points out that identity of IPSec com-
munication entity may be the special user but not limited to IP address with PKI. It also points out that PKI makes a-
thentication of IPSec entity more secure and reliable ,and makes IPSec configurations more flexible.

Keywords Public key infrastructure, IPSec protocol, Security association ,Internet key exchange protocol
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