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Abstract More and more serious network attack makes it more impending to find out the source of attacker. In this

paper ,we analyze the status in development of methods such as ICMP traceback, marking packet, hop by hop, IPsec

authentication and connection chain. We also put forward the tendency of marked IP traceback.
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RAFE OB R TP i ht R Z XA M IP tohk . — & P88 7]
UE—ENEAABECHER S —ENSREADLF. TR
BRGFEHEREN BRI EEP IP B E (traceback) R —FE
RO, — B BB SR W, T8k &
ERE.EXE.BFSAEERNKE IPBEEARACR ¥
AR Y RAOBAF R EELCNEEREZ —.
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v P EEMTRIEEPEULTLANE.

2.1 ICMPiBRE AR (ICMP trace, f#5 iTrace)

XE—#FA ICMP I B# T EEATA SEa >4
— N EIEFEATHNTBSEE 0 ICMP BEEB . HHX
HBEXBSAMNE B, mE1 5=l F A6
ICMPEEZHEBHRECHE IP A TR ESHAERDN
BHSE.BAEN AL ICMP BRSNS EER] . 5T
LA B B850 1/2000040 ME =4 ICMP 4 B e BLIT B
i (flood-type attack) s , ¥ T 7 K9 2% Bk i £ B 2 46 69 ICMP
BEHBERBERGHER.

Traceback message

Router A (RA)

E1 ICMP traceback message

AR 89 T T BAR B e 23 LL1/2000049 WK <4 -
Trace 4+ 4, SRR /D 3 F 43 4 R 46 45 R 4 DDOS (Dis-
tributed denial of service)U' MBI, | A NI (slave) R4
IR A B Ik 9B 4 WA B h 2R R LA M A A MR
AR, BZEEBGEE G R, B ARk T
BREP EEBEREAREEN iTrace FAMHMAER LR,
HR . BABELEN RSB L ERPIEZPESN iTrace HE
o R ML, Het, /A F 09 ICMP A MM 3 i
ICMP &% 77 i F DDOS B R1K.

X [61%43t ICMP B EFEAN RS RET —H“ER
IR 3)”#9 ICMP 3B % (“intension-driven”iTrace) i 80t 5 B .
XE x4 DDOS ik . EFERA T MEZHR RN
DDOS %,

The Plain DDOS Model(1999-2000)

Attackers /g
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Src:random
Dst:victim

Victim

E2z DDOS R
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EXRB S, T (Master) AK 7 & (attack) R B b
S RERBELUDSAH AN (Slave)  ABKFIRR £
B HENSE AREERERG EFRT RS (re-
flector) Y53 i R IE A M F B it F » N 18 K IR 5185 (reflec-
tor) RBFEREFN A NTREXRKT DDOS NI K #
(slave software) 2@ M.

“intension-driven” B8 BE#E AT — X @ % 2 “inten-
sion” F— B iy 45 S #8F — 4 ¥ @ ” (intension) 8 , MR %
R, B SHEER iTrace 74 . FRZEIF. M
R KL iTrace HEPHIAR—NMHH AT HBIRS
BAEER iTrace H B, IBAK iTrace HEFAM . — 1 i-
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Trace EFTEGS=SHELR . FEHBARHHFR.ER
Wat By, R hIREPHITA.

“intention-Driven” ¥} iTrace B SHAES B AR A9
B . Yo 3 (decision) B HL F138 B 7%= 4 (iTrace generation) 3.
P MM L2 T B By 3 (routing table) R tA B IRE . KBS
28T — %% WA iTrace 4 8., FLE) 5 A ¥ & K (packet-
forwarding table)sh fyE— A NEHEE.rAKERPIIN
1 —if B2 4 B (iTrace generation bit) ., 2 F te W HEIR AT B2
FX—MELUERX—AQMS T MRS EEP™
4 iTrace ¥ AR EMBHLEREPH I A KE—I
i iTrace B XL B MA3LT 7 .

N,
N\

/ /7 N\
( iTrace Generation { Decision Module routing
. / table

\ 2 \
NG e \\ - i
_,../ —_
iTrace generation bit

Intention bits

@ l—n—wﬁﬁ

N s -~
3 =

packets-
forwarding
table

A3 “Intention-driven” method

2.2 f45ig (Package marking)

iRcnEr R A S RhEN RHEEE
CHIPNEAN>AP L. BFAPESTTHREEE R
CHANEZERMARPARaEEERSARE.

IP packet (marked by router A)

Router A (RA)

P packet
Attack

=

Target host

A4 aric

BHBMECH IPHMMEAREEANAS. SAER
FREF X (G B kR a M A% X5 2 BrE
ﬂ‘]ﬁ%ﬂzﬂﬁﬁﬂ(&terministic packet marking, DPM) . F
ZHETRSBERMMSANKE, RUAT U —EKE
#7ic4 4 PPM (Probabilistic packet marking) 77 E.

BAEORCHEBERNAH: dEhETHRCE
BRaREEZTOREELSR MEHRAEhER
BiEefnsamkE.

X[ T —Rhdcitay PPM BB . EiRicE B PR A
T 5B ¥Ric 7 R (FMS,Fragment Marking Scheme) fl:4 HUEE
(edge sampling) Wk,

EAMENEP . EHFU—EANERRIBERES
BEABIGAF . XME B EIE I (start) R (end) B4 TP
Hb hk (Y W A SE B FIBE B8 (distance) F B . B B RS e EdFiC—
MrA.EXMBCH IP NS AFHFRIERERFR IO,
m%ﬁﬂ?&ﬁo'iﬁ“ﬂw‘/fﬁm#Eﬁﬁﬁa_fﬁ/f‘ﬁ‘ﬁ-
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ZEaNBE A IP i&htEAﬂ;ﬁK#Fi.mJn& E - 2N
EAA. CRINNERTFER ERFROHESRNFSANTH
NS TSR hENNE.

DRBENERERTZEENEBEEASA. T IP kMR
7 Gidentification) RF164 FMS KA T RSB T
B9 1P MU R E B RSB, B AR S — B kin
ieaan . Hisicd BT

Marking procedure at router R:
let R’ =BitIntereave (R,Hash(R))
let % be the number of non-overlapping fragments in R’
for each packet w
let x be a random number from [0..1]
if z<{p then
let o be a random integer from [0..k—1] -
let f be the fragment of R’ at offset o
write f into w. frag
write 0 into w. distance
write o into w. offset
else
if w. distance=0 then
let f be the fragment of R’ an offset w. offset
write f @ w. frag into w. frag
increment w. distance

M5 FMS fricHik

ZHENGREEZEE EHIEHTBENITHFHRK,
% DOS f £ 8 11 ¥ (multiple attacker) BB, ERER
R.ENZREANOVLBRES IR —1TRaBRR.EEH
BRI, ATIEHRREHE B yREERENFERENH T4
HRPHNH - EEHRRETRZE.

X718 8 T W #F 897 R, S #HR1C 5 E (Advanced
Marking Scheme) 1 & 51 #% iC 77 %€ (Authenticated Marking
Scheme) , AR EERBENE IPHAXBBE.ZHRR
R & R fy 25 FF 45/, #5142 B (incremental deploy-
ment), SUEMFERAL. ZERMBEN. R RN
DDOS Bty By R B M1+ I 48 /s B SIPRECY X006 A Ay

S Wmrm
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B5 e SR AR IT AU L B 2 Ay S e SR OhiE R,

SRR HTRRBAFORBE TR, EERERB T
fE1000F 2 dr# B i &R A DDOS i MR R EFH AIE
H WA HRE. AHAES IP b e H i
B 2. % 164 A9 471X (identification) F B4 5 L EF 9 BB 7S
(distance) FFE 11 L 45 4434 (edge) FBE.SHAF REA R 324
B XNEXEHHRSENBELREESN. AFENMLY
BOFURM h £ b 3T ES dr 2R ML AR TS . SR 11 4SS R 1E MR
L. e R U —EM RIS A P . ¥ b[RIEADFE
B.0O5EANBEHFE. Y DDOS X ELEOT LRI XN
EHHERERE. AXVBSEHBIISRIERENR.NT
FHTE XM BLR DDOS Hrr . i P48 5 3k 37 A9 109 o B 4B
REFM IR,

EFFCHR . E#IF O ENRFREERELENE
it E R 2R 3R Ok ek i 250970 . %
' X FAMFICHE IS H 8% B (MAC, Message
Authentication Code) . F|H LB LB HBFRTRZE.

2.3 EMkilEE (Hop by hop traceback)

BHBEERE TG — MR d i BRI H
¥ .3 [2]1ik% Hop by hop it ZFHE AR BT R . BHAKEH
A8 BF B R B & X Bt iZ & (flooding-style) 36 4 /R % Bt v
(DOS), % Z B 5 4143 (a single packet) Wit MY RE /1. flB {132
HEFEF EHBIETAREER . AEAAXEREE
S ZPEME (hop by hop) N\B G BRI BB ES — 14
A F—FoaANERETETEAEEL EHERFRE
AB % (access policies)) IR 8% . M A B AN . X THAMN
BERBEREZNFHTRE . EZ/HT A8 (sin-
gle attack),

T E A DI MAC #i ik ATM's BRI RHF
/R BERRF(VPI/VCD B BRIRIRT R R EHk 2
G E

P bR NS ANEREIRRFRERRS X
MEORRT REHETAGEIP it BAH . g
AR EZESNHEBERIRRFHREBRBEESTAHTEH
GREFRATRENGIHEE SOIRRB S ABE AT HAR
WK,

Requester ..
q Commissioned

ENTD

m Tracer

ommissioned
monitoring
manager

Attack host

M6 ZEREHZERLEH

RERGFINERSRTAXIESARREBEITR
FHEBERAN T B BRESAHEHNNSEBERRF
XMEREZS AR MREHERRR, (FBERR
SUFHBEEE  EBEZ R AT HHFHEM B S
P IPATFRA-EIPREEEFETFHEEFR
EMBRR A ERREETANAPEREETE . ED
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s xR EMEFEEETEAHT=1 %
¥ 2% (sensor) , 18 &5 & 7 ¥ (monitoring manager) Hlif &5 &
(tracer),

BNBEREBIFL S LHMSE EASE. HENT—
Aoy BB E A E A 1 E R MY RN 2% A
R EEEREEMAENHETHRB M BETRERRE
HESSPLR. GPEREIP F4MEERS. EALH
BHFEEESHAFEMNSAFERIHRBERE.

EﬁﬂH‘Jkd\ﬁﬁﬁ‘Fﬂfﬁlg’f'iﬁﬁﬁﬁﬂfgﬂ‘gﬂ‘l
BEEEEHITR. B ERET RARAEANGHMRXE
EXAEHERSEASALRREEN.FRT —BI>HAN
EETEENEN—ARETREHBFELRBAMNE . ZE
G N HIGE R M (AMS, autonomous namagement net-
work) JEEEREERES —1 AMN F, £H 2/ AMN
FHRTEESR . FRESZFEE. MRBEELEBH T AMN
FAR BB EMBEERERRMS AMN HBEEREER
HBEESH.

EZEBBEEF. BB (hops )R . EFNABRREREL .4
REBE—-THHAELEKGOTE B EERN a3
FHEEE R CLER. AT R BERARE. HRT A
LBt IK3B 2 (hop by hop from center ) Fil:5 i B 3 R 36 2% (hop
by hop tracing with an overlay network) b R4,

ENFCEENTRF.AZEENEARERFES
B —A“hL7EaFCPLREBN T RRBERI A EE
FPLTBOEERTREL EENEFH. XEEERE
d/2+1Bk(bop) .d B FRB KRB HE.

BN EMEETEFEE SR EEN.FriEERN
B HARLEE G HFM— P IUAREMh R — 1 B
EHFMANRANEERERE.EHNSHOBRNZES
Z M85 I E ek b 8 308 0 W 3 M. BEEK (hop by hop)ifi
FARBREHEBEMASE GRS X AL de+ 18 .de
HEEMEBENER.

RS S WS R R A% B 2R FB
Pr 2% b B R G A SR B 3 BRI AL
FAEANREL A TR — MRS, N
TREMERENGINERHE S FRNBaRTER &
BIAASXEREEER, FERELOBER . ZTES—
AR A9 2 k3B B A8 B WS -4 DDOS Irdi . %% A FiR B DDOS I
dref, K RAID SRS 3 B B E K AR BSPITE . i T
G2 N D)2 S

2.4 R£HUUE B (IPsec authentication)

Uk RETFHEN IP B2 IPsect M i MRS
2P0 P £ 30 4k [6] 9 B 4 2 BE (SA , security association) . &
SREHEARFATRENNNE . ABERERDHE
HEHREEBRL - MEEHXKE.SARIMNNUER
ETHARERNEAENZS MiZEAEELREYHE
f IPsec kBB {RiE IP JUE T F A — Mkt R
P O] RE 58 13 4% 90 4% SC 4K )R 3T IPsec &R, —1
4+ AEG U 1P M akR 152. 1. 75. 162, 3% 4> 418 if [Psec/AH %
FRHKH152.1.75. 162, MATT AN AW IP At RN LA,
MBS AR ENREEEL52.1.75. 129, A MARRE
4r#A%E H152. 1. 75. 162, {H3X 4 4 R H152. 1. 75- 129%¢ & .
MRR—Mgd . M ELA152. 1. 75. 129F BRI ifr .

KRF A RATT LRD S IR ESNAN Y5
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Fl IPsec, PR H B - B R B FHD IPsec FH. FRX
[10]48 4 T % A 3h 7% &2 K B (dynamic security association)
HAR A FBEXT % (network-based) X i —FELE
FELE DECIDUOUS,

T3 EHhth EMEH{THE ST IPsec B, MR WA A ik,
B 45 #4530 #: (IKE, Internet key exchange) M #E HixE
LA I b i — S5 B iy 88 2 (B B2 3L IPsec R RKEX(SAs).
BE I B%7E SA KW L 1Psec kM—1REEIP L, CRESHE
ESEA a0 IP bt mMB B HEHRTP.— 1 SAs ¥
BBl —A Bk, XA Bodi ke B FAH BBk i SR SM 9 PO 45 3%
REBEMNE IP LM IP AR AERBM - EEdhiREE
THRHSA UEMRIENTRNELRE.

HFXFHAF AT REN [Psec f1 IKE hill . EEH
BhuALELH RO ICELREE TR MG
BE®E—#thB) 1 IETF intrusion Detection working
group(IDWG) IEFEI iR X H MR,

DECIDUOUS #& Fi fl B ity 4 W & 4% (DIS) . Bt R
HREADCS) —R I IRERERN TFEREHEETH
SR RER.

2.5 34 (connection chain)

BE—FEMEH HL,H2, - ,Hn(n>2), ¥ —P A(FH—
MR Hi £8P Hi+1G=1,2,--.n— 1), %
BRI (HI1,H2, - ,Hn) 3 —A % 4% (connection chain) . I
rEERES XN EREm B iRAER G ETEREN
BERHE A E Ho, 85 Hn—1,-,H1.

X ¥ 7 5 = E % DIDS™I CallerID 1 Thumbprinting
%.

3 (548 2 T 18 £ (Deviation-based) ) i 0. 8 F
XA ZFHFHRERE TR LR A8 % 93 & (traffic point) k
B A M A% (packet monitor) L H—BiEF R &
BIES) . S — P EVZRBE N PHEEAEZARS—EVL885,
A EN LANSABEMCRERFN L6 B Bk
RERENER.SIATRENES PR — I ARERIE
EERABHER. TR P REAKTANE, MRWERS
M EAEE—EER - EESD . HILRRE M RTiE
Bk,

X[14]%4_H T 55— 75 B £ 3 M % FEM A SRRV E
% SWT(Sleepy Watermark Tracing) . Kk BEfY (sleepy) £ 24
BB ZTERRSIATFE TR LR NT
iy, B HE A —A KB (watermark) 338 (5] 89 Be i i 38
o, MR 7 B 1 LA =b g ol 2% .

SWT R AR :SWT 83 T T (guarded host) fl
SWT {# P M X (guardian gateway). )5 & X ¥ SWT. &4
SWTHRILENE T SWTHRIMX, EH—1i
FEPRXHIEs. 51 SWT R PRXTHEEDE —4+ R
ZEASWTHBRTIH . EEPE I ERETENE.

SWT #9800 =M HEE R B AR - KRB 7w ¥
(SIR, Sleepy Intrusion Response), 7K BI # 3¢ (WMC, Water-
mark Correlation) fl £ 5 X &7 (AT, Active Tracing).SIR #
%3%¥H 1DS Wﬁﬁﬁ*vﬁ\ﬁfﬁ]iﬁﬁ.*@ﬁ*ﬁﬁ)\ﬂ
R K P R . T 3h B B R PR R AL H
MR B ER TR

X=A#4rE SWT EHLM SWT RXRE- THE
—R.SIRM AT B, SWT #E L ENH SWT FHLZ&.SIR
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#33€A IDS (938 5 #R)E, thill WMC IR FH AT 8t
BERMSWT 4.8 SWT FXa 5B K.SWT FxH
AT B8 5 R S ¥k ED IR 664 WMC MUk X MR
Pl AN ERERREXT FT—RSWT RERX
MRS AT 83k, — B SWT R IF XA R XLFEEHD
FT—HERATHAZAEFERRARE N EENRTE
BLIEE T — ka9 SWT 2 TR XI5 Kbl B .

3 HENEERERES

PR IPEEHENRRE.REWNER.IPARNERT
ARG E EH. LR LGB KA YA
8 PR R XEAY BT 3B B P A9 b i T AE R Bl K bt , th R 4
W RMA LS RFBIAR, AL R A WEEB T HY
AP .SSh— 1t AEREERANER. KAEHBNEGHAE
KR . IEN RS d AR A H T RWGEF
oA, B FE 3 BB R AN X SR

B IP B BB T B W XM E TR R — 14
fp¥ & (stepping-stone) IP BEF B RF P H I T REN
E R AP SRTERELATHRZ S,

EIPBEHARY ZERIER LBMF L6 R EWR
R GANRR AR EHEITEE, N EENZE - ERAOE
R ARPRBAEN A — LT RBSLRBRER.KE,
ER¥kE IDSsSABRBMRLE M IPBERENHRELE
A,
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